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Security Vulnerabilities

 “recording 4000 traces 
 is a matter of minutes.”   
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Vulnerable to Brute 
Force Attacks

Device #Queries Time

UHF RFID Tags[Shamir’07] 200 2 Seconds

MIFARE Classic[Garcia’09] 1,500 16 Seconds

Digital Signal Transponder[Bono’05] 75,000 1 Hour

MIFARE DESFire[Paar’11] 250,000 7 Hours

GSM SIM Cards[Goldberg’99] 150,000 8 Hours
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Our Contribution: 
TARDIS

A time-keeping technique based on SRAM decay
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Factors Influencing 
SRAM Decay

✓SRAM Size

✓Circuit Capacitance

✓Temperature

xChip Variation
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Experimental Setup
Thermal
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ThermometerTI MSP430DAQ
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Circuit Capacitnce

Capacitor Size Expiration time Scale

~0μF 2.1x100s Seconds

10μF 2.25x102s Minutes

100μF 1.98x103s 1/2 Hour

1000μF 2.12x104s Hours

10000μF >1.96x105s Days
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Figure 8: Regardless of temperature and capacitance, the
decay depends almost entirely on the minimum supply
voltage reached during a power-down. The bottom graph
shows the 3-parameter DRV probabilities (Equation 4)
that predict decay curves in best agreement with the ob-
served decay datasets. The fit lines in the decay plot are
the decay curves predicted by the 3-parameter models
(Section 10.1).

plementing the standard decoupling capacitors with addi-
tional explicit capacitance.

Low Leakage Current: The total current ICC comprises
the operating current of the microcontroller and the
SRAM’s data-retention current; both currents are func-
tions of the supply voltage. The current during the voltage
decay is shown in Fig. 14, and explained here:

Immediately after power is disconnected, supply volt-
ages are above 1.4V , and the microcontroller is oper-
ational. The observed current is between 250µA and
350µA, consistent with the 250µA current specified for
the lowest-power operating point (1.8V with 1MHz clock)
of the MSP430F2131 [43]. The SRAM current is negligi-
ble by comparison. The high current consumption causes
the voltage to decay quickly while the microcontroller
remains active.

As the voltage drops below 1.4V , the microcontroller
deactivates and kills all clocks to enter an ultra-low power
RAM-retention mode in an attempt to avoid losing data.
The nominal current consumed in this mode is only the
data-retention current, specified to be 0.1µA for the 256
bytes of SRAM in the MSP430F2131 [43]. In our ob-
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Figure 9: The duration of SRAM decay is non-zero across
all temperatures even when no capacitor is used. For
any given temperature, the duration of SRAM decay is
consistent across trials. Increasing the temperature from
28⇥C to 50⇥C reduces the duration of both stage 1 and
stage 2 decay by approximately 80%
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Figure 11: Different microcontrollers within the TI
MSP430 family with different SRAM sizes exhibit dif-
ferent decay times, but follow the same general trend.
The MSP430F2618, MSP430F169, and MSP430F2131
respectively have 8 KB, 2 KB, and 256 bytes of SRAM.

servations, ICC is between 0.5µA and 10µA during the
time that VCC is between 0.5V and 1.4V . This current
is 1.5� 3 orders of magnitude smaller than the current
when the microcontroller is active. With so little current
being consumed, the supply voltage decays very slowly.
The current further decreases as the supply voltage drops
into subthreshold, and cells begin to experience memory
decay.5

Impact of Temperature: Increasing the temperature
leads to more rapid memory decay for two reasons. First,
increasing the temperature increases the leakage currents

5Note that setting VCC to 0 V during the power-down, instead of
leaving it floating, reducing voltage and memory decay times by at least
an order of magnitude [37] by providing a low impedance leakage path
to rapidly drain the capacitance; we have observed this same result in
our experiments as well.
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Figure 8: Regardless of temperature and capacitance, the
decay depends almost entirely on the minimum supply
voltage reached during a power-down. The bottom graph
shows the 3-parameter DRV probabilities (Equation 4)
that predict decay curves in best agreement with the ob-
served decay datasets. The fit lines in the decay plot are
the decay curves predicted by the 3-parameter models
(Section 10.1).

plementing the standard decoupling capacitors with addi-
tional explicit capacitance.

Low Leakage Current: The total current ICC comprises
the operating current of the microcontroller and the
SRAM’s data-retention current; both currents are func-
tions of the supply voltage. The current during the voltage
decay is shown in Fig. 14, and explained here:

Immediately after power is disconnected, supply volt-
ages are above 1.4V , and the microcontroller is oper-
ational. The observed current is between 250µA and
350µA, consistent with the 250µA current specified for
the lowest-power operating point (1.8V with 1MHz clock)
of the MSP430F2131 [43]. The SRAM current is negligi-
ble by comparison. The high current consumption causes
the voltage to decay quickly while the microcontroller
remains active.

As the voltage drops below 1.4V , the microcontroller
deactivates and kills all clocks to enter an ultra-low power
RAM-retention mode in an attempt to avoid losing data.
The nominal current consumed in this mode is only the
data-retention current, specified to be 0.1µA for the 256
bytes of SRAM in the MSP430F2131 [43]. In our ob-
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Figure 11: Different microcontrollers within the TI
MSP430 family with different SRAM sizes exhibit dif-
ferent decay times, but follow the same general trend.
The MSP430F2618, MSP430F169, and MSP430F2131
respectively have 8 KB, 2 KB, and 256 bytes of SRAM.

servations, ICC is between 0.5µA and 10µA during the
time that VCC is between 0.5V and 1.4V . This current
is 1.5� 3 orders of magnitude smaller than the current
when the microcontroller is active. With so little current
being consumed, the supply voltage decays very slowly.
The current further decreases as the supply voltage drops
into subthreshold, and cells begin to experience memory
decay.5

Impact of Temperature: Increasing the temperature
leads to more rapid memory decay for two reasons. First,
increasing the temperature increases the leakage currents

5Note that setting VCC to 0 V during the power-down, instead of
leaving it floating, reducing voltage and memory decay times by at least
an order of magnitude [37] by providing a low impedance leakage path
to rapidly drain the capacitance; we have observed this same result in
our experiments as well.
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* Assuming a 12 seconds TARDIS

Device #Queries W/O TARDIS W/ TARDIS

UHF RFID Tags 200 2 Seconds 40 Minutes

MIFARE Classic 1,500 16 Seconds 5 Hours

Digital Signal Transponder 75,000 1 Hour 10 Day

MIFARE DESFire 250,000 7 Hours 35 Days

GSM SIM Cards 150,000 8 Hours 21 Days
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Other Applications

• Time out in authentication protocols

• Temporary ownership (Resurrecting Duckling) 

• RTC replacement in low-power sensors

• E-passports [Avoine’08]

• Time released cryptography [May’93,Rivest’96,May’01]
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Related Work

• Data retention in SRAM [Gutmann'01,Skorobogatov'02]

• FERNS [Holcomb’07] 

• DRAM cold boot attack [Halderman’08]

• Background to data retention [Flautner’02]

• First proposed attacks [Anderson’96]

• SRAM attack [Taun’07]
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Data Remanence in Volatile Memory
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Related Work

• Lamport Clock [Lamport’78]

• Use Multiple Sources of Time [Rousseau’01]
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Reliable Time
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Chip Variation
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Figure 8: Regardless of temperature and capacitance, the
decay depends almost entirely on the minimum supply
voltage reached during a power-down. The bottom graph
shows the 3-parameter DRV probabilities (Equation 4)
that predict decay curves in best agreement with the ob-
served decay datasets. The fit lines in the decay plot are
the decay curves predicted by the 3-parameter models
(Section 10.1).

plementing the standard decoupling capacitors with addi-
tional explicit capacitance.

Low Leakage Current: The total current ICC comprises
the operating current of the microcontroller and the
SRAM’s data-retention current; both currents are func-
tions of the supply voltage. The current during the voltage
decay is shown in Fig. 14, and explained here:

Immediately after power is disconnected, supply volt-
ages are above 1.4V , and the microcontroller is oper-
ational. The observed current is between 250µA and
350µA, consistent with the 250µA current specified for
the lowest-power operating point (1.8V with 1MHz clock)
of the MSP430F2131 [43]. The SRAM current is negligi-
ble by comparison. The high current consumption causes
the voltage to decay quickly while the microcontroller
remains active.

As the voltage drops below 1.4V , the microcontroller
deactivates and kills all clocks to enter an ultra-low power
RAM-retention mode in an attempt to avoid losing data.
The nominal current consumed in this mode is only the
data-retention current, specified to be 0.1µA for the 256
bytes of SRAM in the MSP430F2131 [43]. In our ob-
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Figure 9: The duration of SRAM decay is non-zero across
all temperatures even when no capacitor is used. For
any given temperature, the duration of SRAM decay is
consistent across trials. Increasing the temperature from
28⇥C to 50⇥C reduces the duration of both stage 1 and
stage 2 decay by approximately 80%
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Figure 11: Different microcontrollers within the TI
MSP430 family with different SRAM sizes exhibit dif-
ferent decay times, but follow the same general trend.
The MSP430F2618, MSP430F169, and MSP430F2131
respectively have 8 KB, 2 KB, and 256 bytes of SRAM.

servations, ICC is between 0.5µA and 10µA during the
time that VCC is between 0.5V and 1.4V . This current
is 1.5� 3 orders of magnitude smaller than the current
when the microcontroller is active. With so little current
being consumed, the supply voltage decays very slowly.
The current further decreases as the supply voltage drops
into subthreshold, and cells begin to experience memory
decay.5

Impact of Temperature: Increasing the temperature
leads to more rapid memory decay for two reasons. First,
increasing the temperature increases the leakage currents

5Note that setting VCC to 0 V during the power-down, instead of
leaving it floating, reducing voltage and memory decay times by at least
an order of magnitude [37] by providing a low impedance leakage path
to rapidly drain the capacitance; we have observed this same result in
our experiments as well.
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Capacitor Calculations
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Squealing Cards 
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Personal Communication About French Passports

Gildas Avoine

Université catholique de Louvain, Belgium

We performed some experiments on the Basic Access Control of a French passport issued in
2010. We noticed that once a BAC execution fails (we provided a wrong MRZ to the passport),
the behavior of the passport is modified as follows: the time taken by the passport to answer to
the next Mutual Authenticate command (ie the command used in the BAC) increases. It actually
increases up to 14 seconds after 14 unsuccessful executions. At this point, the response time remains
14 seconds as long as the BAC executions fail. Figure 1 represents the response time of the passport
during our experiment (we always sent a wrong MRZ).
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Fig. 1. Response time of a French passport when a wrong MRZ is sent. The
experiments have been done with an Omnikey 5321.

An interesting point is that, when the passport enters into this kind of “protecting mode”, it
stays in this mode till a correct MRZ is provided. This means that removing the passport from
the reader’s field, even for several days, does not change anything. For example, let’s consider that
we perform 14 unsuccessfull BAC executions. Several days later, we perform a 15th execution with
a correct MRZ. During this 15th execution, the passport will take about 14 seconds to answer
but will leave the“protecting mode”, meaning that it will no longer delay its response in the next
executions. This means that the idea suggested in [1] (Section 4.1) has been implemented in the
French passport (issued in 2010) we experimented.
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Voltage Regulators Effect
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• Define Temperature Range

• Use Lookup Table

• Polynominal Interpolation


