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Security Vulnerabilities

Oyster card hack details revealed

By Peter Price
Click reporter

Details of how to hack one of the| "
world's most popular smartcards|
have been published online.

The research by Professor Bart

Jacobs and colleagues at Radboud
University in Holland reveals a .
weakness in the widely used Mifarel= o

!

jFare Hack: Exploiting a Clipper Card
'Flaw Is Easy

) By Beth Winegarner Wednesday, Feb 1 2012 Comments (6)
Not that we think you would, but with a visit to Radio Shack you could hack into that Clipp

g in your wallet, allowing you to load it with free rides or create and sell copies for profit

{ funnel money away from the Bay Area's crash-strapped public-transit agencies.
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Security Vulnerabilities

d hack details revealed
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Security Vulnerabilities

Oxs gr card hack details revealed
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Smart Card Threats
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Vulnerable to Brute

Force Attacks
Device #Queries Time
UHF RFID Tags[Shamir’07] 200 2 Seconds
MIFARE Classic[Garcia’09] 1,500 |6 Seconds
Digital Signal Transponder[Bono’05] 75,000 | Hour
MIFARE DESFire[Paar’| ] 250,000 7/ Hours
GSM SIM Cards[Goldberg’99] 150,000 8 Hours
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Our Contribution:
TARDIS

A time-keeping technique based on SRAM decay
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SRAM Remanence
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SRAM Remanence
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SRAM Remanence
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SRAM Remanence
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SRAM Remanence
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The TARDIS Algorithm
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The TARDIS Algorithm
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The TARDIS Algorithm
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The TARDIS Algorithm
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The TARDIS Algorithm
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Factors Influencing
SRAM Decay

SRAM Size
Circuit Capacitance
Temperature

W Chip Variation
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Experimental Setup

DAQ T1 MSP430 Thermometer

Thermal

Chmber
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Circuit Capacitnce

Capacitor Size |Expiration time Scale
~0uF 2.1x10% Seconds
|OpF 2.25x10%s Minutes
|00F |.98x103s 172 Hour
| 000pF 2.12x10%s Hours
10000pF >1.96x10°s Days




Circuit Capacitnce

Capacitor Size |Expiration time Scale
~0uF 2.1x100s Seconds
|OpF 2.25x10%s Minutes
|00pF 1.98x 103 /2 Hour
5| 1000pF | 2.12x10% Hours
3 | 10000pF | >1.96x105s Days
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Batteryless Sensor = 100,000pF
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Temperature
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Temperature
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Compensate for Temperature

Voltage
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Compensate for Temperature

Compute
SRAM decay
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Compensate for Temperature

Compute Analyze
SRAM decay || Temperature

powér-up

Voltage
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Compensate for Temperature
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Implementation

/@U MASS
Y MOO
UHF computational

RFID tags augmented
with piezo elements

RFID Antenna
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Implementation

/@/U MASS
Y MOO
UHF computational

RFID tags augmented
with piezo elements

o Expiration = |2s
o=0.11s

RFID Antenna
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The Effect of TARDIS*

Device #Queries Time
UHF RFID Tags[Shamir’07] 200 2 Seconds
MIFARE Classic[Garcia’09] 1,500 |6 Seconds
Digital Signal Transponder[Bono’05] 75,000 | Hour
MIFARE DESFire[Paar’| ] 250,000 7/ Hours
GSM SIM Cards[Goldberg’99] 150,000 8 Hours

Amir Rahmati - TARDIS



The Effect of TARDIS*

Device H#Queries W/O TARDIS W/ TARDIS

UHF RFID Tags 200 2 Seconds | 40 Minutes
MIFARE Classic 1,500 |6 Seconds | 5 Hours
Digital Signal Transponder| 75,000 | Hour |0 Day
MIFARE DESFire 250,000 7/ Hours 35 Days
GSM SIM Cards 150,000 | 8 Hours 2| Days

* Assuming a |2 seconds TARDIS
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Attacking the TARDIS

75

® Cooling

® Heating E)



Attacking the TARDIS
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Attacking the TARDIS

Amir Rahmati - TARDIS

20



Attacking the TARDIS
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Attacking the TARDIS
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Other Applications

® Time out in authentication protocols

® Temporary ownership (Resurrecting Duckling)
® RTC replacement in low-power sensors

® E-passports [Avoine’08]

® Time released cryptography [May’93,Rivest'96,May’01]

Amir Rahmati - TARDIS
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Related Work

Data Remanence in Volatile Memory

® Data retention in SRAM [Gutmann'01,Skorobogatov'02]
® FERNS [Holcomb’07]

® DRAM cold boot attack [Halderman’08]

® Background to data retention [Flautner’02]

® First proposed attacks [Anderson’96]
® SRAM attack [Taun’07]

Amir Rahmati - TARDIS
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Related Work
Reliable Time

® |amport Clock [Lamport’/8]

® Use Multiple Sources of Time [Rousseau’0|]

Amir Rahmati - TARDIS
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Photo Credit: thinkgee

Conclusion

il uses memory decay to estimate time.

il makes brute force attacks orders of magnitude harder.

il is just software.

W uses remanence decay for good.

SP CLR https://spgr.cs.umass.edu/tardis/
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Capacitor Depletion

3V

RTC Fails 1.8V = = = =\= = = .

Voltage

TARDIS Expires 0.15V = =
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Chip Variation
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SRAM Size
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Capacitor Calculations
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Squealing Cards

Query Query

<

- Beep if TARDIS

Credit card number, - has not expired
Name, Exp. Date > :
Transaction Credit card number,

Name, Exp. Date

>
Transaction
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French Passports
Counter
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Remanence vs.Voltage
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Voltage Regulators Effect
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Compensate for Temperature

Voltage
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Compensate for Temperature

Compute
SRAM decay

powér-up

Voltage
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Compensate for Temperature

Compute Measure
SRAM decay || Temperature

powér-up

Voltage
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Compensate for Temperature
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Compensate for Temperature

Compute Measure Initialize
SRAM decay || Temperature || SRAM
IF_ '\I
* Define Temperature Range|

Voltage

S
powe Use Lookup Table r-off

* Polynominal Interpolation
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