Protecting the Security of Sensor Systems

by

Connor Bolton

A dissertation submitted in partial fulfillment
of the requirements for the degree of
Doctor of Philosophy
(Computer Science and Engineering)
in The University of Michigan
2022

Doctoral Committee:

Associate Professor Kevin Fu, Chair
Professor Mingyan Liu

Professor Morley Mao

Assistant Professor Sara Rampazzi



Connor Bolton

mcbolto@umich.edu

ORCID iD: 0000-0003-4079-7846

© C(Connor Bolton 2022



TABLE OF CONTENTS

LIST OF FIGURES vi

LIST OF TABLES xi

ABSTRACT xiii
CHAPTER

I. Introduction . . . . .. ... o 1

1.1 Background and Motivation . . . . . . . .. ... .. ... .. 2

1.2 Contributions . . . . . . . . ... 3

1.3 Thesis Outline . . . . .. ... ... . ... ... ....... 4

II. Background and Related Work . . . . . . . . .. ... ... ... 6

2.1 Sensors ... 7

2.1.1 Sensor Construction . . . . . . . .. ... ... ... 8

2.1.2  Common Properties and Concepts for Sensor Exploits 9

2.2 Signal Processing Concepts and Terms . . . . . . . . .. ... 10

2.2.1 Basic Signal Definitions . . . . . .. .. .. ... .. 10

2.2.2  Signal and Physical Phenomenon . . . .. ... .. 11

2.3 Transduction Vulnerabilities . . . . . . . . ... ... ... .. 12

231 Attacks . . . . ... 13

2.3.2 Systematization and Mitigation Strategies. . . . . . 14

2.3.3  Acoustic Attacks on Hard Drives . . . . . . .. . .. 15

2.3.4  Acoustic Waves Affecting MEMS Motion Sensors . . 16

2.4 Oversensing Vulnerabilities . . . . . .. ... ... ... ... 16

2.4.1 Touchtone Eavesdropping Attacks . . . . . ... .. 17

2.4.2  Other Vulnerabilities and Attacks . . . . ... ... 18

2.4.3 Categorization and Mitigation Strategies . . . . .. 19

ITI. Transduction Attack Model . . . . . . . . . . . . .. . ... ... 20

1



3.1 Model Scope . . . . ...
3.1.1 Model Goal . . ... ... .. ... .........
3.1.2 Threat Model . . . . . .. ... ... ........
3.2 Model Design and Attack Systematization . . . . . . . .. ..
3.2.1 Model Overview . . . . . . ... ... ... .....
3.2.2 Transfer Function Representation . . . . . ... ..
3.2.3 Signal Injection Steps . . . . . . .. ...
3.2.4 Measurement Shaping Steps . . . . .. .. ... ..
3.2.5  Constructing a Transduction Attack . . . . . . . ..
3.3 Defense Systematization and Patterns . . . . .. .. ... ..
3.3.1 Detection Methods . . . . ... ... ... .. ...
3.3.2 Prevention Methods . . . . . . .. ... ... .. ..
3.4 Discussion . . . . . ...
3.4.1 Improving Transduction Attack Model . . . . . ..
3.4.2 Improving Research Methodology . . . .. .. ...
3.4.3 Predictive Defense Schemes . . . . . . . .. .. ...
3.5 Conclusion . .. ... ... ... ... .

IV. Blue Note: A Transduction Attack Case Study on Hard Disk
Drives . . . . . .

4.1 Overview . . . . . ..
4.1.1 Hard Disk Mechanics and Acoustics . . . . . . . ..

4.1.2 Threat Model . . . . .. .. ... ...

4.2  Experimental Method . . . . .. ... ... ... ..
4.2.1 Isolating the Experiment . . . . . . ... ... ...

4.2.2 Generating Sound . . . ... ..o

4.2.3 Measuring the Effects of Vibration . . . . . . . . ..

4.3 Transduction Vulnerabilities . . . . . . . . . ... ... . ...
4.3.1 Head and Disk Displacement . . . . . . . . ... ..

4.3.2 Motion Sensor Spoofing . . . . .. ... ... ...

4.3.3  Other Pathologies or Observations During Testing .

4.4 System Level Errors: HDD Non-responsiveness . . . . . . . .
4.4.1 Causes of Non-Responsiveness Errors . . . . . . ..

4.4.2 Observations . . . . . . . .. ...

4.4.3 Measuring Non-Responsiveness Errors . . . . . . ..

4.5 Attack Case Studies . . . . . . ... ... L.
4.5.1 Attack Frequency Selection . . . . . . ... .. ...

4.5.2 Case Study 1: Blue Note . . . .. ... ... .. ..

4.5.3 Case Study 2: Video Surveillance . . . . . ... ..

4.6 Defense Design . . . . . . .. ..o
4.6.1 Augmented Feed-Back Controller . . . .. ... ..

4.6.2 Detecting Spoofing Attacks with Filtering or Sensor

Fusion . . . .. ... ...

4.6.3 Acoustic Signal Reduction . . . .. ... ... ...

1l

49

51
51
52
53
54
54
95
5}
25
58
61
63
63
65
66
67
67
68
70
72
73



4.6.4 Other Simple Defenses . . . . . ... ... .. ... 78
4.7 DIScuSsion . . . ... 78
4.8 Conclusion . . . . . . . 80

V. Oversensing Anti-system: a Smartphone Permission System

to Mitigate Oversensing . . . . . . . .. ... ... ... ..... 81
5.1 Oversensing Vulnerabilities . . . . . ... ... ... ..... 84
5.1.1  Origins of Sensitive Information in Sensor Data . . . 84

5.1.2  Why Oversensing Mitigations are Difficult to Build:
Touchtone Keylogger Example . . . . . . .. .. .. 87
5.2 OA-Sys: Designing Anti-Oversensing Permission Models . . . 90
5.2.1 Defining the Goal: Principle of Least Privilege . . . 91
5.2.2  Augmenting Permissioning Systems . . . . . . . .. 92
5.2.3 OA-Sys Specific Permission Designs . . . . . . . .. 95
5.2.4  OA-Sys Signal Processing Permission Design . . . . 99
5.3 OA-Sys Implementation . . . . . .. .. ... ... .. .... 104
5.3.1 Permission System . . . . . ... ... ... 105
5.3.2 Demonstrative Applications and Permissions . . . . 109
5.4  OA-Sys and OA-Permissions Overhead . . . . . . . . ... .. 112
5.4.1 Power Overhead . . . . . . ... ... ... .. ... 112
5.4.2  Application and Permission File Sizes . . . . . . .. 113
5.5 Discussion . . . ... 114
5.5.1 Security of QR and Hotword OA-Permissions . . . . 114
5.5.2 Enabling Future Applications . . . . ... ... .. 114
5.5.3 Security Analog Filtering . . . . .. ... ... ... 115
5.5.4 Operating Systems Support and Compatibility . . . 115
5.6 Conclusion . . . .. .. ... o 116

VI. Touchtone Eavesdropping: An Oversensing Example on Smart-

phone Motion Sensors . . . . . ... .. ... ... ... ... . 117
6.1 Overview . . . . . . . . . . 120
6.1.1 Touchtones . . . . . . . . ... ... ... ...... 120
6.1.2 Threat Model . . . . . . ... ... ... ...... 120
6.2 Touchtone eavesdropping assessment . . . . . . . ... .. .. 121
6.2.1 Touchtone information in motion sensor data . . . . 122
6.2.2  Adversarial touchtone recovery . . . . . . ... ... 124
6.3 Functionality-aware software mitigation design . . . . . . . . 125
6.3.1 Designing for both privacy and functionality . . . . 125
6.3.2 Apparent mitigations that sacrifice functionality . . 126

6.3.3 Designing functionality-aware signal processing mit-
igations . . . . ... 128
6.4 Experimental Method . . . . . . ... ... ... ... 130
6.4.1 Data Collection . . . . ... . ... ... ...... 131

v



6.4.2 Touchtone classifier . . . . . . . . .. ... ... .. 133

6.4.3 Signal Processing Mitigations . . . . . . .. ... .. 136
6.5 Evaluation Results and Analysis . . . . ... ... ... ... 138
6.5.1 Baseline evaluation metrics: attack effectiveness . . 139
6.5.2 Mitigation strategy evaluations . . . . . .. ... .. 141
6.6 Discussion . . . . . . ... 143
6.6.1 Hardware solutions . . . . .. ... ... ... ... 143
6.6.2 Application to other acoustic leakages . . . . . . . . 143
6.7 Conclusion . . . ... . ... ... ... 144
VII. Discussion . . . . . . . .. .. ... .. ... 145
7.1 Transduction Mitigations Applied to Oversensing . . . . . . . 145
7.2 Attacks Using Both Transduction and Oversensing Simultane-
ously . ..o 146
VIII. Conclusion . . . .. . . ... ... .. ... ... ... ....... 148
BIBLIOGRAPHY 150



Figure

2.1

3.1

3.2

4.1

LIST OF FIGURES

A general signal conditioning chain of sensors. Signals flow from left
to right through each component and transform from the physical
stimulus (input) to an analog intermediate and finally to a digital
representation (output). Depending on the specific design, variations
to this schematic may include multiple amplifiers or filters, no filters,
filters before the transducer (e.g., CMOS) or amplifier, other circuits
(e.g., comparators), etc. . . . . ... ...
A generalized sensor schematic (top), the traditional and established
way of modeling a sensor (middle), and the adaptation to model
a transduction attack (bottom). The signal processing community
models a sensor as cascading transfer functions. Each transfer func-
tion (e.g., fi) has two inputs—the legitimate signal X; and the noise
signal nj. The output signal Xj+1 becomes the input to the next trans-
fer function fj+;. X; is the stimulus to the transducer (f;), and it is
either pre-existing or transformed from a probing signal Xy generated
by the sensor if it is an active one. The noise Nj may come from the
electrical circuit or the external environment. The transduction at-
tack model consists of a simple adaptation of established practices by
representing analog security exploits as a vector of intentional noise

~

of Y. o
Example of fused transfer-function chains. N chains with different
numbers of internal components (mM; through my) are synthesized
together by the combining function C to produce an intermediary
output X;. This intermediary output then undergoes M more transfer
functions (fey through fem) to yield the final combined output ye.

Vibration can interrupt disk I/O. Three plots show a Western Digi-
tal Blue WD5000LPVX drive under normal operation (top), partial
throughput with vibration induced by a 5 kHz tone at 115.3 dB SPL
(middle), and halting of writes with 5 kHz tone at 117.2 dB SPL
(bottom). . . . ..

vi

41



4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

Intentional acoustic interference causes HDD firmware errors due to
transduction vulnerabilities in the hard disk drive, which in turn
cause system-level errors and other undefined application-level be-

havior. An arrow indicates a confirmed cause and effect relationship.

Acoustics disturb the HDD head stack assembly and shock sensor.
Modern HDDs use sensor-driven feedforward controllers to adjust
the head’s position. Our work finds that ultrasonic vibration triggers
false positives for head parking; audible tones vibrate the head—
causing poor positioning. . . . . . ... ..o Lo
The physical setup for testing mechanically uncoupled acoustic inter-
ference. For mechanically coupled tests, the device containing both

o1

52

the HDD and speaker (such as a laptop) lay directly inside the chamber. 54

COMSOL simulation showing displacement of a HDD head assembly
and disk during 5 KHz acoustic signal attack (left: top view; bottom
right: lateral cross-section; top right: R/W head displacement). Note
the displacement on the disk surface (156 nm of maximum vertical
displacement across the central tracks), and the maximum horizontal
displacement of the head suspension ( 8 nm, rectangle box). This
exceeds the 7.5 nm read and 5 nm write fault thresholds, assuming a
50 nm width. . . . . ...
Throughput loss under acoustic interference for a Western Digital
Blue HDD and Seagate 7200.12 HDD. There is a measurable gradual
degradation in throughput at each frequency for the audible range.
Note that audible frequencies require less power to block writes than
reads due higher operation tolerances. . . . . . . . . ... ... ...
An ultrasonic wave alters the output of a piezo shock sensor in a
PKGX-14-4010 shock sensor evaluation module. . . . . . .. . ...
Ultrasonic throughput loss for a Western Digital Black WD1600BJKT
HDD. In contrast to audible frequencies, ultrasonic frequencies cause
full throughput loss (no partial) and block writes and reads using
similar amplitudes. . . . . . ... ... Lo
On Windows 10, prolonged acoustic interference induces delays in
the HDD that cause a timer in I1/O requests between the port driver
and miniport driver to timeout, leading to the HDD entering a non-
responsive state. Light blue indicates the normal path of operation
while dark red shows what happens during an acoustic attack. . . .
Profiles for a Seagate 7200.12 HDD and a Pyramid TW28 speaker
are shown above. The areas where the profiles overlap (the shaded
areas) are those where the speaker can block HDD writes. . . . . . .

vil

56

S7

59

60

63



4.11

4.12

4.13

4.14

5.1

5.2

2.3

5.4

2.5

2.6

Two frames from an unedited recording taken from a surveillance
video system’s HDD. During recording, the system was subjected
to acoustic interference. The displayed images are roughly 5 frames
apart (less than a second apart in video playback), including one
frame that was only partially written because of acoustic interference.
However, the timestamps indicate that roughly 80 seconds of video
are missing due to the interference. . . . . . . ... ..o
The block diagram of the servo control system with the disturbance
attenuator composed of a Proportional-Integral (PI) controller and a
second order low-pass filter. . . . . . . ... ... L.
Simulated position error variation for a 7.5 kHz attack. Our pro-
posed attenuator reduces position error to within the read /write fault
thresholds (15% and 10% of the track respectively). . . . ... . ..
The effectiveness of mitigating acoustic interference by simply placing
a 4 cm thick piece of foam on top of a HDD. . . . . . . . ... ...
Granting sensor permissions may provide hidden, unrequired, sensi-
tive information to applications. . . . . . ... ... ... ..
Categories of oversensing vulnerabilities by how sensitive informa-
tion can be embedded in sensor data. These are: (a) in-scope, (b)
out-of-scope, and (c) unintended stimuli oversensing vulnerabilities
demonstrated through (a) QR code, (b) hotword, and (c¢) motion
sensing example applications. . . . . . . ... ... L.
A short study on why oversensing may be difficult to mitigate. Two
dial-tones are emitted from a Google Pixel 2’s loudspeakers. The
phone’s accelerometer’s x-axis is shown (a) with no defense, (b) with a
reduced sampling rate, and (c) a digital low-pass filter. The aliases for
the dial-tones remain distinguishable despite the defenses, meaning
the vulnerability is not mitigated. . . . . . . .. ... ...
Figure depicting how the y and z axes for a Pixel 2’s accelerometer
and gyroscope may contribute different frequency information to an
oversensing vulnerability. A Pixel 2’s loudspeaker plays a 470 Hz
and then 520 Hz tone each for 15 seconds while the phone records
accelerometer and gyroscope readings. Each depicted axis responds
to the tones differently due to different frequency responses.

Our permission system provides permissions that provide well deﬁned
sensor-derived information such as transcription and qr codes. Per-
missions should have a notion of risk and raw sensor data should be
labeled as more risky. . . . .. ... ..o Lo
This shows (a) an example of using the privilege model to collect
data, and privilege models for (b) user initiated events, (c) event
recognition, and (d) continuous sensor data. . . . . ... ... ...

viil

90



2.7

2.8

2.9

5.10

6.1

6.2

6.3

6.4

An example showing how signal processing should attempt to deliver
the in-scope signal to the permissioning system. Software and hard-
ware mitigation should eliminate signals produced out-of-scope and
by unintended stimuli but may be unable to mitigate in-scope over-
sensing without eliminating benign data. Specific permissions may
be able to further reduce the in-scope information. . . . . . . . . ..
How analog and digital filters handle the 8 dialtone frequencies used
in the keylogger (Section 5.1.2). (a) Analog filters work on pre-
digitized data, and thus circumvent the problem of aliasing. (b)
Digital filters without oversampling cannot filter sensitive digitized
signals (in this case dial-tones) without attenuating a significant re-
gion of benign signals (green area). (¢) With oversampling there is a
greater chance sensitive aliases may be outside of the range of benign
signals (green area) and can be filtered digitally. . . . . . . . .. ..
Filters trade performance vs. distortion. Filters with a flat passband
minimally distort benign application data, but filters with sharper
cutoffs may be more secure against oversensing vulnerabilities.

How a permission with an OA-Service request resolves in the Android
implementation, highlighting alterations and additions from Privacy
Enhancements (PE) for Android. Private data requests can include
a request for a singular instance of data, registering for a permission
service, or un-registering for a permission service. . . . . . ... ..
(a) A touchtone, indicating a “5” on a smartphone number pad, leaks
into accelerometer data. (b) A malicious smartphone application can
classify this leakage to discern that a “5” touchtone was emitted,
infering user input of a “5” for purposes such as dialing a phone
number or inputing information into automated services. . . . . ..
Touchtones are comprised of two single-frequency tones emitted si-
multaneously to convey numerical input. . . . ... ... ... ...
Touchtone leakage for #3 and #4 touchtones in a Google Pixel 2’s
accelerometer’s x-axis. These signals remain discernable and pre-
dictable in the frequency domain with (a) a normal, unaltered signal,
and also despite previously suggested mitigations in (b) reduced sam-
pling rates and (c) digital low-pass filtering. . . . . ... .. .. ..
Touchtone information can be embedded in a variety of forms or
to varying extents in motion sensor data. In (a), two axes have
distinct non-linear frequency responses to a 420 Hz to 580 Hz chirp
from the loudspeaker. Different axes may be better predictors for
certain tones. (b) shows how there may be many subtle artifacts
in touchtone data. An attacker could use any of these artifacts to
launch a touchtone eavesdropping attack. . . . . . . . ... ... ..

X

99

102

103

106

118

121

122



6.5

6.6

6.7

6.8

6.9

6.10

6.11

Digital anti-aliasing filters can attenuate more touchtone aliases than
a low pass filter without reducing available bandwidth due to the use
of oversampling. In the example with a sampling rate of fs = 400Hz,
fn =200 Hz, and f, = 180 Hz, touchtone aliases (numbered 1 to 8
to correlate with the eight touchtone frequencies in the blue box) are
attenuated if filtered (diagonal red-lined area) and otherwise unat-
tenuated (green area). (a) A digital low-pass filter may be unable
to attenuate many touchtone frequency aliases without also eliminat-
ing significant frequency information benign applications may rely on
(Section 6.3.2.2). (b) A digital anti-aliasing filter with the same f; can

filter more frequencies due to the use of oversampling (Section 6.3.3.1).129

A mitigation designer desiring to attenuate the most touchtone aliases
using the lowest sampling rate fs when given a bandwidth . to
support can make use of the non-linear but predictable nature of
aliased frequencies. As the oversampled rate increases, the number
of aliased frequencies above T, will change. The designer can calculate
this number of attenuated aliases then select an appropriate sampling
rate to meet design constraints. . . . . . ... .. ...
Data collection setup in conference room . . . . . .. .. ... ...
Our system extract signals features and selectively combine useful
motion sensor data from multiple sensors and axes to better classify
touchtones. . . . . . . . ..
(a) Conference room and (b) Server room hardware setups. For each
phone, we show the accuracy a classification model trained on indi-
vidual axes alone, then show the accuracy for the model trained on
the optimal combination of axes. . . . . . . . . ... ... ... ...
(a) Results for the downsampling mitigation with listed bandwidth
equivalent to half the used sampling rate. (b) Results for the low-
pass filter mitigation with listed bandwidth equivalent to the cutoff
frequency used. Both mitigations do not greatly reduce touchtone
eavesdropping accuracy until bandwidth is under 50 Hz, which could
hinder functionality for benign applications. . . . . . ... ... ..
While not completely eliminating the attack, the software anti-aliasing
filter is able to significantly reduce the accuracy of the touchtone
eavesdropper and speech snooper attacks. Additionally, with better
hardware implementations (higher sampling rates), this mitigation
could be even more effective while preserving bandwidth. . . . . . .

130

131

133

139

141



Table
2.1
3.1
3.2

3.3
4.1

4.2

4.3

4.4

5.1

5.2

2.3

6.1

6.2

6.3

LIST OF TABLES

Systematization of transduction attacks with the simple sensor secu-
rity model. . . . . ...
Transduction Attack Model Notation. . . . . . .. .. .. ... ...
Systematization of Transduction Attacks. . . . . . . . .. ... ...
Systematization of mitigations for transduction attacks. . . . . . . .
The cumulative bad sector data for several drives used in various
experiments. All drives had between 15 and 500 power on hours
(except one that had 755 power on hours). . . . . .. ... ... ..
The frequency, amplitude, and the minimum required duration of
acoustic signals used to induce vibration resulting in communication
errors that persisted until system restart, HDD restart, or physi-
cal disconnection and reconnection of the HDD to the computer on
Linux. Ultrasonic frequencies were able to induce errors in as few as
5 seconds while audible frequencies took as few as 100 seconds. . . .
A selection of attacks against operating systems using acoustically in-
duced vibration. Windows 10 commonly froze, and would sometimes
crash. On Ubuntu, the drive would often remount as read only. . . .
Acoustically induced video loss in recordings from a EZVIZ surveil-
lance camera system. . . . . . ... ..
Systems, permissions, applications, and case studies used to imple-
ment or evaluate OA-Sys. . . . . . . . ...
Average power draw (mA) over 20-21 minutes of a combination of
OA-Apps and normal Android apps on OA-Sys and Android 9. . . .
APK sizes (MB) of normal applications, OA-Apps, OA-Permissions,
and OA-Services. . . . . . . . ..
Reported inertial measurement unit (IMU) model, which contains
both an accelerometer and gyroscope, and sampling rates are found
via the Android Debug Bridge tool. Note that the sampling rates are
limited by the operating system, and not sensing hardware. . . . . .
A list of features used in classification. The signal would be split into
windows where the above features were calculated. . . . . . . . . ..
Feature settings. Settings used in the final model are in bold. . . . .

x1

13
26
35
37

62

66

69

71

105

113

113



6.4 Classifier Settings. Settings used in the final model are in bold. . . . 136

xii



ABSTRACT

Sensors are a ubiquitous part of modern life, providing crucial data about the
physical state of the world in application areas including entertainment in smart-
phones and virtual reality, transportation in aviation or (semi-)autonomous vehicles,
manufacturing, smart infrastructure, and more. Thus a crucial aspect of ensuring the
availability, integrity, and confidentiality of these applications is to ensure the same
qualities in sensor systems. However, research shows how sensors may produce unde-
sirable output that compromises security or privacy due to interaction with physical
signals. For example, research shows that microphone output, representing sound,
can instead represent light, a completely di erent quality. Adversaries can use this
vector to launch attacks on sensor-reliant systems.

This dissertation posits the question, “How is systemic design for mitigating
physically-based sensing vulnerabilities possible?” and sets a goal of laying the ground-

work to enable such systemic design. This work contributes:

1. Methods, models, and language to categorize and analyze the space of phys-
ical sensor security. The primary categorization is between transduction and
oversensing vulnerabilities. The Transduction Attack Model (TAM) provides
a mathematical model to describe and categorize existing transduction vul-
nerabilities. For oversensing, the Anti-Oversensing System (OA-Sys) identifies

categories of oversensing.

2. Mitigation design patterns for many physical sensor vulnerabilities to aid man-

ufacturers and operating system designers. Specifically, existing mitigations

xiil



for transduction vulnerabilities are categorized using TAM to reveal common
design patterns to mitigate most oversensing vulnerabilities. OA-Sys provides

preliminary mitigation designs for common sensor use-cases in smartphones.

. Speci c case studies of how to apply higher-level knowledge on transduction and
oversensing vulnerabilities learned in TAM and OA-Sys to specific problems.
Blue Note described two transduction vulnerabilities using acoustic waves to
interrupt hard disk drive availability. Touchtone Eavesdropping uses motion
sensor data to sense user input in smartphones via how motion sensors capture

mechanically coupled sound.
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CHAPTER I

Introduction

This thesis investigates physical vulnerabilities in sensors and how to defend
against such vulnerabilities. Sensors often act as the bridge between the physical
and digital worlds, quantifying physical phenomena for computer systems. Trillions
of these sensors [29] are used to collect data for critical decisions in important in-
frastructure such as airplanes [10, 43], autonomous vehicles [140, 137], smartphones,
medical devices, and more. However, sensor use also heightens the risk of physically-
based vulnerabilities in computer systems.

This dissertation envisions systemic mitigation for threats against the integrity,
availability, and privacy of sensor data and systems to enable manufacturers to con-
sider and mitigate several physically-based vulnerabilities in the design phase. Exist-
ing approaches to defending sensor security tend to follow an endless cat and mouse
game—security researchers find a physics-based exploit, then manufacturers deploy
an exploit-specific patch rather than create an overarching and measurable security
goal to address the root causes of that specific exploit. The lack of a measurable,
goal-oriented approach to analog sensor security makes it difficult to apply science to
defensive design.

One of the great challenges derives from the great number of sensor designs and

the variety of possible threats. Origins for a vulnerability may reside in a sensor’s



physical construction to an operating system’s handling of sensor data. The plethora
of sensor designs may all react differently to physical stimuli (e.g., light or sound).
Attacker goals can vary from disrupting sensor availability to discerning sensitive in-
formation. Thus, investigating and mitigating each of these individual vulnerabilities
in a piecemeal approach is too costly for manufacturers. Thus, this thesis focuses on
discovering common components or methods shared by classes rather than individual
vulnerabilities, then using established concepts to systemically mitigate these classes

of vulnerabilities.

1.1 Background and Motivation

Sensor Heterogeneity: Protecting sensor data is crucial because of the importance
of sensor data in a wide variety of application spaces, but it is challenging for the same
reason. There are more than 370 types of sensors on record [154] that rely on dozens
of conversion phenomena for measurement [155]. Despite the variety, these sensors do
share common components and methods to accurately convert their targeted physical
quantities. Vulnerabilities often use one of these common components or methods,
thus understanding these commonalities provides a foothold for general mitigation

design.

Physical Signals Affecting Sensor Output: Sensors are by definition sensitive to
at least physical quantity (i.e., what they are designed to sense), but sensor output
is often subject to other phenomena such as a microphone’s output being subject to
light. Such undefined or overlooked relationships between physical stimuli and sensor
output can introduce vulnerabilities. Mitigation design must account for all sources

of information embedded in sensor data.

A Need for Systemic Mitigation: Addressing vulnerabilities individually is an

inefficient approach that is not appropriate for these physically-based vulnerabilities.



To provide an analogy, focusing on patching each individual vulnerability is akin to
patching individual buffer overflow vulnerabilities; the more effective strategy has
proven to be to design mitigations that the programmers did not have to consider
in design such as address space randomization and stack canaries. Sensor systems
need similar design changes that design the problem away. This need is heightened
by how many of these vulnerabilities are best addressed in hardware, meaning that

mitigations can rarely be applied retroactively via a software update.

1.2 Contributions

This dissertation divides the broad threat of physical vulnerabilities of sensors
into two large groups and introduces terms for each: (1) transduction and (2) over-
sensing vulnerabilities. Transduction vulnerabilities allow an adversary to write extra
information into sensor system output using physical signals such as light, sound, etc.
Conversely, oversensing vulnerabilities allow an adversary to read extra information,
often placed by interaction with a physical signal, in sensor system output. Contribu-
tions of this work span both transduction and oversensing vulnerabilities. Specifically,

contributions include:

1. Categorization and Analysis: a high-level overview and analysis of transduction
and oversensing vulnerabilities. This overview includes a detailed taxonomy of
transduction vulnerabilities and categorization of common oversensing vulnera-
bilities in smartphone operating systems. This categorization and systematiza-
tion provide a basis for more general mitigation design through clear dictation
of common vulnerability components. Furthermore, this contribution provides

common terms and language to unify vocabulary across the field.

2. Mitigation Design Patterns: several designs to mitigate several vulnerabilities

across sensors, attack modalities or goals, operating systems, and more. This



dissertation includes a theoretical explanation of why each of these mitigations
can be effective by relying on established principles and a detailed evaluation

of many of these mitigations.

3. Detailed Case Studies: in-depth analysis of transduction vulnerability on hard
disk drives and an oversensing vulnerability in smartphone motion sensors.
These studies explain why each of these vulnerabilities can lead to an attack

and how to apply the mitigation design patterns to specific problems.

1.3 Thesis Outline

The contributions of this work are roughly divided between transduction and
oversensing vulnerabilities. Each has a chapter devoted to the study of the type of
vulnerability (e.g., transduction or oversensing) including attack categorization and
mitigation design patterns, then a chapter detailing a particular attack and mitigation

analysis for that attack. Specifically, the chapters of this work are:

1. Background and Related Work: Chapter 2 provides an overview of sensing,
signal processing, and transduction and oversensing vulnerabilities. Included is
a general model for component-level sensor design and common properties for
sensing that can lead to vulnerabilities. Additionally, it provides related work

to all areas discussed in this dissertation.

2. Transduction Attack Model: Chapter 3 describes a mathematically-based
model to describe transduction attacks and mitigations. It systematizes past
work according to this model and shows how many previously suggested miti-
gations map to multiple transduction attacks. These existing mitigations col-

lectively serve as general defense patterns for most vulnerabilities.

3. Blue Note: Chapter 4 provides a transduction attack case study in using



acoustic waves to disrupt hard disk drive operation. Included is an investigation
into the physical causality and its effects on the reliant operating system as well

as physical and software mitigations.

4. OA-Sys: Chapter 5 describes oversensing and categories of oversensing, par-
ticularly pertaining to smartphones. Then it provides a preliminary permission
system for smartphone operating systems to prevent oversensing vulnerabilities

in smartphones.

5. Touchtone Eavesdropping: Chapter 6 provides a detailed oversensing case
study in using smartphone motion sensor access to eavesdrop on numerical
user input. It investigates the physical causalities and then provides signal
processing-based mitigations that could be generally applicable to oversensing

vulnerabilities.

6. Discussion: Chapter 7 discusses the conceptual similarities between the work
presented elsewhere in the thesis, such as how mitigations for oversensing could

relate to mitigations for transduction vulnerabilities and vice versa.

7. Conclusion: Chapter 8 summarizes the contributions and impact of this work.



CHAPTER II

Background and Related Work

This dissertation analyzes physics-based attacks on sensor systems with the ulti-
mate goal of enabling mitigation strategies that prevent or detect different attacks
across multiple sensor types. While of concern since at least the 1960s, in the past
ten years there has been an increase in research focused on these attacks that exploit
how physical signals (i.e., acoustic waves, radio waves, light) interact with sensor
systems. Applications have ranged from safety-critical systems (i.e., airplanes) to
Internet-of-Things (IoT) devices in the home. Designing mitigations for such attacks
is difficult due to the high variation in targeted sensor systems, attacker goals, and
attack methods. This variation often leads to attack-specific and sensor-specific miti-
gation design. However, deploying specific mitigations is often impractical as software
updates cannot address hardware changes or interact with many deployed devices.

This dissertation groups these physics-based sensor vulnerabilities into two non-

exclusive categories.

Transduction attacks manipulate sensor system output using a physical signal
to write extra information into the data. Transduction attack research is related
to the established field of electromagnetic injection on devices like smart cards and
cryptographic hardware, applying similar concepts to different signal modalities and

sensors. The work in this dissertation extends foundational transduction attacks,



such as Rocking Drones [135] in 2015, by providing a description and categorization

methodology in the Transduction Attack Model.

Oversensing attacks read sensitive information in sensor system output, often an
(unwanted) byproduct of physical signals with the sensor. Oversensing attacks fall
under the established field of side-channel attacks, including work such as Differential
Power Analysis [71], focusing on sensors and sensor data. This dissertation extends
previous research that would fall into this Oversensing attack categorization, such as
those that use accelerometer or gyroscope readings in smartphones to infer sensitive
data, by providing preliminary defense patterns that could apply to many of these
attacks.

Understanding these vulnerabilities requires an understanding of sensor construc-
tion, signal processing, and other related principles. This section provides a brief
background into (1) sensor construction and (2) signal processing followed by related

work for (3) transduction and (4) oversensing research.

2.1 Sensors

A sensor is defined as a device that outputs usable measurement in response to a
specific measurand [49]. An ideal sensor would provide perfect data on the measured
phenomenon but in reality sensors approximate reality. This approximation provides
a gap for vulnerability. Despite a great variety in sensor design, sensors often share
components and properties that facilitate general vulnerabilities. This promotes the
idea that sensors share commonalities. These commonalities can be used as a basis

for general mitigation strategies for both oversensing and transduction vulnerabilities.
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Figure 2.1: A general signal conditioning chain of sensors. Signals flow from left to
right through each component and transform from the physical stimulus (input) to
an analog intermediate and finally to a digital representation (output). Depending
on the specific design, variations to this schematic may include multiple amplifiers or
filters, no filters, filters before the transducer (e.g., CMOS) or amplifier, other circuits
(e.g., comparators), etc.

2.1.1 Sensor Construction

Figure 2.1 shows a general component level model for sensor construction. In this
model a sensor is represented as an interconnection of essential electronic components.
Sensors transform a physical stimulus (input) to an analog intermediate and finally

to a digital representation (output). Components include:

Stimulus and Measurand: The measurand is a quantity that a sensor intends to
measure, and a stimulus is a physical signal involved in measuring the measurand.
For example, an accelerometer’s measurand and stimulus are acceleration and force,
respectively. A thermocouple’s measurand and stimulus are temperature and heat.
Despite the wide variety of stimuli, sensors generally fall into one of two patterns to

capture input:

1. Passive sensors passively accept physical stimuli and do not emit external stim-
uli. For example, microphones are passive sensors that capture sound from the
environment. The stimuli of passive sensors, e.g., light, sound, force, and chem-

icals, are generated by other objects in the environment or already exist.

2. Active sensors emit physical stimuli to an environment and actively measure

the response after the stimuli’s interaction with the environment. For exam-



ple, ultrasonic sensors/lidars measure the distance to objects by emitting ul-
trasound/lasers and receiving the reflection. Active sensors are often used to
measure quantities of tangible objects, such as obstacle distance, rotation speed,

and liquid drop. For simplicity, we do not show the emitter in Figure 2.1.

Transducer: Commonly a sensor’s first component, a transducer produces an analog
electrical representation of the measurand by measuring a physical stimulus. Trans-
ducer heterogeneity, even for the same measurand or physical stimuli, is the primary
source for sensor diversity. For example, dynamic, condenser, and piezoelectric mi-
crophones all can capture sound, but they rely on entirely different conversion phe-

nomena [36].

Analog Signal Processing Circuits: Typically, a sensor must process a trans-
ducer’s analog signals to reduce noise while amplifying useful information. Standard
components include amplifiers to increase the signal amplitude, filters to remove noise,

envelop detectors, comparators, etc.

ADC: An analog-to-digital converter (ADC) digitizes analog signals for digital pro-
cessing, storage, etc.

Note that a sensor may not contain all components shown in Figure 2.1. For in-
stance, some sensors do not have filters by design. Nevertheless, Figure 2.1 represents

a simplified yet functionally comprehensive structure of a modern sensor.

2.1.2 Common Properties and Concepts for Sensor Exploits

Sensitive to Physical Signals: By design, sensors are sensitive to the target phys-
ical stimulus, even if the stimulus is unintended for measurement. This effect guar-

antees that at least one type of physical signal will affect the sensor.

Similar Analog Signal Processing: Analog signal processing circuits often remain

similar despite transducer heterogeneity. For example, sensors commonly use ampli-



fiers and filters, even if designed to measure different phenomena. Thus, exploits on
similar signal processing circuits may remain similar even on different sensors, e.g.,

microphones and thermocouples.

Same Signal Modalities: There are three signal modalities for the signal condi-
tioning chain: physical, analog, and digital, as shown in Figure 2.1. The shared signal
modalities show that the same signal properties in each modality may be exploited

for attacks across various sensors.

Chain of Blind Trust: Sensors are essentially proxies of reality. Most sensor de-
signs use a series of electric components to approximate the measurand. Typically,
each component blindly assumes its input is valid. However, this blind trust can al-
low malicious signals to exploit components in the signal conditioning chain without

detection.

2.2 Signal Processing Concepts and Terms

2.2.1 Basic Signal Definitions

Amplitude: the magnitude of a given signal at a given point in time.
Frequency: a measure of oscillation of a given signal.

Bandwidth: in a communication channel or sensor output, bandwidth is the range

between the upper and lower frequency bounds the signal can contain.

In-band vs Out-of-band: A signal is in-band for a given sensor or application if it

is within the intended range of frequencies for a signal.

Digital vs Analog: A signal may be digital or analog. An analog signal is continu-

ous. Digital signals are discrete.

Distortion: refers to when a signal is altered unintentionally, often undesirably.
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2.2.2 Signal and Physical Phenomenon
2.2.2.1 Resonance

Resonant or natural frequencies widely exist for many mechanical and electrical
components, e.g., MEMS transducers [23] and wires (antennas) [46]. A signal with
a given amplitude will have a greater impact on a given component if it is near
that component’s resonant or natural frequency. This can be used as a method of
maximally affecting a component given limited transmission capabilities. Mechanical,

acoustic, and electromagnetic resonances are used in existing attacks.

2.2.2.2 Aliasing

According to the Nyquist-Shannon sampling theorem [123], if the frequency of a
sampled signal is higher than half of the sampling rate, the signal will be indistin-
guishable from signals of other frequencies [97]. For example, if the sample rate of
an ADC is Fg, then a signal at frequency T will have the same sampling result as a
signal at frequency Fs . Each of these indistinguishable signals is an alias, and

this improper sampling of a signal [77, 145] is called aliasing.

2.2.2.3 Filtering

Filtering is the process of reducing the bandwidth of a signal path by attenu-
ating unwanted signals at certain frequencies (stopband) and only allowing desired

frequencies (passband) to reach the destination. Basic filters include:
e Low-pass lters: attenuates frequencies greater than the filter’s cutoff f.
e High-pass lIters: attenuates frequencies lower than the filter’s cutoff f;.

e Band-pass Iters: passes frequencies within a given range, attenuating all other

frequencies.
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e Band-stop or Notch Iter: attenuates frequencies within a given range, passes

all other frequencies.

A perfect filter would have a flat frequency response in the passband (e.g., no distor-
tion), and maximally attenuate the stopband. However, this is impossible to achieve
in practice and so designs often have trade-off characteristics such as distortion in
the passband versus attenuation in the stopband. There are many different analog or
digital filter designs for various applications in software and hardware. A filter’s order
is another important quality. Higher-order filters attenuate the stopband frequencies
more quickly. More advanced filters can change their parameters during operation to

better adjust to an application, and this is called adaptive filtering.

2.3 Transduction Vulnerabilities

The term “transduction vulnerability” refers to when an adversary can alter a
sensor system’s output [44] using a malicious physical signal and the term “transaction
attack” refers to when an adversary designs a physical signal to take advantage of such
a vulnerability. In particular, an attacker generates malicious physical signals that are
transduced to malicious analog signals in the sensor circuitry, either explicitly through
transducers or implicitly through other components in the sensor system. An attacker
may generate malicious physical signals of any modality for transduction attacks,
regardless of whether the signal is of the same type as the intended stimulus by
design. For example, attackers can use infrared (IR) to attack lidar (which measures
obstacles with IR) or RF signals to attack microphones (which measures sound).

These terms are based on the word “transducer” (Section 2.1) in a transduction
attack the adversary’s physical signal is transformed into a physical signal in the
sensor system. As such, these attacks can be thought of as an adversary “writing”

information into sensor output using physical signals.
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Application Sensor Attack Modalities Papers
o Lidar K [127, 104]
S Camera K [104, 162]
g Radar 1 [162, 24]
5 Ultrasonic Sensor 1 [162, 158]
Magnetic Encoder 1 (129, 117]
2 Optical Flow Sensor K [31]
o O
> Z MEMS Gyroscope 1 [135, 146, 151, 91,
g & 146]
S & MEMS Accelerometer —1 [143, 146, 91]
Sl [0, 66, 114, 126,
& Microphone I 26, 165, 163, 136,
115]
Touchscreen ] [80]
Hard Disk ~ MEMS Shock Sensor 1 [19]
Energy Infrared Sensor 1 [121, 120]
Medical Pacemaker Lead 1 [40]
Devi Defibrillator Lead —1 [40]
evices
Drop Counter K [101]
K Visible light or infrared = [_RFlwaves [_Aildible sound or ultrasound

[Mhgnetic field

[Hlectric field

Table 2.1: Systematization of transduction attacks with the simple sensor security

model.

2.3.1 Attacks

There is significant related work that focuses on specific transduction attacks,

but less work focusing on the common properties shared by transduction attacks as

described later in this dissertation in Chapter III. Shown in Table 2.1 is an overview

of transduction vulnerabilities.

The types of malicious physical signals that have

demonstrated use in transduction attacks include but are not limited to the following

items.

e Electromagnetic radiation refers to the waves of an electromagnetic (EM)

field that propagate through space. It includes radio frequency (RF) waves,

infrared, (visible) light, ultraviolet, X-rays, and gamma rays. Prior work has

demonstrated how to manipulate radar [162, 24], microphones [41, 66], infrared

13



sensors [121, 120] and pacemakers [41] with RF waves. Light has been used to
manipulate LIDAR [127, 104], cameras [104, 162], microphones [138], optical

flow sensors [31] and medical drop counters [101].

Sound is a vibration that propagates as a wave of pressure through mediums,
including gas, liquid, and solid. It includes audible sound (20 Hz to 20 kHz),
ultrasound (>20 kHz), and infrasound (<20 Hz). Sound has been shown to
manipulate ultrasonic distance sensors [158, 162] microelectromechanical sys-
tems (MEMS) gyroscopes and accelerometers [135, 146, 151, 91, 143], micro-
phones [114, 126, 26, 159, 165, 115, 136] and MEMS shock sensors [19].

A magnetic field is created by magnetized materials and by moving electric
charges (currents) such as those used in electromagnets. Research shows how

magnetic fields can manipulate magnetic encoders [129, 117].

An electric field is generated by particles that bear electric charges in any
form. Previous work has shown how electric fields can manipulate touch-

screens [80]

2.3.2 Systematization and Mitigation Strategies

Many of the papers listed in Section 2.3.1 give a specific mitigation idea for

whichever attack they propose; however, there have been few mitigation strategies

that focus on thwarting classes of attacks (i.e., attacks using different physical signal

types against different kinds of sensors), as presented in Chapter III.

The most well-known work investigating a mitigation strategy that spans multiple

types of attacks and sensors is shown by Shoukry et al. [130], which focuses on active

sensors. In the scheme, the sensor randomly ceases all stimulus transmission. Then,

any received stimulus during this pause indicates the presence of an attack. While at-

tackers with higher capabilities may still overcome this scheme [128], it would greatly
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increase attack difficulty. Zhang et al. [168] extend this idea by modulating sensor
output with a random pattern to detect attack output.

There has been little previous work looking at the whole of transduction attacks
through systematization or modeling. The work provided by this dissertation instead
presents a new mathematical representation of the analog signal through the sensor,
then systematizes in part based on this math to show more conceptual similarities and
differences between attacks and defenses. This method of systematization is aimed

to make designing systemic mitigation easier.

2.3.3 Acoustic Attacks on Hard Drives

The detailed transduction attack case study presented in Chapter IV investigates
how acoustic waves can alter and even disable hard disk drive operation. Sandahl et
al. [119], Siemens [131], and Rawson and Green [111] have investigated HDD through-
put loss due to acoustic interference; however, they did not consider malicious actors
and did not test ultrasonic signals as seen in Chapter IV. An engineer demonstrated
how yelling at HDD arrays can lead to perceptible drops in I/O throughput!. Or-
tega [98] demonstrated how hard disk drives can be interfered with by finding their
resonant frequency, but focused on lower frequencies than those investigated in Chap-
ter IV; the high-frequency ultrasonic tones presented in this work are importantly
inaudible to human hearing and so is more covert. Additionally, this work discovers
the root causes of why these phenomena happen as well as what parameters are most
important in conducting such an attack and investigates mitigation strategies.

Other work has made use of HDD components’ other analog features to establish
covert channels. Guri et al. [52] utilized the HDD’s built-in thermal sensors to receive
data transmitted over the machine’s heat emissions. Guri et al. [53] used the move-

ments of a hard drive’s actuator arm to generate audible emissions that were used to

Ihttps://www.youtube.com/watch?v=tDacjrSCeq4
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exfiltrate data from air-gapped machines. Since the head of a hard drive is made up of
magnetic materials, the movement of the head can produce a sufficiently strong mag-
netic field that can be detected by a smartphone’s magnetic field sensors. Matyunin
et al. [82] utilized this phenomenon to build a covert channel by manipulating the
movement of the head.

Much less attention has been devoted to side-channel information-leakage attacks
on HDDs. Biedermann et al. [16] showed how an attacker could use a smartphone’s
magnetic field sensors to deduce information about a machine’s operations. Previous
research has demonstrated how to establish a covert channel, this work explores the

effects induced by injecting acoustic waves into HDDs.

2.3.4 Acoustic Waves Affecting MEMS Motion Sensors

Acoustic waves alter the output of microelectricalmechanical systems (MEMS)
accelerometers and gyroscopes due to how these sensors approximate motion (Fig-
ure 5.4). MEMS accelerometers and gyroscopes approximate the motion of a body
via the motion of a small sensing mass(es) attached to capacitive springs. When the
mass(es) moves, the springs create a representative voltage which is then amplified,
filtered, digitized, and sent to the processor. However, while the linear or angular ac-
celeration of the sensing mass(es) are usually accurate representations of the body’s
acceleration, they are not exact. The smaller mass may become affected by small
acoustic vibrations via the air or through contacted surfaces [83, 143, 12]. The sensor
captures this acoustic information and reports it as the acceleration of the body itself,

which is unlikely the intent of the motion sensor.

2.4 Oversensing Vulnerabilities

An oversensing vulnerability is when authorized access to sensor data can provide

an application with superfluous and potentially sensitive information; an oversensing
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attack is when a malicious adversary obtains sensitive information using authorized
sensor data. Oversensing vulnerabilities are common in smartphones and the growing
Internet-of-Things [58]. To prevent blatant data misuse, researchers design and com-
panies employ permissioning systems intending to limit each application’s sensor data
access [122, 48, 54, 75]. Unfortunately, granting ostensibly benign sensor access to
applications may allow adversaries to acquire sensitive information hidden in sensor
data. For example, attackers can use a smart-phone’s power consumption to infer a
victim’s location [85], motion sensor data to infer keystrokes [99, 57, 21] or nearby
human speech [83, 56, 166, 12], and microphones to infer keystrokes [116] or physical
keys [108].

Often, traces of this sensitive information are subtly written into the sensor data
by some untended or unaccounted for phenomena, i.e., nearby speech affecting ac-
celerometer output to place traces of nearby speech in the accelerometer data. Thus,
many oversensing vulnerabilities are “reading” the extra information in a sensor sig-
nal given by physical interaction. I provide a brief overview of oversensing attacks
and defenses, particularly those relevant to our case study on eavesdropping via ac-

celerometers.

2.4.1 Touchtone Eavesdropping Attacks

Previous work has gone into detail on oversensing vulnerabilities that infer hu-
man speech utilizing motion sensors, but do not specifically investigate touchtones as
shown in Chapter VI or categorize these attacks as part of a larger set of vulnerabil-
ities (oversensing) as discussed in Chapter V. Further, these works do not present a
comprehensive analysis and evaluation of mitigations for these vulnerabilities.

Gyrophone [84] demonstrates an attack that recognizes human-spoken digits us-
ing smartphone gyroscopes by utilizing speech spectral information. Similarly, Accel-

Word [166] and Spearphone [12] investigate the feasibility of leveraging a smartphone’s
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accelerometer to capture acoustic signals for hotword detection and human spoken
digits recognition, respectively. PitchIn [56] fuses across multiple unimodal sensors
(e.g., only accelerometers or gyroscopes) to reconstruct intelligible human speech.
However, our oversensing case study related to these attacks combines multidimen-
sional information from different axes of sensors. More specifically, this work finds
that different channels of the same sensor may serve as additional information sources

to enhance the attack.

2.4.2 Other Vulnerabilities and Attacks

Recent research demonstrates oversensing attacks utilizing smartphone motion
sensors to infer victims’ location or keystrokes. Similar to the work in this paper,
many of these papers use machine learning to make use of subtle information hidden in
sensor data by oversensing. ACComplice [57] leverages smart-phone accelerometer to
infer victim driver’s driving routes as well as the starting point. Narain et al. further
extended findings of ACComplice and demonstrated the feasibility of such attacks on
a larger scale across ten cities [89]. (sp)Iphone [79] accesses accelerometer readings
to infer typed text on nearby keyboards by observing the relative physical position
and distance in between each vibration detected. Similarly, ACCessory [99] utilizes an
accelerometer to infer keystrokes as the victim user types on his/her smartphone. Due
to minute differences in taps, it can sufficiently infer the typed keys. Tapprints [86]
further extends the findings of ACCessory by incorporating both accelerometer and
gyroscopes as well as conducting larger experiments at scale with more practical use
case scenarios.

PowerSpy [85] shows how an smartphone application can use valid permissions to
access a phone’s current power consumption because such information was originally
thought to be harmless. However, this permission enables the application determine

the user’s location through use of machine learning.
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Microphones have also been shown to be vulnerable to oversensing attacks. Ul-
trasound has been shown to affect microphone output [165, 163] and may be used to
track user location [13]. SpiKey [109] is an attack that can determine the shape of a
physical key from the time difference of clicks made by a victim using the key to unlock
their door. Backes et al. use microphones to determine the text being printed by a
printer from sound alone [15] and other work has shown the same on 3D printers [11].

Several works have used microphones to infer pins and keystrokes [132, 90].

2.4.3 Categorization and Mitigation Strategies

Chapter V provides a generalized approach to categorizing and limiting oversens-
ing vulnerabilities versus very specific solutions for individual problems. It does so
by demonstrating backward-compatible operating system changes in the sensor per-
missioning system that support several patterns of general use cases of sensor data.
Little other work has been done in this space. Other work [86, 99] proposes very spe-
cific mitigations to oversensing by limiting sample rates and [84] applying low-pass
filters. However, as later discussed in Chapter VI, this could affect the functionality
of benign applications. Mitigations presented in Chapter VI are functionality aware,
and so attempt to minimize the effect on benign applications. Spearphone [12] draws
attention to the fact that simply applying filters does not defend against oversensing

due to the complexity of signal aliasing.
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CHAPTER III

Transduction Attack Model

This chapter, based on my past work?®, introduces the Transduction Attack Model
(TAM) to detail how transduction attacks operate and systematizes existing vulnera-
bilities and defenses to reveal which defenses can be used more broadly across various
sensors effectively. TAM is a model to designed simplify transduction attack analysis
using a combination of (1) transfer mathematical models of sensor physics and (2)
the abstracted methods to exploit these mathematical sensor models. This model en-
ables a detailed description of the methods transduction attacks use such that sensor
engineers can more deliberately and concisely write down security requirements and
limitations concerning analog security risks to sensors. This process helps an engineer
to more quickly identify the security limitations of sensor design and to have a way to
debate the effectiveness of various defenses. A systematization of these attacks using
the model shows that many of these attacks share common methods, even if they use
different signal modalities (e.g., light vs sound) on different types of sensors.

As mentioned, TAM relies on mathematical transfer functions that map to the
components within a sensor’s signal conditioning chain to describe both how a sig-
nal changes as it is captured and how adversaries could alter the signal arbitrarily.

Each transduction attack exploits at least one transfer function. One can abstract

1Chen Yan, Hocheol Shin, Connor Bolton, Wenyuan Xu, Yongdae Kim, Kevin Fu. \SoK: A Min-
imalist Approach to Formalizing Analog Sensor Security,” In Proceedings of 41st IEEE Symposium
on Security and Privacy, 2020.
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and categorize these methods to exploit the physics of sensor circuits based on two
categories of basic steps to provide an easier-to-understand, higher-level description.
Each step describes a method to exploit a transfer function and is an abstraction
above the physical component level. Thus, different transduction attacks may share
some basic steps that exploit the same vulnerability in transfer functions regardless
of sensor components or sensor type. This mathematical abstraction simplifies the
comparison of attacks across different sensors and signal modalities, as many attacks
may be described as a chain of five or fewer steps.

Mitigation efforts can exploit these shared methods to enable defense abstraction
across different sensor types. Successful attacks require each piece in the chain of steps
to function correctly; thus the key to defending an attack is to mitigate at least one
step in the attack chain. Consequently, designing mitigations for the most common
individual attack steps defends multiple transduction attacks simultaneously. This
insight results in a language to describe mitigations that is abstracted from particular

sensor types and components.

3.1 Model Scope

3.1.1 Model Goal

The model presented in this chapter specifically models the analog properties of
sensor security, focusing on the trustworthiness of sensor measurement under the
threat of analog attacks. Trustworthiness refers to whether the measurement accu-
rately provides the sensor’s intended measurand, e.g., the phenomenon the sensor is
trying to measure. For example, the model should be able to describe a vulnera-
bility that causes a lidar to detect non-existing obstacles or a microphone to report
non-existing sounds. However, the model does not consider attacks that intentionally

modify the measurand, which may include some transduction attacks such as those
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that manipulate the actuator in a sensor system. For example, it does not consider
acoustic resonance of a hard-disk drive read-write head in the head-stack assembly
sensor system (such as described in Chapter IV) even though that is a transduction
attack (physical signal to manipulate sensor system). The Sensor’s measurements,
though manipulated, still reflect reality. Additionally, it would not cover attacks such
as how attackers can use a hairdryer to heat a thermocouple such that the temper-
ature measurements are higher than the ones of the distant environment. Similarly,
the model does not consider fake fingers for fingerprint sensors [37], IR decoy flares
for infrared homing missiles [70], and melamine adulteration of milk for measurement

of nitrogen content [124], since all involve measurand manipulation.

3.1.2 Threat Model
3.1.2.1 Attacker Objectives

The model considers two adversarial objectives using transduction vulnerabilities.

Denial-of-service (DoS): The goal is to prevent a sensor from acquiring usable
measurements. For instance, a strong acoustic signal can cause unreliable, seemingly
random gyroscope output if the signal’s frequency is close to the gyroscope’s reso-
nant frequency. Thus, such a signal may prevent proper flight for drones relying on

gyroscope output [135].

Spoofing: The goal is to trick a sensor into providing seemingly legitimate but erro-
neous measurements. For example, for an RC car controlled by a phone’s gravitational
orientation, malicious acoustic signals can induce false acceleration measurements and

control the RC car’s movement while the phone remains stationary [143].

3.1.2.2 Threat Capabilities

This chapter considers adversaries with the following assumptions.
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Analog Attacks: An adversary focuses on affecting the analog signals in a sensor

and does not interfere with digital measurement processing or transmission.

Sensor Assessment: Adversaries cannot tamper with victim sensors but can obtain
similar sensors for assessment. The adversary may reverse engineer sensor design pa-
rameters, such as operational frequencies, bandwidth, signal format, etc., and explore

vulnerabilities.

Attack Range: Transmission power generally bounds effective attack range, but an
adversary may extend the range by emitting stronger physical signals at extra costs.
Thus, this work focuses on other aspects contributing to attack feasibility rather than

strictly range.

3.2 Model Design and Attack Systematization

The Transduction Attack Model (TAM) seeks a balance between describing the
salient security properties of sensors while requiring minimal additional cognitive
effort by established sensor experts. To achieve this, the model adapts well-established
language from the sensor and signal processing communities in transfer functions, then

abstracts common methods from these transfer functions.

3.2.1 Model Overview

TAM addresses the challenge of how to identify and describe transduction attacks
using the existing representation of transfer functions by modeling transduction at-
tacks as a vector of malicious noise (Figure 3.1). Transfer functions [94] are a well-
established concept in signal processing community to model system input and output
relationships [42, 96, 28]. The model extends this approach by encapsulating the no-
tion of malicious interference as an additional vector of noise that maps to each stage

of a sensor’s signal conditioning chain and related support circuitry. Additionally,
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the model abstracts the most common methods of exploiting these transfer functions
into a set of basic steps that are sufficient to describe vulnerabilities, attacks, and

mitigations succinctly. These steps can be divided into two categories:

1. Signal injection steps describe key methods to inject malicious analog signals
into sensors by emitting malicious physical signals and are vital to all transduc-

tion attacks.

2. Measurement shaping steps describe key methods to shape injected analog sig-
nals to benefit the adversary and may be optional depending on the target

sensor and attacker goal.

3.2.2 Transfer Function Representation

This section describes the traditional transfer function model used as a base for
TAM and the additions needed to represent transfer functions in the model (Fig-
ure 3.1). Table 3.1 summarizes established notation and the minimal additions to

capture security properties.

3.2.2.1 Traditional Sensor Model Representation

TAM models each sensor component as a transfer function, which characterizes its
input-output relationship. Transfer functions are normally expressed in the Laplace
domain for analysis of the dynamic response [94, 95] and in the time domain for
analysis of the static response [42, 102, 133]. Note the use of the time-domain rep-
resentation of transfer functions, because transduction attacks usually damage or
exploit the static characteristics of sensors, e.g., accuracy and nonlinearity.

As shown in the middle of Fig. 3.1, traditional approaches characterize the ith

sensor component as a mathematical transfer function fj:

Xj+1 = fi (Xi; ni) (31)
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Figure 3.1: A generalized sensor schematic (top), the traditional and established way
of modeling a sensor (middle), and the adaptation to model a transduction attack
(bottom). The signal processing community models a sensor as cascading transfer
functions. Each transfer function (e.g., fj) has two inputs—the legitimate signal X;
and the noise signal nj. The output signal Xj+; becomes the input to the next transfer
function fj+;. X; is the stimulus to the transducer (f;), and it is either pre-existing
or transformed from a probing signal Xy generated by the sensor if it is an active one.
The noise nj may come from the electrical circuit or the external environment. The
transduetion attack model Consists of a simple adaptation of established practices by

that leads the output y to an attacker-desired value of y.

where the inputs consist of a legitimate signal X; and a noise signal nj, and the output
signal is Xj+1. Note that Xj+1 is also the input to the (i + 1)th component. All signals
are time-varying, and this figure omits the time variable t in X;j(t) for simplicity. The
noise N;j is an unwanted disturbance to X; and may come from the electrical circuit
itself (electronic noise) or the external environment (coupled noise). In practice, the
noise signal n; and legitimate signal X; are mixed and cannot be separated easily [148].
The conceptual model serves to emphasize that noise inputs can affect the outputs

of the components and introduce errors to the measurement.

Examples: To provide intuition on model use, here are common examples of estab-
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Established notation from the traditional sensor modeling

fi, f The transfer function of the ith component and the sensor

m  The number of components modeled as transfer functions

Xi, x The legitimate input to the ith component and their vector

Xo  The physical stimulus generated by active sensors

Nni, n The noise input to the ith component and their vector

y  The sensor measurement (at the ADC)

hi  The unintended transfer function of external noise

Notation introduced by transduction attacks

aj, a The malicious physical signals emitted for the ith component and their vector

al, a' The malicious noise signals injected into the ith component and their vector

g  The adversary transfer function

y  The sensor measurement desired by the attacker

k  Knowledge of the sensor model

X, % The real measurement of X; and Xg (optional for active sensors)

Table 3.1: Transduction Attack Model Notation.

lished transfer functions when the noise is additive, which is the most widely used

noise model.

1. A linear transfer function is defined as Xj+1 = Co + C1(Xi + Nj), where Cp is
the intercept and c; is the slope. The linear relationship is expected for many

components in their ideal states, such as position transducers and amplifiers [42].

2. Nonlinear relationships apply to most components in practice. Common trans-
fer functions include [42]: logarithmic function Xj+; = Co + €1 In(X; + n;) (e.g.,
photodiodes), exponential function Xj+1 = ¢1€**") (e g, thermistors), and
power function Xj+1 = Co + C1(X; + Ni) + C2(X; + N;)? (e.g., silicon resistive sen-

sors). Higher-order polynomial functions may be employed for other cases.

As shown in the middle of Fig. 3.1, traditional signal processing formalizes the

transfer function of a sensor as the cascading components’ functions:

y="Fn( F(fi(x;;n)in2)  nm) (3.2)
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where the output y is the sensor measurement and m is the number of components.

The inputs to a sensor include the physical stimulus X; at the transducer and the noise

and the overall transfer function of the sensor be f, Equation 3.2 simplifies to:

y = f(X1;n) (3.3)

3.2.2.2 Adding Transduction Vulnerabilities to the Traditional Model

Although noise reduction with signal processing circuits is a common practice,
sensor designers typically do not expect the intentional noise injected by transduction
attacks. The goal of a transduction attack is to modify a sensor’s measurement y by
injecting intentional noise to the legitimate physical or analog input X;. Formally, I
define transduction attacks as follows:

A transduction attack alters the measurement of a sensor to approach an attacker-
desired value y by injecting intentional interference to the sensor. The measurement

under a transduction attack can be represented as

y =f(xy;n +a) (3.4)

hidden before the ith component and models the propagation and coupling of external
noise.

A transduction attack is modeled as shown at the bottom of Figure 3.1. The
injected signal @ is of the same type as the original noise n;. The combination of the

injected signal a} and noise n; may affect the output of components and eventually
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the sensor measurement. This output will be accepted because subsequent signal
conditioning components blindly trust inputs. A vector of the malicious physical
signals emitted by the attacker can be formalized by aadversary transfer function
g

a=[aga;ian] = 9 ke ) (3.5)

wherey'is the desired sensor measuremerk,is the knowledge of the sensor model,
e is the measured stimulus from the measurand, and, is the measured stimulus
from the victim sensor if it is active. Independently, attackers may measure both
X1 and Xo. Knowledge of the existing stimulusx; is necessary to achieve accurate
control over the sensor's measurement, and measuring the stimulyg emitted by
active sensors is optional, e.g., in spoo ng sensors such as lidars [127] and ultrasonic

sensors [158].

3.2.2.3 Discussion

Without transfer functions, designing a viable physical signal for transduction
attacks is empirical and requires trial and error. With the transfer functions, | envision
that the simple sensor security model facilitates the design of malicious physical
signalsa that can modify the sensor measurements to a given value and quantify
the e ectiveness. In particular, given the desired sensor measuremsntah attacker
can derivea by mathematically solving an optimization probleni. The model can
quantify the e ectiveness of an attack by the expected error, i.ee = jg¢ ¥, where
¢ is the real sensor measurement. An attacker's goal is to minimize the expected
error e by optimizing the emitted physical signalsa. Conversely, sensor designers

tasked with threat mitigation may consider methods to attenuate undesirable signals

2An attacker may acquire the transfer functions from public datasheets or by conducting sensor
assessment. If accurate modeling of a transfer function is challenging, e.g., the unintended EM
coupling e ect, approximate solutions are applicable. Though inaccurate transfer functions may
degrade the model, they seldom impair the e ectiveness of attacks, especially when an attacker does
not demand a highly accurate control over the sensor output.
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injected through each transducer, including unintended transducers. In addition,
designers should validate that real components match their theoretical behavior, even
for abnormal input.

To construct a transduction attack, the simple sensor security model indicates two

categories of basic steps.

1. The signal injection steps involve determining the necessary characteristics of
the malicious physical signals that can inject noise to the signal conditioning

path e ciently, including the injection point and signal parameters.

2. The measurement shaping steps consider how an attacker can construct physical
signals such that the injected analog signals (\injected signals" hereafter) can

shape the sensor measurement to desired values.

The following elaborates on the two categories of steps.

3.2.3 Signal Injection Steps

To successfully and e ciently inject malicious analog signals into a sensor, an
attacker must consider (1) the injection point, i.e., before or after the intended trans-
ducer, and (2) which signal types, amplitudes, and frequencies of the emitted physical

signals are most e cient.

3.2.3.1 Injection Point and Signal Type

Since transducers are by design the only component that intends to accept external
physical inputs, the model divides the injection point into pre-transducer (at or before
the intended transducer) and post-transducer (after the intended transducer). The

injection point determines the required signal type.

Pre-Transducer: Attackers may exploit how transducers are designed to be sensitive

to at least one type of physical signal (Section 2.1). Most existing transduction
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attacks exploit injection points at or before the intended transducers. Intuitively, the
malicious physical signakh; can be the same type of signal as the legitimate stimulus
X1 SO that they are inherently noise inputs without conversion. For example, Petit et
al. [104] and Shin et al. [127] succeeded in attacking lidars with light. Yan et al. [162]
managed to jam and spoof ultrasonic sensors with ultrasound. Attackers can also
use acoustic waves to attack sensors that measure movement vibrations, e.g., MEMS

gyroscopes [135, 151, 146] and accelerometers [143, 146].

Post-Transducer: Components after the intended transducer may act as unintended
transducers, converting noise or an attacker's physical signal into an electrical
signal inside the sensor despite not being designed to do so. For example, wires in
a circuit may act as unintended antennas by converting electromagnetic waves into
analog electrical signals in the sensor via inductive or capacitive coupling [64]. Since
the injected signala? is usually weak after conversion, injection points before the pre-
ampli er are typically preferred so that the injected signal may have a more dominant

e ect on the output than the legitimate input x;.

Rasmussen et al. [110] rst suggested adversarial usage of wires being unintended
antennas, but as a possible pathway for wormhole attack [61] rather than in the
context of transduction attacks. Foo Kune et al. [40] rst exploited this e ect for
a transduction attack by injecting a voice signal into a Bluetooth headset. This
attack employed intentional electromagnetic interference (EMI) on the conducting
wire between the microphone and ampli er. Later work employed electromagnetic
coupling from outside [66] and inside [38] a smartphone to inject malicious signals to
its microphone, and compromised actuator control signals [121, 120, 152].

Attackers must consider how injection using a wave or eld may a ect several
sensor components simultaneously, as it may complicate the attack in terms of the
needed measurement shaping steps. For example, sound can vibrate all sensor com-

ponents besides the transducer, and electromagnetic injection may induce currents at
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many parts of a circuit. However, as we will discuss later, an attacker with knowl-
edge of the sensor may craft the malicious physical signal, such as choosing specic

frequencies, to a ect targeted components more than others.

3.2.3.2 E cient Injection and Signal Frequency

The e ectiveness and e ciency of signal injection depend on the physical signal's

form, especially the amplitude and frequency.

Amplitude:  An injection is likely to be more e ective with physical signals of higher
amplitudes. Shorter attack distances or increased transmission power may result in
higher physical signal amplitudes at the target sensor due to the power-attenuation
law for physical signals, e.g., sound and electromagnetic waves [92]. However, Iin
practice, one cannot easily increase the power inde nitely. For example, a high-
power radio frequency signal, laser, or sound may cause damage to human bodies [22].
Inaudible ultrasound at high power may create audible byproducts [163, 159] due to

nonlinear acoustics [17, 55], which makes inaudible attacks audible.

Frequency: An attacker may increase the e ciency of injection using the resonant
frequencies of the target injection point. A standard method to nd the resonant
frequency is to conduct a frequency sweep and search for the highest amplitude re-
sponse [143, 40, 135, 146, 19]. In addition to using a resonant frequency, an attacker
may choose speci ¢ frequencies to satisfy the special requirement of attacks, e.g., to
be hidden. For example, attacks that employ ultrasoundX 20 kHz) are inaudible

to humans. Similarly, injecting infrared into cameras makes the attack invisible. De-
pending on the frequency, signals can be divided into two categories: in-band and

out-of-band.
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3.2.3.3 In-Band and Out-of-Band Signals

Typically, injecting an out-of-band signal can have two problems. (1) Out-of-band
signals do not directly interfere with ordinary inputs because they are at di erent
frequencies. For example, one cannot discern ultrasonic noises in audible sounds.
(2) Out-of-band signals are often attenuated by Iters designed to remove signals
outside the expected frequency band. For an injected out-of-band signal to a ect
the measurement, an attacker will require measurement shaping steps to convert the

injected signals to the expected frequency range, i.e., in-band.

3.2.4 Measurement Shaping Steps

Signal injection alone may be insu cient to meet all attacker goals; thus, an
attacker may have to take additional steps to shape the injected analog signals to
DoS or spoof the sensor. A common example is how an attacker may use steps
to shape out-of-band signals to in-band for sensor spoong. To shape the signal
between transduction and digitization, an attacker may exploit speci c properties of
sensor components by properly designing the malicious physical signals. Measurement
shaping steps are de ned as these exploits of sensor component properties that shape
the injected signals. The following elaborates on how one can group several common
measurement shaping steps across a wide variety of sensor types and existing studies,

and show how these may be mathematically abstracted to t into the model.

3.2.4.1 Saturation (Sat.)

Saturation is a common phenomenon in analog electronics referring to how a
guantity cannot exceed an upper or lower bound [42].

For example, as shown in Equation 3.6, an ampli er may become saturated when
the input is beyond a threshold. In this case, the input increment no longer propor-

tionally increases the output, which leads to clipping:
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EclA(xi;ni +a) if A(xi;ni+a)  k

fi(xi;ni + a1°) = 5 (36)
~ const if A(xi;ni + ad) >k

where A(x;; n; + a9 denotes the intensity of combinedk; and n; + &, ¢, is the am-

pli cation factor, and k is the saturation point. For ampli ers, the clipping voltage

is normally determined by the power supply. Similar e ects can happen to other
components such as transducers, ADCs, etc. Saturation is undesirable, and sensors
are designed to operate below the saturation point. However, an attacker can inten-
tionally saturate a component by injecting a strong interference’. In this way, the
adversary may mask legitimate input and DoS a sensor [101, 127, 104, 162], or let in

a DC signal component for spoo ng when there was none [143].

3.2.4.2 Intermodulation Distortion (IMD)

IMD [156] can occur when a signal with two or more frequencies passes through a
nonlinear component. For example, ampli ers, diodes, and transducers are generally
known to be nonlinear; even ADCs show some level of inherent nonlinearity due
to internal ampli ers [45]. IMD forms cross-products at new frequencies that are
not present in the input signals. Speci cally, the output signals include the sum
and di erence of the input frequencies. For example, consider a nonlinear transfer

function in a simple 2nd-order power series:
Xis1 = Got+ Cu(Xi + M+ &) + (X + Ny + &)’ (3.7)

Suppose the mixed signals of, + n; + a? contain two frequenciesf, andf, (f; > f ,).
The output x;.+; of this nonlinear transfer function contains frequencies at;, f,,
f, fo, fy+ f, 2f,, 2f5, and a constant o set. Note thatf, f, may be below the

original frequencies. An attacker can exploit IMD to convert malicious out-of-band
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signals to in-band, e.g., demodulating amplitude modulated (AM) signals [134]. Note
that in radio receivers, IMD is the desired e ect by design for down-converting signals
to intermediate frequencies, such as in frequency mixers [60].

An attacker may exploit any sensor component that is characterized by a nonlin-
ear transfer function for IMD. For example, Foo Kune et al. [40] utilized ampli er
nonlinearity to recover a baseband voice from the injected electrical signals coupled
from an RF carrier. Similarly, other studies [165, 115, 136] managed to recover voice

commands from ultrasound by exploiting nonlinear microphones.

3.2.4.3 Envelope Detection (Env.)

Diodes and capacitors are essential in many circuits, especially for electrostatic
discharge protection [141, 113]. However, they can also act as simple envelope detec-
tors that demodulate AM signals. Foo Kune et al. [40] found several capacitor-diode

pairs before a microphone's ampli er that could demodulate the injected signals.

3.2.4.4 Aliasing (Ali.)

An adversary may exploit aliasing to convert the malicious out-of-band signals
to in-band frequencies after the ADC. For example, Trippel et al. [143] and Tu et
al. [146] managed to control the output of ADCs in MEMS accelerometers or gy-
roscopes by tuning the amplitude, frequency, or phase of the injected signals. Foo
Kune et al. [40] managed to demodulate the injected signals after ADC by setting

the carrier frequency equal to the sample rate.

3.2.4.5 Filtering (Fil.)

Ideally, Iters before an ADC should remove all out-of-band signals and prevent
aliasing. Yet in practice, it is di cult to manufacture a Iter that can remove all

out-of-band frequencies based on the designed cut-o frequencies while passing all in-
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Sensor Exploited Component  Signal Injection Measurement Shaping Outcome

Application Type C. Trans. Wire Amp. Filter ADC Point Type Freq. Sat. IMD Fil. Env. Ali. DoS Spoof Paper
. # # # # # [127]
Lidar A # B # # Pre K In YRR R R W[ ioA
=2 Camera P # B # # Pre K In # # # # # [104, 162]
=} & # # # # # [162]
E Radar A # B # # Pre O In YR R R R W [e2 24
=1 -
I Ultrasonic B # # # # #  [162,158]
Sensor A w8 # Pre. . n N g R [162, 158]
Magnetic ¥ # # # Pre » In # # # # # [129, 117]
Encoder
Optical Flow #o# # # Pre K In # # # # # # 131]
Sensor
MEMS # # # # # [135, 146]

" Gyroscope P #o# Pre n out - H#OH # #  [151, 91, 146]
= 3 # # #oo# # [143],[146]

o O MEM< ., o oo e RETE
o= MEMS p # Pe n oOut # # i ¥ [143] [126, 91]
88 Accelerometer ~ T T e T T
c B # # # # [143]

g A I S . I

5 Post O Out # A [40, 66]

Microphone P #_# A # 1o
Pre n Out ,,si ,,,,, # ,,,#,,,#,,,,,#,,,,,£1,1,4L1'2,6,’,2§],
4 4 o8 B # [165, 163,
136, 115]
Touchscreen A # & # Pre NA # # & # # [80]
Hard MEMS Shock & 4 Pe n Out & # 4 # # [19]
Disk Sensor
Energy Infrared Sensor P # # & Post O Out # 86 # # 6 B [121, 120]
Medical —Pacemakerlead o, # #  # Post O In # # # # # # [40]
- De brillator Lead
Devices
Drop Counter A # B # # Pre K In # # # # [101]
K Visible light or infrared O RF waves n Audible sound or ultrasound » Magnetic eld Electric
eld Applicable % Probable  # Not applicable

C. Category A Active sensor P Passive sensor Pre Pre-transducer  Post Post-transducer  In In-band
Out Out-of-band N/A  Not available

Table 3.2: Systematization of Transduction Attacks.

band frequencies. Instead, there is a range of frequencies around the cut-o frequency
that is attenuated but not completely removed. For example, lower-order Iters have

a wider transition range where signals remain only partially attenuated [60]. An
attacker could exploit this property to design signals that pass the lIter, but the
following components cannot handle properly. Trippel et al. [143] found many low-
pass lters in MEMS accelerometers that show large transition ranges, and thus these
Iters do not su ciently attenuate higher-frequency signals that a ect sensor output.
From the defense point of view, note that though high-order Iters may hinder the
exploit of aliasing, they can also mask the trace of high-frequency malicious signals

if the exploit happens before these lters, e.g., IMD or saturation.
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3.2.5 Constructing a Transduction Attack

An attacker can build a transduction attack based on the chaining explorations of
various signal injection steps and measurement shaping steps, which are determined
by the target sensor and the desired attack outcome. We summarize the basic steps
that have been exploited by existing transduction attacks in Table 3.2. In the design
of a transduction attack, an attacker can construct malicious physical signals by
examining the possible steps as malicious signals go through the signal conditioning
chain of a sensor. To this end, explicit knowledge of the sensor components and their

transfer functions, i.e., the simple sensor security model, is necessary.

3.3 Defense Systematization and Patterns

Defense mechanisms against transduction attacks can be divided into two broad
categories: detection mechanisms to discern attacks and prevention methods to en-
sure proper or trustworthy measurement during attacks. This section analyzes and
systematizes existing defenses (Table 3.3) using these categories in addition to previ-
ously described transfer functions and injection/measurement shaping steps. E ective

mitigations found during systematization can be utilized as general design patterns.

3.3.1 Detection Methods

Detection methods do not ensure proper sensor output if attacked. However,
they can be a starting point of more robust system-wide defenses, e.g., a trigger for
activating other preventive measures or a fail-safe mode. Detection methods do not
modify any existing transfer functions, but can be modeled as an additional binary

function, , as shown in Equation 3.8, which takes®= [X1;X2;::1; Xm:;Y(= Xm+1)],
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Related Component

Injection and Shaping Steps

Xfer 1

Goal Cat. Subcat. TX Trans. Wire Amp. Fil. ADC Dig. 2 Point Freq. Sat. IMD Fil. Env. Al Func, & aPer

c 5 TX randomiz. # # # # # Both Both # # # # # [11538(;1 101,

'% '2‘ Verif. Actuation # # # # # Both Both # # # # # N/A [40, 87]

g Detect OOB Sig. # # # # # Pre Out # # # # # [151, 19]

e g Saturation ~ # # # # N/A N/A #o# # # [112071]' 162,

<
n IMD Features # # # # N/A N/A # # # [165, 115]
'g TX Randomiz. # # # # # Both Both # # # # P1,P2 5_1257?’ 104,
©
04 - [143, 146,
RX Randomiz. # # # # # N/A NA # # # # P1 162, 31]
[40, 135,

c o Physical Barrier # Both Both # # # # # 151, 101,

o = P2 19]

c k]

é o Spatial ASR® # # # # # # Pre In # # # # # [127]

g o Temporal ASR # # # # # # Pre In # # # # # P1 [104]
Spectral ASR  # # # # # # Pre Out # # # # # P1,P2 [104]
LPF/BPF/HPF # # # # # # N/A NA # # P1,P2 gflfs] 165,

T [40, 151,
Adaptive Filt. # # # # # Both Both # # # # # P2 165, 19,
135]
Out-of-phase Samp. #  # # # # # N/A NA # # # # P1 [143]
[151, 162,
5 Spatial Fusion P3 127, 158,
[ Steps di er case by case 19]
T ~ Spectral Fusion # # # # P Y P1,P3 [104]
) [158, 31,
Temporal Fusion # # # # # # P1 104]
Comp. Quality Improv. # P1 [11541:?’ 135,
! Denotes the three xfer func. models of Section 3.3.2Digital Backend 3 Attack
Surface Reduction Applicable # Not applicable
Table 3.3: Systematization of mitigations for transduction attacks.
n, and a° as inputs (See Table 3.1).
8
. 3 1 if itis an attack
(x%n+ a9 = (3.8)

0 ifitis not an attack

Some detection methods may also include an active sensor's generated stimuls

in addition to the basic parameters ofx® n, and a® This simple model represents

a detection scheme based on the status (intermediate in/output signals and noise

levels) of each component. Detection methods may be further categorized by which

of an attack's steps the method defends.
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3.3.1.1 Detecting Signal Injection Steps

Currently, three types of methods detect the exploitation of injection steps.

Detection by TX Randomization: Adopting randomness to an active sensor's
transmission (TX) can often assist in detecting transduction attacks. Sensors with
random transmission schemes may detect attacks when an adversary should be unable
to predict the random pattern. Often, the sensor transmits a randomized physical
stimulus and checks that the randomness is intact in the received stimulus. Any
major changes to the signal indicate the presence of an attack. To include signal
transmitters, Equation 3.8 has to be expanded to embrace the transmitted stimulus,
such that (x%n + a%r (xq)). Here, X, represents the physical stimulus generated by
active sensors originally, and () denotes the randomizing function. A prime exam-
ple of a TX Randomization Detection scheme is a time-based randomization scheme
rst shown by Shoukry et al. [130]. In the scheme, the sensor randomly ceases all
stimulus transmission. Then, any received stimulus during this pause indicates the
presence of an attack. While attackers with higher capabilities may still overcome
this scheme [128], it would greatly increase attack di culty. Other work has pro-
posed the same time-based randomization scheme [101] for medical infusion pumps.
In the same line, Xu et al. [158] proposed physical shift authentication to detect trans-
duction attacks on automotive ultrasonic sensors by randomizing several waveform

parameters.

Verifying Actuation: A system with both sensors and actuators may detect attacks

by probing the surroundings periodically. Essentially, the actuator delivers a probing
signal to the surrounding environment and compares the measured response with
an expected response. A vast dierence between expected and measured signals
indicates the presence of an attack. The transfer-function notation is similar to that

of detection by TX randomization, in (x%n + a%t (xo)) form, wherex, indicates the
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preset probing signal and( ) denotes the function that converts the probing signal
to the environmental response. Prior work has suggested various forms of verifying
actuation detection schemes. Foo Kune et al. [40] proposed the adoption of a cardiac
probe that cross-checks whether cardiac signal readings coincide with the expected
values after investigative actuation to the cardiac tissue. In the same line, Muniraj
et al. [87] suggested an active detection method, which detects the attack based on

\judiciously designed excitation signals" superimposed on the control signal.

Detecting Out-of-band Signals: Defenders may come up with an additional re-

ceiver that detects targeted out-of-band signals. For example, as suggested by prior
work [151, 19], adopting an additional microphone can detect resonating sound against
MEMS sensors. Since sensors require only in-band stimuli to function, detecting out-
of-band signals does not a ect sensors' functionality, and there can be many other

variations according to the targeted out-of-band signals.

3.3.1.2 Detecting Measurement Shaping Steps

Previous work describes how to detect certain measurement shaping steps.

Saturation Detection:  Several previous studies suggest saturation detection as a
defense [101, 162, 127]. Saturating a component leaves the component in an abnormal
state, that may be easily detectable with hardware or software support. The satura-
tion detection function, s, monitors if the input of a vulnerable component exceeds

a threshold, e.g., a voltage level. Assuming thiedh component is saturated, ¢ can

be modeled as a logical inequality as shown in Equation 3.9, wheke(x;;n; + &)

denotes the intensity of combined; and n; + a° and" is the saturation threshold.

sat (XO; n+ a() =A (Xi; n; + aIO) > (39)

Detecting IMD Features: Studies have shown that attacks exploiting intermod-
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ulation distortion (IMD) for signal demodulation could leave identifying features in
analog signals. Zhang et al. [165] proposed to search for features of IMD demodu-
lated voice signals by the intensity at high frequencies (500 Hz to 1 kHz), and Roy
et al. [115] suggested to search for signal correlation in the sub-50 Hz band. These

features are introduced by IMD and may not be easily erased.

3.3.2 Prevention Methods

Prevention methods ensure proper sensor output even in the presence of a trans-
duction attack, generally by attenuating malicious signals either inside or outside of

the sensor. Prevention methods can roughly be modeled as three types:

P1 - Component Modi cation: A defender modi es an existing component to
reduce an attacker's ability to exploit that function. Assuming the vulnerableith

component ;) is improved (f 9, these defenses can be expressed as below.
fOx2Win +a Xy fi x2V;im+a X (3.10)

where x2 denotes the input tof; under attack and x;.; is the output of f; with-
out an attack. Thus, modication (f; ! f9 reduces an attack's e ect on output

(Equation 3.10).

P2 - Component Addition: A defender inserts a new component to reduce the
e ect of the attack on subsequent components. In terms of transfer function repre-

sentation, this type of defenses can be represented as below.

jfAxpn+a) yj j f(xgyn+a) j (3.11)

wheref is a new transfer function of the sensor obtained by adopting the new com-

ponent, andy is the sensor output without attack in Figure 3.1.
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Figure 3.2: Example of fused transfer-function chaindN chains with di erent num-
bers of internal componentsrf; through my ) are synthesized together by the combin-
ing function C to produce an intermediary outputx.. This intermediary output then
undergoesM more transfer functions {.; through f.y) to yield the nal combined
output Y.

P3 - Component Fusion: A defender fuses multiple chains of components, either
full chains or parts of chains, to produce a new combined output. Figure 3.2 illus-
trates an example of combining chainsN chains of transfer functions are synthesized
together to produce an intermediary outputx., which is then processed by additional
M transfer functions to yield the nal output y.. Throughout the combining process,
the e ect of the attack becomes suppressed in the nal outputy..

The remainder of this section introduces various prevention methods built on

Component Modi cation, Component Addition, and Component Fusion.

3.3.2.1 Shielding

Shielding mitigates injection steps by reducing exposure to external physical sig-
nals. It can be a simple solution to mitigate transduction attacks but occasionally
required hardware changes may be inadequate [19] or too costly to implement. Shield-

ing typically adds additional hardware and thus corresponds to Component Addition.

Physical Barriers: A defender may add situation-speci ¢ barriers to attenuate ex-
ternal physical signals, e.g., using a Faraday cage to block electromagnetic signals.

However, by design some sensors must be exposed to the outer environment, and thus
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physical barriers may not always be applicable. For example, a defender cannot block
a lidar from lasers as the lidar needs to sense echoes of its transmitted lasers to func-
tion. Previously discussed physical barriers include shielding conducting wires [40],

acoustic damping [135, 151, 19], and optical shielding [101].

Attack Surface Reduction: Reducing the attack surface area selectively limits
transducer exposure to external physical stimuli, thus increasing injection di culty
while allowing the transducer to remain exposed to intended physical stimuli. Exam-
ination of previous work shows that these reduction methods can be classi ed further
into spatial, temporal, and spectral categories. Spatial attack surface reduction at-
tempts to con ne transducer exposure only to the direction of the physical stimuli to
measure. Spatial methods are especially relevant to sensors that take readings from
their eld of view piece by piece. For example, Shin et al. [127] suggested increasing
the directivity of internal receivers/transmitters and removing curved reception glass
in lidars. Similarly, temporal reduction limits the duration of transducer exposure,
and spectral reduction limits the bandwidth of stimulus the transducer is exposed to.
Petit et al. [104] proposed limiting lidar reception time (temporal reduction) and |-
tering out unwanted light frequencies (spectral reduction). Unlike spatial reduction,
the temporal reduction would correspond to Component Modi cation because reduc-
ing the e ective duration can be implemented without additional hardware. Likewise,
Spectral reduction may also be implemented by Component Modi cation when re-
ducing the bandwidth to which the transducer is exposed is feasible without adopting

new hardware.

3.3.2.2 Filtering

Filtering aims to attenuate malicious analog signals within the sensor without
attenuating the legitimate signals. These defenses are suitable for sensors that fo-

cus only on a specic part of the analog signal, e.g., a speci c frequency band. In
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terms of transfer-function representation, Itering defenses correspond to Component
Modi cation (when improving existing lIters) and Component Addition (when an

additional lter is adopted).

LPF/HPF/BPF: A defender can use low/high/band-pass lters to attenuate fre-

guency bands containing only noise or malicious signals. In addition, they may
also mitigate IMD and aliasing by blocking frequencies that possibly induce such
phenomena. Previous work suggests a variety of relevant applications for these |-

ters [40, 165, 143].

Adaptive Filtering: A defender may be able to use adaptive Itering to attenu-
ate injected signals when simple low/high/band-pass lters are inapplicable. In the
context of transduction attacks, adaptive Itering methods typically nd some refer-
ence of a malicious signal and then use this reference to lter it out. For example,
a defender may augment a microphone with an additional wire to clearly receive an
attacker's electromagnetic wave signal, and then use this reference to Iter the mali-
cious analog signal on the sensing path [40]. Alternatively, di erential signaling can
be employed to cancel out the injected signal [40, 135]. Other work has also employed

adaptive ltering in additional contexts [19, 151].

Out-of-phase Sampling: A defender may make an analog-to-digital converter
(ADC) adopt a special sampling pattern related to the frequency to which the injected
signals are con ned. This strategy can mitigate attacks that exploit ADC aliasing for

output control (Section 3.2.4.4) as shown by Trippel et al. [143].

3.3.2.3 Randomization

Adding randomness can often mitigate attacker in uence on the sensor output.
Randomness can be applied to various components: transducers, ADCs, and even dig-

ital backends such as microcontrollers. This defense can be subdivided into receiver-
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chain (RX) and transmitter-chain (TX) randomization based on where the random-

ness is applied.

RX Randomization:  RX randomization applies randomness to RX control param-
eters and can e ectively deal with attacks where the injected signals can only be
partially controlled, e.g., the raw injected signal is uctuated randomly instead of a
controllable bias [143] or only a fraction of the injected signal is controllable [31]. Un-
der such partially controllable cases, attackers often exploit the predictable property
of a certain component, e.g., sampling points of an ADC. Thus, randomizing the ex-
ploitable property may prevent full sensor output control. These defenses correspond
to Component Modi cation because randomness can generally be adopted without
any additional components. RX randomization can mitigate ADC aliasing as sug-
gested by prior work on accelerometers and gyroscopes [143, 146]. Randomizing the
ADC's sampling intervals prevents an attacker from predicting the exact quantization
timing, increasing the di culty of inducing controllable bias to the output. However,
RX randomization may have other applications. Davidson et al. [31] suggested using
a random sample consensus (RANSAC) [39] to defend a transduction attack on opti-
cal ow sensors based on the Lucas-Kanade method [76]. To extract true optical ow
from the corrupted transducer output, RANSAC randomly picks a subset of features

to form hypotheses, then makes all other features to vote for them.

TX Randomization: Prevention and detection by TX randomization operate on
similar principles, but prevention by TX randomization focuses more on enhancing
the resiliency of sensors against attacks rather than detecting them. When ran-
domness is added to various parameters (e.g., direction, waveform, and frequency)
of the transmitted signal, the sensor itself, aware of the random pattern, can selec-
tively concentrate only on meaningful information. In contrast, attackers unable to
identify the random pattern embedded in the signal may not be as e ective. TX ran-

domization often corresponds to Component Modi cation, but may also correspond
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to Component Addition (e.g., adding actuators for spatial randomization). It also
should be noted that the modi ed transfer function lies not in the receiver but in
the transmitter chain. TX randomization has long been utilized for military applica-
tions, especially for radars [100], and for additional applications. The physical shift
authentication [158] can recover real echoes in the received signal of an ultrasonic
sensor. Petit et al. and Shin et al. [104, 127] suggested random-probing lidars, which
correspond to spatial randomization, to defend spoo ng attacks. Additionally, Shin

et al. proposed randomizing lidars' ping waveform.

3.3.2.4 Improving the Quality of Components

Sensor designers may choose to improve the performance of certain components to
mitigate attacker signals, though typically this increases production costs. The details
of a speci c component improvement, including the sensor and attack to defend, allow
this class of defense to mitigate a variety of injection and measurement shaping steps.
For example, Trippel et al. [143] suggested using secure ampli ers whose dynamic
range is large enough to cope with the exploited saturation. Son et al. [135] proposed
to redesign MEMS gyroscopes to have resonance frequencies in non-critical frequency
bands. Although specic approaches were not given, designing acoustic-resonance
resilient MEMS gyroscopes were proposed as a defense by both Son et al. [135] and
Wang et al. [151]. All three cases belong to Component Modi cation because no

additional component is adopted.

3.3.2.5 Sensor Fusion

Defense by sensor fusion enhances resiliency against transduction attacks by uti-
lizing output from multiple sensors. They can be divided further into (1) spatial
fusion which utilizes multiple sensors, sometimes di erent types of sensors, (2) spec-

tral fusion that adopts multiple redundant frequencies/wavelengths for measurement,
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and (3) temporal fusion which utilizes the history of measurement. Spatial fusion
corresponds to Component Fusion as combines the output of multiple transducers,
i.e., multiple chains of transfer functions. It was commonly suggested as a defense
by prior work [151, 162, 127, 158, 19], and can be applied to systems that can bear
the cost of adopting multiple sensors. Spectral fusion can be thought of as both
Component Modi cation (when a single transducer su ces for such multi-band op-
eration) and Component Fusion (when multiple transducers are required). Petit et
al. [104] suggested utilizing multiple wavelengths to enhance lidars' resiliency against
transduction attacks. Temporal fusion is typically more a ordable than spatial as

it does not typically require extensive hardware modi cation and would be close to
Component Modi cation. Previous work has suggested the use of sensor fusion as a
mitigation design. Xu et al. [158] proposed a special lter to remove maliciously in-
jected echoes in ultrasonic sensors by examining echo consistency over multiple pulse
cycles. Davidson et al. [31] suggested weighted RANSAC with momentum to in-
crease resiliency against spoo ng attacks. It not only utilizes RANSAC but also gives
weights to each feature according to how consistent it was in earlier frames. Petit
et al. [104] also discussed probing objects multiple times to limit the e ectiveness of
attacks. Additionally, it may be possible to combine spatial, spectral, and temporal

fusion schemes to further enhance security.

3.4 Discussion

3.4.1 Improving Transduction Attack Model

The model serves as an initial step towards formalizing analog sensor security. For
example, it may be desirable to abstract new measurement shaping steps exclusive
to in-band attacks on active sensors that manipulate measurement by adjusting the

injection time [127, 104, 162] or signal frequency [129]. Incorporating emerging and
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potential attacks that modify the transfer functions, e.g., by injecting EMI to the
power lines of ampli ers [147] or heating temperature-sensitive components, may also

be a direction for future work.

3.4.2 Improving Research Methodology

| hope and believe the model and related analytical methods will improve the
transduction attack research methodology. This model highlights the importance of
discovering new signal injection and measurement shaping steps, as well as defenses
for these steps. The methodology demonstrates how these steps can apply across a
wide range of sensors. Thus, research based on the discovery or analysis of steps may
have a broader impact on sensor design as a whole rather than only targeting a single
sensor or system. Additionally, using the provided terminology can assist researchers
and sensor designers in understanding new transduction attacks and how the attack

may apply across sensors as a whole.

3.4.3 Predictive Defense Schemes

| discuss how the model enables two predictive defense schemes that enhance

sensor resiliency to transduction attacks.

" Predictive Attack Defense. A sensor designer could employ the strategy
of implementing a defense for every theoretical attack on a sensor. The model
allows a designer to predict theoretical attacks on a sensor they are designing.
From this, the designer can adopt a simple strategy of ensuring there is at least
one defense for each theoretical attack. In addition to the bene t of mitigating
possible future attacks, this approach may reduce the loss of time and money
associated with redesigning, manufacturing, and distributing a new sensor each

time a new attack is demonstrated against a sensor.
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" Predictive Step Defense. Predictive step defense employs a di erent ap-
proach of designing a mitigation for every known signal injection or measure-
ment shaping step in a sensor. In the model, a successful transduction attack
requires all steps in its attack chain. Mitigating any step in the chain will mit-
igate the entire attack. So, a strategy that mitigates every known injection
or shaping step will prevent all attacks from exploiting those mitigated steps,
including attacks that have not yet been theoretically constructed. Thus, after
this defense scheme is employed, an attacker would need to construct an attack
chain entirely comprising newly discovered steps. Therefore, predictive step de-
fense provides a scheme for designers to protect their devices against unknown

theoretical attacks at design time.

3.5 Conclusion

Security researchers and practitioners can use the Transduction Attack Model
to better express and understand attacks employing physical signals to manipulate
sensor output, and defenses against them. This model employs transfer functions
and a vector of adversarial noise to allow the comparison of attacks across sensors of
di erent types. The model allows some predictive capability and enables new defense

schemes to make sensors more resilient against future attacks.
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CHAPTER IV

Blue Note: A Transduction Attack Case Study on

Hard Disk Drives

This chapter, based on my past work provides an in-depth example of two trans-
duction vulnerabilities via an attack that disrupts hard disk drive (HDD) availability
using acoustic waves. Availability is the most important security property of a con-
sumer hard disk drive (HDD). A lack of availability prevents meaningful preservation
of other security properties such as con dentiality and integrity. Speci cally, this
chapter explores to what extent an adversary can intentionally manipulate HDDs
with acoustic waves (Figure 4.1) and mitigation designs for this speci c attack.

Magnetic HDDs remain common [53] because of the long tail of legacy systems and
the relatively inexpensive cost for high capacity storage. However, sudden movement
can damage the hard drive or corrupt data because of the tight operating constraints
on the read/write head(s) and disk(s). Thus, modern drives use shock sensors to
detect such movement and safely park the read/write head. Previous research has
indicated that loud audible sounds, such as shouting or re alarms, can cause drive
components to vibrate, disturbing throughput [119, 111, 131, 35]. Audible sounds

can even cause HDDs to become unresponsive [98].

1Connor Bolton, Sara Rampazzi, Chaohao Li, Andrew Kwong, Wenyuan Xu, Kevin Fu. \Blue
Note: How Intentional Acoustic Interference Damages Availability and Integrity in Hard Disk Drives
and Operating Systems." In Proceedings of the 39th IEEE Symposium on Security and Privacy (SR)
2018.
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Figure 4.1: Vibration can interrupt disk 1/0. Three plots show a Western Digital
Blue WD5000LPVX drive under normal operation (top), partial throughput with
vibration induced by a 5 kHz tone at 115.3 dB SPL (middle), and halting of writes
with 5 kHz tone at 117.2 dB SPL (bottom).

This chapter explores how sustained, intentional vibration at resonant frequencies
of various HDD sensor system components.€., transduction vulnerabilities) can
cause permanent data loss, program crashes, and unrecoverable physical loss in HDDs
from three di erent vendors (Figure 4.2). This chapter also proposes, simulates, and

implements several defenses against such attacks on HDDs that may translate to

other transduction attacks. This chapter's contributions include:

" Physical Causality:  How intentional audible and ultrasonic sounds cause

errors in an HDD sensor system via two separate transduction vulnerabilities.

" System Consequences and Attack Case Studies: How these transduction
vulnerabilities cause system-level errors such as hard disk drive non-responsiveness.

How an adversary could exploit these errors for an end-to-end attack.

" Defenses Design Patterns:  Simulate, implement, and propose mitigations

for these vulnerabilities.
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Figure 4.2: Intentional acoustic interference causes HDD rmware errors due to trans-
duction vulnerabilities in the hard disk drive, which in turn cause system-level errors
and other unde ned application-level behavior. An arrow indicates a con rmed cause
and e ect relationship.

4.1 Overview

4.1.1 Hard Disk Mechanics and Acoustics

Acoustics vibrate the HDD head stack assembly and shock-sensor, leading to

throughput loss and physical damage.

Hard Disk Mechanics: An HDD read/write head oats ( 10 nm) above the surface
of each spinning disk. Data is organized in tracks that circle the disk. To read or write
data, the head stack assembly (HSA) must position the head above the desired track.
There is a narrow margin of error (on the scale of nm) within which the read/write
head can operate. For writes, there is a narrower margin of 10% of the width of the
track, while there is a 15% margin for reads [32].

Vibration poses problems for HDD designers. First, vibration may push the head
away from the center of the track and render the drive temporarily unable to write.
Second, the head may crash into the surface of the platter, physically damaging the

disk and leading to possible data loss.

Compensating for Vibration: Two approaches can correct for positional error due
to vibration (Figure 4.3): (1) a standard feedback controller that adjusts the head

position using the current positional o set of the head from the center of a track and

51



Figure 4.3: Acoustics disturb the HDD head stack assembly and shock sensor. Modern
HDDs use sensor-driven feedforward controllers to adjust the head's position. Our
work nds that ultrasonic vibration triggers false positives for head parking; audible
tones vibrate the head|causing poor positioning.

(2) a feedforward controller where a shock sensor adjusts the head in anticipation of
vibration. The HDD will park its head away from the track when the shock sensor

senses extreme vibration, such as when a laptop falls.

4.1.2 Threat Model

The attacks in this chapter assume an adversary that uses vibration to interfere
with an HDD on a target machine, typically induced through the use of a speaker.
The adversary may catalog frequencies that are most e ective for a given model of
hard drive to speed up the attack. Two distinct attack models are investigated: a

self-stimulation attack [144] and aphysical proximity attack

Self-stimulated Attacks:  An adversary can attack an HDD by inducing vibration
via acoustic emitters built into the victim system (or a nearby system). In this case,
an adversary would temporarily control an emitter in the system through some means.
The attack is more likely to succeed when the emitter is powerful and/or very close
to the victim.

A self-stimulated attack may use a standard phishing attack, malicious email,
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or malicious javascript to deliver audio to a laptop's speakers. Most laptops have
speakers and the ability to browse the Internet. Modern browsers support JavaScript
and HTMLS5, both of which are capable of playing audio without user permission.
Therefore, should a victim visit a page owned by the attacker, the attacker would be
able to play audio over the victim's speakers.

The frequency response of a built-in speaker may limit the ability of an adversary
to deliver ultrasonic attacks, but some speakers may be able to deliver ultrasonic or

near ultrasonic tones.

Physical Proximity Attacks: An attacker can induce vibration using a speaker
near the victim system. The attacker must either control a speaker close to the vic-
tim's HDD or place a speaker in the proximity of the system. The case of controlling
a speaker close to the victim's HDD is similar to that of the self-stimulated attack.
An example of this would be the attacker controlling an AM or FM station of a radio
playing sound near the victim's HDD with the desired signal.

When the attacker is able to physically place the speaker, the attacker can choose
a speaker with the desired frequency range (audible, near ultrasound, or ultrasound).
In addition, the attacker can choose non-traditional acoustic emitters that may beam-
form signals to attack a drive from a long distance. A Long Range Acoustic Device

(LRAD) can send audible acoustic waves above 95 dB SPL miles away in open air [30].

4.2 Experimental Method

There are three operational challenges to quantify the e ects of acoustic inter-
ference on hard disk drives: (1) isolating the experiment from uncontrolled signals,
(2) inducing precise vibration at the HDD, and (3) accurately measuring HDD errors
due to acoustic interference. Unless noted otherwise, the experiments in this paper

shared the same physical setup described in this section. Note that a setup with this
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Figure 4.4: The physical setup for testing mechanically uncoupled acoustic inter-
ference. For mechanically coupled tests, the device containing both the HDD and
speaker (such as a laptop) lay directly inside the chamber.

level of precision is only needed for scienti c measurement to discover causality, but

an attacker could use a simpler setup to cause the deleterious e ects.

4.2.1 Isolating the Experiment

The setup must prevent environmental factors from signi cantly altering the re-
sults of the experiment. In the setup, the HDD lies in an acoustic isolation chamber,
as shown in Figure 4.4, to prevent unintended noise from altering results. The setup
also monitors the drive's temperature using SMART data to ensure the temperature
stays within operational limits (below 50 C [9]). The speaker hangs from the ceiling

to mechanically uncouple it from the HDD in all tests.

4.2.2 Generating Sound

Accurately generating vibration is crucial in observing the e ectiveness of this

attack. Audible and ultrasonic frequencies use the same basic setup (Figure 4.4).

Audible Frequencies: This setup generates audible frequencies using a Tektronix
AFG3251 function generator, a Yamaha R-S201 audio receiver, and a Pyramid Tita-
nium Bullet Tweeter speaker. The setup veri es the emitter's output using a G.R.A.S.

Type 26CB microphone, a G.R.A.S. 12AL preampli er, and a PicoScope 5444B.
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Ultrasonic Frequencies:  This setup generates ultrasonic frequencies using a Keysight
N5172B EXG X-Series RF Vector Signal Generator, a CRY584 Power Ampli er, and
a NU C Series Ultrasonic Sensor. The setup measures the emitter's actual output

using a CRY343 microphone and a RIGOL DS4022 oscilloscope.

4.2.3 Measuring the E ects of Vibration

The e ects of vibration on HDDs during operation are typically: (1) throughput
loss, (2) program crashing when using the HDD, and (3) writes or reads taking an
inde nite amount of time to return (even if the acoustic interference subsides in the
middle of the write).

The testing computer measures throughput using writes to the victim disk via the
Linux dd utility with the fdatasync option. dd is a well-known and tested tool for
basic throughput measurement. The testing computer writes 1MB of pseudorandom
data directly to a pseudorandom location on the disk to avoid caching that may speed
up the write process. Thddatasync option forcesdd to wait for each block of data to
be physically written to disk before writing the next block. Despite being well tested,
dd often crashes or hangs inde nitely during use. By monitoringld in a separate

process, errors can be quickly intercepted and logged.

4.3 Transduction Vulnerabilities

In investigating this problem, two separate transduction vulnerabilities were found
in (1) vibration of the head stack assembly and disk platters and (2) motion sensor
Spoo Nng.

4.3.1 Head and Disk Displacement

The rst transduction vulnerability is the vibration of the read/write head and

disk platters of the hard disk drive (HDD). This is considered a transduction attack
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Figure 4.5: COMSOL simulation showing displacement of a HDD head assembly
and disk during 5 KHz acoustic signal attack (left: top view; bottom right: lateral
cross-section; top right: R/W head displacement). Note the displacement on the
disk surface ( 156 nm of maximum vertical displacement across the central tracks),
and the maximum horizontal displacement of the head suspension& nm, rectangle
box). This exceeds the 7.5 nm read and 5 nm write fault thresholds, assuming a
50 nm width.

that does not fall into the scope of the Transduction Attack Model (Section 3.2),
as these components are not part of the sensor itself, but are part of the feedback
control in the HDD's sensor system (Figure 4.3). However, the attack functions
similarly to many of the attacks discussed in the model. Prior work reports that
audible acoustic waves cause throughput loss [119, 111, 131, 98]. A Finite Element
Model and numerous experiments analyze how acoustic waves (and thus vibrations)
displace the read/write head or disk platter outside of operational bounds, resulting

in either partial throughput loss or complete loss of throughput (Figure 4.1).

4.3.1.1 \ulnerable Hard Disk Drive Mechanics

A Finite Element Model (Figure 4.5, made using COMSOL, demonstrates the
vibroacoustic response of the HDD's individual mechanical parts (a common use for
Finite Element Models [34, 103]) with common manufacturer materials and param-
eters [78]. Figure 4.5 shows how acoustic waves can displace a read/write head or
disk platter outside of operational bounds, inducing throughput loss. This model is
simulating a 5 kHz acoustic wave striking the HDD chassis from above at 120 dB SPL.

The model estimates maximum disk displacement of about 33 nm horizontally and
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(&) Thresholds of write throughput loss due (b) Read and write blocking thresholds due
to audible signals to audible signals

Figure 4.6: Throughput loss under acoustic interference for a Western Digital Blue

HDD and Seagate 7200.12 HDD. There is a measurable gradual degradation in
throughput at each frequency for the audible range. Note that audible frequencies
require less power to block writes than reads due higher operation tolerances.

156 nm vertically, while estimating maximum read/write head displacement of 9 nm
horizontally and 112 nm vertically.

Given a track width of 50 nm [14], a 10% track width margin (i.e., a 5 nm margin)
of error for writes and 15% margin for reads (i.e., a 7.5 nm margin) [32], and a vertical
distance of 6 nm between the head and the disk [157], these displacements push the

drive outside of its operational bounds for reading and writing. In addition, these

numbers show the possibility of the read/write head crashing into the disk.

4.3.1.2 Mechanical Throughput Loss Pathologies

Using the setup described in Section 4.2, we gathered data to show the two main
qualities of throughput loss induced by head stack assembly and disk vibration: non-

binary throughput loss and reads being signi cantly harder to block than writes.

Non-Binary Throughput Loss: One critical quality of throughput loss due to
head stack assembly vibration is that it allows for partial throughput loss as shown
in Figure 4.6a. A signal can be strong enough to vibrate the read/write head or disk
su ciently to hinder typical write throughput, but not strong enough to completely

block the drive from reading or writing to disk. Figure 4.1 shows this behavior as the
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lower amplitude signal vibrates the read/write head enough to hinder operation, but
not enough to completely block reads and writes. Then, when the amplitude of the
signal increases, the vibration of the read/write head also increases, leading to the

drive being unable to read or write.

Reads Require Higher Amplitudes to Block: Another quality of throughput
loss via head stack assembly vibration is that read blocking generally requires greater
amplitudes than write blocking, shown in Figure 4.6b. This is because the operating
margin of error is greater for reads than for writes. Thus, the head may vibrate within

the read error margin but outside the write error margin.

4.3.2 Motion Sensor Spoo ng

The second transduction vulnerability is spoo ng MEMS vibration or accelerom-
eter sensors. These sensors detect sudden disturbances (e.g., dropping the HDD)
such that the HDD can park its head to prevent damage. Accelerometers were shown
to be vulnerable to malicious sound waves and vibration [144] (Section 2.3). This
section shows that piezo shock sensors are also subject to similar attacks with ultra-
sonic acoustic waves. The erroneous sensor output tricks the HDD into inadvertently
parking its head, rendering the drive unable to read or write to disk. This vulner-
ability is shown in the Transduction Attack Model Systematization Table under the

application of \Hard Disk" (Table 3.2).

4.3.2.1 \ulnerable Sensor Mechanics

Spoo ng the Shock Sensor:  One can vibrate the shock sensor mass at its reso-
nant frequency to induce false sensor output similar to prior work on spoo ng MEMS
accelerometers [144] and MEMS gyroscopes [135]. Shock sensors work similarly to
MEMS accelerometers in that vibration of a sensing mass creates a voltage represen-

tative of the motion perceived by the sensor. By placing a shock sensor on an object,
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Figure 4.7: An ultrasonic wave alters the output of a piezo shock sensor in a PKGX-
14-4010 shock sensor evaluation module.

the shock sensor can produce a voltage representative of the object's vibration. How-
ever, one can make the vibration of the mass of the piezo shock sensor di erent from
the vibration of the object by exploiting resonant frequencies.

Figure 4.7 demonstrates altering output of a PKGX-14-4010 MEMS shock sensor
evaluation module, which is believed is the same unit inside the Toshiba MQO1ABF050
HDD (Figure 4.7). The output of the shock sensor module under normal operation
(with no intentional acoustic interference) is approximately 1.6 V. However, a 27 kHz

tone at 130 dB SPL produces a 0.6 V output | incorrectly indicating over 1(.

Throughput Loss from Sensor Spoo ng: A spoofed sensor can lead to through-
put loss by making the HDD inadvertently park its head. Under intentional acoustic
interference, the shock sensor or accelerometer will report a false value to the HDD
rmware. This false value implies that the HDD is moving violently, such as if it
were dropped, and needs to park the read/write head. It follows that an attacker
could continuously falsify the sensor's output to keep the head parked inde nitely,
preventing the HDD from writing or reading.

Experiments con rm throughput loss from sensor spoo ng. First, the setup plays
inaudible sound at a resonant frequency of the shock sensor in the HDD (27 kHz at

125 dB SPL), which results in throughput loss (Figure 4.7). Second, to con rm that
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(&) Thresholds of write throughput loss dugb) Read and write blocking thresholds due to
to ultrasonic waves audible signals

Figure 4.8: Ultrasonic throughput loss for a Western Digital Black WD1600BJKT
HDD. In contrast to audible frequencies, ultrasonic frequencies cause full throughput
loss (no partial) and block writes and reads using similar amplitudes.

it is indeed the shock sensor that causes the throughput loss, instead of read/write
head or disk vibration, we removed the shock sensor from the drive and measured
throughput with and without acoustic interference. This con rms that the sensor's

erroneous output caused by acoustic interference leads to throughput loss.

4.3.2.2 Sensor Throughput Loss Pathologies

Binary Throughput Loss:  The throughput of the HDD is either una ected or lost
completely as shown in Figure 4.8a. This method cannot induce partial throughput
loss as head parking is the root cause of throughput loss. The head can only be either

parked or operate normally (assuming no other kind of interference).

Similar Amplitudes to Block Reads and Writes: Another observation is that
write blocking and read blocking require similar amplitudes for sensor-induced through-
put loss shown in Figure 4.8b. This observation may be because the rmware's

threshold for head parking is similar, but not exactly the same for reads and writes.
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4.3.3 Other Pathologies or Observations During Testing
4.3.3.1 Consistent Resonance despite Manufacturing Variation

During testing, drives of the same model showed similar characteristics when
subjected to acoustic interference. | attribute slight di erences to process varia-
tion. These observations are consistent with previous research [35] that shows little
frequency-dependent variation across drives of the same model. An adversary can
predict e ective frequencies for target drives by pro ling a drive of the same model.

To test this characteristic, | pro led one Western Digital Blue WD5000LPVX
HDD to discover the frequency that most a ects drives of this model. Then | sub-
jected 13 other drives of the same make and model to this frequency. The vibration
denied each drive from being able to read or write. | also observed that ultrasonic
interference exhibited consistent resonant frequencies across drives of the same model.
In practice, experiments nd that the most vulnerable frequencies remain similar from

drive to drive of the same model.

4.3.3.2 Bad Sectors

The vast majority of drives used in our tests developed several bad sectors or
became nonoperational. While this work does not speci cally conduct an experiment

to test for abnormal levels of bad sectors, other indicate this trend.

Gathering the Data:  Throughout our experiments, we collected the bad sector data
presented in Table 4.1 through the Self-Monitoring, Analysis, and Reporting Tech-
nology (S.M.A.R.T.) system, a de-facto HDD monitoring standard that can measure
bad sectors in HDDs [88, 106]. Our observations are anecdotal rather than controlled
experiments. The drives were subjected to di erent frequencies, amplitudes, and du-
rations of acoustic interference. All drives had between 15 and 500 power-on hours,

except one drive that had 755 hours.
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Drive # of Tested Avg # Bad

Drives Sectors
WD Blue WD5000LPVX 7 705
WD Enterprise WD1003FBYZ 1 82
WD Purple WD10PURX 1 500
Seagate 7200.12 3 961
WD Black WD1600BJKT 2 321
Toshiba MQO1ABF050 1 14,448
Total 15 1,639

Table 4.1: The cumulative bad sector data for several drives used in various experi-
ments. All drives had between 15 and 500 power on hours (except one that had 755
power on hours).

Interpreting the Data: As shown in Table 4.1, many of the drives tested showed
high bad sector counts. In fact, every drive su ered at least one bad sector. As
storage expert Erik Riedel [112] remarks \it would be highly unusual to regularly nd
bad sectors on hard disk drives under 500 power-on-hours." Analysis of bad sectors in
consumer-grade drives from data center environments is consistent with the assertion
that bad sectors are rare. Google found that only 9% of their consumer-grade hard
disk drives developed any bad sectors [106] over eight continuous months of use.

| surmise that the alarming number of bad sectors is due to head crashes caused
by the force that the sound exerts on the head stack assembly during experimentation
(as outlined Section 4.3.1.1). For instance, scratches visible to the human eye were
found on platters after disassembling some of the tested drives. However, there could
be several other factors at play. For example, it is possible that the HDD rmware
is incorrectly marking sectors as physically damaged after failing to write to them
several times because of the interference.

Ultrasonic attacks are less likely to cause a head crash but could damage the
drive in other ways such as causing the head to become unstable over time because of
excessive parking. This instability could make the drive less reliable in its reads and
writes, leading to sectors being marked as bad. For example, in a test that subjects
the Toshiba HDD to an ultrasonic signal at the head parking amplitude threshold, one

can hear head parking in rapid succession, possibly damaging the head controller.

62



Figure 4.9: On Windows 10, prolonged acoustic interference induces delays in the
HDD that cause a timer in I/O requests between the port driver and miniport driver

to timeout, leading to the HDD entering a non-responsive state. Light blue indicates
the normal path of operation while dark red shows what happens during an acoustic
attack.

4.4 System Level Errors: HDD Non-responsiveness

During throughput testing under malicious acoustic interference (Sections 4.3.1
and 4.3.2), HDDs become non-responsive to the operating system (both Windows and
Linux). Prior research by the IT security community [98] observed similar phenomena,

yet the exact causality in the operating system remained a mystery.

4.4.1 Causes of Non-Responsiveness Errors

Evidence suggests that prolonged throughput loss may cause an HDD to enter a
non-responsive state by causing timeouts in I/O requests, along with other errors in
the 1/0O request stack. This non-responsive state lasts until the HDD is physically
unplugged and reconnected or the operating system restarts. Examining the Windows
10 1/0 request path, particularly the port and miniport drivers, reveals what practices

cause these errors.

I/O Request Path to an HDD: The non-responsiveness error originates in the 1/0

request path (Figure 4.9). In Windows 10, several actors process each I/O storage
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request (i.e., read, write, or control operations to the HDD) before delivering the
request to the HDD [3]. When a typical le read/write request reaches the le system,
the le system passes the le's location information to the volume manager as a
partition o set. The volume manager converts this partition o set into an HDD
block number and sends it to the disk driver. The disk driver converts the 1/O
storage request containing the HDD block number to a SCSI request block and sends
the request block to the port driver, which interfaces with the HDD miniport driver.

The miniport driver takes the request and sends it to the HDD.

I/O Timeouts and Other Errors: I/O timeouts and other errors in the I/O
request path can lead to the drive entering a non-responsive state. In Windows 10,
the timeout is speci ed in the port and miniport drivers. The port driver manages
general data ow for a class of devices, in this case HDDs, whereas the hardware
manufacturer designs the miniport driver to handle data ow speci c to the device [5].
The pair work in conjunction to pass information from the disk driver to the HDD.
When an I/O request packet is sent from the port driver to the miniport driver, the
I/O request packet is put in a pending queue until the request is completed [7]. A
timer monitors each unful lled request. The timer should never expire normally as
expiration implies the device has stopped responding [8].

We nd two types of errors in Windows 10. (1) The port driver may timeout,
indicated by an error with Event ID code 129. When this happens, all outstanding
I/O requests report an error to the programs that issued the request, and the port
driver sends a reset request to the hard drive [6]. (2) Some miniport drivers also report
a second error code with Event ID 153. Some miniport drivers may detect when port
driver timeouts are about to occur and abort the request itself [4]. The miniport
driver then returns an error code (ID 153) instead of the port driver returning an
error code. The miniport driver may also return an error (also ID 153) if it detects

HDD bus communication errors, unrecoverable read errors, or undocumented errors.
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4.4.2 Observations

Windows 10: During an attack, we mainly observe errors originating from the port
driver (ID code 129), but also some from the miniport driver (ID code 153), that
a ected numerous applications and could even crash the operating system. The nu-
merous port driver errors indicate 1/0 requests frequently timing out, and also that
numerous HDD reset commands are sent to the miniport driver. However, some of
these reset commands remain incomplete, resulting in all outstanding requests re-
maining stuck, and causing some operating system applications to freeze. The mini-
port driver also returned errors, indicating possible bus or unrecoverable read errors.
Sporadically, the Windows 10 OS would crash with £RITICALPROCESJHED or
UNEXPECTEDOREXCEPTIO®tror, likely because a critical process did not handle

the port or miniport errors correctly.

Ubuntu 16.04: Expired timers in the I/O request chain lead to Ubuntu remounting
all loaded les as a read-only le system, with any previously unaccessed les becom-
ing inaccessible. Ubuntu 16.04 logging lesdfnesg kern.log , and syslog ) con rm
that the hard disk controller driver (in this case a generic ATA/SATA Il controller
driver) return errors to the operating system when under attack from acoustic inter-
ference. These errors are due to the expired timer of the outstanding 1/O requests
in the pending queue (e.g.READ/WRITE FPDMA QUtdditBand failure) [1]. When
the hard drive detects these conditions, it sends an error message to the controller
driver, and waits to receive a reset command. Note that the controller driver tries a
nite number of times (usually four) to send the reset request to the hard drive.

The le system disconnects and remounts as read-only if the attack persists after
the last reset request failures.dmesgshowsCOMRESET failure (errono=-16) four
times until nally showing reset failed, giving up . Then, the attack can also

generatedelayed block allocation of inode error followed by a This should
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Model Freq (kHz) Amp (dB SPL) Time (s)

WD Blue WD5000LPVX 4.6 118.1 100

WD Purple WD10PURX 6.9 118.9 130
Seagate 7200.12 7.0 119.1 120

WD Black WD1600BJKT 21 120.0 5

Toshiba MQO1ABF050 27 127.2 8

WD Blue WD5000LPVX 31 138.1 6
Seagate 7200.12 31 139.5 6

Table 4.2: The frequency, amplitude, and the minimum required duration of acoustic
signals used to induce vibration resulting in communication errors that persisted until
system restart, HDD restart, or physical disconnection and reconnection of the HDD
to the computer on Linux. Ultrasonic frequencies were able to induce errors in as few
as 5 seconds while audible frequencies took as few as 100 seconds.

not happen!! Data will be lost message. In addition, the messagaevious
I/O error to superblock detected might appear multiple times. These error

messages indicate le system corruption and data loss.

4.4.3 Measuring Non-Responsiveness Errors

We measured how long it took to induce non-responsive errors on several HDDs.

Setup: We placed the drives in the experimental setup described in Section 4.2 and
determined an e ective frequency for acoustic interference. The test began through-
put measurements as described in Section 4.2.3 for one minute without an acoustic sig-
nal present. Next, the experiment subjected the drive to intentional acoustic induced

vibration, and afterward queried the drive to provide its identi cation information.

Results: Drives exhibited similar behavior when the error occurred (Table 4.2). After
the acoustic signal subsided, the drive would still appear to the operating system as a
block device. However, when queried for its basic info, the drive would typically not
respond. In rare cases, it would send back nonsensical data, such as the WD Blue
drive reporting non-displayable characters for its model number and that its capacity
was 2,692 PB when its actual capacity was 500 GB. These problems persisted until
either the computer was restarted, the HDD was power cycled, or the SATA cord was

physically disconnected from the drive and reattached.
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45 Attack Case Studies

We demonstrate two case studies where an attacker exploits the transduction
vulnerabilities discussed previously (Section 4.3). In addition, we describe how an

attacker might select a frequency to attack a drive.

45.1 Attack Frequency Selection

To maximize e ectiveness, an adversary would select a frequency that requires the
smallest acoustic amplitude to disturb a target HDD. To do so, an adversary may
consider the frequency responses of the speaker and HDD, and whether or not an
inaudible signal is possible or desirable. Note that because manufacturing variation
has a low e ect on drive characteristics (Section 4.3.3.1), an attacker can select a

frequency using a di erent HDD of the same model as the victim drive.

Speaker Proling:  To pro le a speaker's frequency response, one can simply record
the loudness of the speaker at each desirable attack frequency. Alternatively, the
frequency response of the speaker may be available online. Our tests indicate speakers
of the same model share similar frequency responses, allowing an attacker to pro le
a speaker of the same make and model of a target speaker if the target speaker itself

is unavailable.

HDD Pro ling: The attacker can pro le a drive as follows. The attacker sweeps
the frequency range and nds the minimum amplitude that causes write blocking
for each frequency. In addition, the program should periodically check the drive to
ensure it is still working properly within operating margins. This includes checking
the drive temperature (to see if it has overheated), the number of bad sectors, and

that the throughput of the HDD is similar to normal operating parameters.

Choosing a Frequency for Attack: Choosing an attack frequency can be as simple

as overlaying the speaker prole and HDD pro le, then observing the cross-section
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Figure 4.10: Pro les for a Seagate 7200.12 HDD and a Pyramid TW28 speaker are
shown above. The areas where the pro les overlap (the shaded areas) are those where
the speaker can block HDD writes.

(Figure 4.10). After doing so, one could choose a frequency in one of the largest areas
of overlap for the best possibility of a successful attack. Alternatively, if ultrasound

or near ultrasound (as some people cannot hear near ultrasonic frequencies because
of high-frequency hearing loss) is an available frequency, then it may be desirable to

select that frequency over others to make the attack harder to detect.

45.2 Case Study 1. Blue Note

Experiments demonstrate several proof of concept attacks that a ect both Win-
dows 10 and Ubuntu 16.04 systems in various scenarios. A webpage can launch a
self-stimulated attack on a laptop using the laptop's own speakers while requiring no
extra user permissions. An attacker can place a speaker near a victim's desktop com-
puter to conduct an inaudible physical proximity attack on the desktop computer,

even with the speaker and victim physically decoupled.

Test Methodology:  This setup assumes that the attacker knows the model of
the victim drive and determined the vulnerable frequencies via the method in Sec-
tion 4.5.1. For each test, we installed a fresh operating system on the victim HDD,
then placed the victim system in an acoustic isolation chamber.

For self-stimulation attacks, the victim accesses the adversary's website |perhaps
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Attack  Machine Hard Disk Operating Freq Symptom

Type Description Drive System (kHz) Time Description
Un-
til (s)
. 7.83 45 Frozen
Self Dell XPS 15 WD Blue Windows 10 125 System Crash

9550 Laptop WD5000LPVX

Stimu- Ubuntu 16.04.1 7.95 120 HDD Non-Responsive (until OS restart)
lation HP Elite WD Blue
Attack  Minitower w/ WD5000LPVX Windows 10 4.60 80 Intermittent Freezing

HP DC7600U

Speaker

HP Elite WD Blue Windows 10  10.00 113 System Crash
Physical Minitower WD5000LPVX Ubuntu 16.04.1 10.00 225 HDD Non-Responsive (until OS restart)
Proxim- Intel NUC Seagate Windows 10 5.60 180 HDD Non-Responsive (until OS Restart)
ity NUCS5I5RYH  7200.12 Ubuntu 16.04.3 5.60 120 HDD Non-Responsive (until OS Restart)
Atack  sony pCG Laptaﬁﬂ'gzim Windows 10 40.00 120 System Crash

Table 4.3: A selection of attacks against operating systems using acoustically induced
vibration. Windows 10 commonly froze, and would sometimes crash. On Ubuntu,
the drive would often remount as read only.

through a phishing attack or a link within a malicious email. The site then plays
malicious audio without permission over the system's built-in speaker to attack the
HDD. The victim accesses the malicious site using the latest version of Google Chrome
(58.0.3029.110).

For physical proximity attacks, the attacker places a chosen speaker near the
HDD. Thus, the malicious acoustic waves may be audible or inaudible depending on

the chosen speaker.

Results: Table 4.3 summarizes a selection of repeatable attacks on di erent laptops,
operating systems, frequencies, and the minimum required interference duration be-
fore the reported symptom appears. For Windows and Linux, the average case across
all tests (the majority of which are not shown) was that the HDD became non-
responsive (described in Section 4.4) after playing audio for a prolonged period of
time. This was the case for both ultrasonic and audible attacks. However, one no-
table outlier symptom was the Windows operating system crashing after freezing,

displaying a CRITICALPROCESSEDor UNEXPECTEDORIEXCEPTIOIMNessage.

Possible Causes of System Crashing: It is likely that the Windows 10 crash
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(a) Frame Before Video Loss (b) Frame After Video Loss

Figure 4.11: Two frames from an unedited recording taken from a surveillance video
system's HDD. During recording, the system was subjected to acoustic interference.
The displayed images are roughly 5 frames apart (less than a second apart in video
playback), including one frame that was only partially written because of acoustic
interference. However, the timestamps indicate that roughly 80 seconds of video are
missing due to the interference.

is closely related to the non-responsive error discussed in Section 4.4. The infor-
mation extracted from the crash dumps generated by the operating system reveals
information about the crashes. The crash dumps show the miniport driver return-
ing a device error STATUSO_DEVICEERRQRINndicating there was an error in the
HDD. The operating system does not seem to handle this error correctly, leading
to UNEXPECTEDOREXCEPTIONNhis indicates that the memory manager required
data from the disk, but was unable to write into memory because of an in-page I/O

error.

45.3 Case Study 2: Video Surveillance

An attacker can prevent a video surveillance system from writing to its HDD,
resulting in recorded video loss. Video surveillance systems constantly store large
guantities of video. These systems typically use HDDs rather than SSDs because of
the need for a large storage capacity. For such systems, the integrity of the recorded
data is vital to the usefulness of the system, which makes them susceptible to acoustic

interference or vibration attacks.
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Interference Duration(s) Delay Until Video Loss (s) Video Loss Lasted Until

60 12 Interference Stoppage
90 12 Interference Stoppage
100 12 Interference Stoppage
105 0 System Restart
120 0 System Restart
180 0 System Restart

Table 4.4: Acoustically induced video loss in recordings from a EZVIZ surveillance
camera system.

Video Surveillance System Setup: The attacked system is an Ezviz 720p 4-
channel video surveillance system using its stock Western Digital 3.5" Purple 1 TB,
part of Western Digital's surveillance series of HDDs. The system stores its oper-
ating system on an onboard ash chip, and so the operating system is not directly
a ected by vibration. The system lies in an acoustic isolation chamber as described
in Section 4.2.1. The speaker hangs from the ceiling, resting 10 cm directly above
the video surveillance system's HDD. | did not tamper with the surveillance system,
leaving its casing intact. Lastly, three (of the possible four) cameras were attached to
the system, with one camera placed inside of the acoustic chamber and two cameras

placed outside of the chamber.

Attacking the System:  This test subjects the system to the malicious signal for
increasing durations (Table 4.4) and records the results. | choose a 6,900 Hz sinusoidal
signal at 120 dB SPL using the methods discussed in Section 4.5.1. During the course
of the experiment, we monitored the system manually by looking at the live video
feed from the system. After concluding the experiment, we examined the recordings

from the HDD.

Results: For all tests, the observer did not notice any abnormalities in the live video
stream, but attack durations longer than 12 seconds caused video loss in the video
recorded on the HDD (Figure 4.11 and Table 4.4). There were two observed patholo-

gies. (1) Recordings from periods of interference less than 105 seconds exhibited video
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loss from about 12 seconds after being subjected to acoustic induced vibration until
the vibration subsided. In contrast, (2) interference for periods of 105 seconds or
longer resulted in video loss from the beginning of the vibration until the device was
restarted.

These two pathologies coincide with the behavior exhibited by prior tests. The
rst pathology, with momentary video loss until interference subsides, is thought to be
the write throughput blocking e ect discussed in Sections 4.3.1 and 4.3.2. The system
bu ers video data until a certain limit, which in our con guration is about 12 seconds,
after which subsequently recorded video is discarded until the drive becomes available
once again. When the interference subsides, the system writes bu ered data to disk
and begins operation as usual.

The second pathology resembles non-responsiveness errors (Section 4.4). Unlike
in the previous case, the HDD becomes non-responsive to the system until the system
restart. The system is never able to write the bu ered video before being restarted,
explaining the immediate e ect on the recorded video.

In the case that a victim user is not physically near the system being attacked,
an adversary can use any frequency to attack the system. The system's live camera
stream never displays an indication of an attack. Also, the system does not provide
any method to learn audio in the environment. Thus, if a victim user were not
physically near the system, an adversary can use audible signals while remaining

undetected.

4.6 Defense Design

This section discusses, simulates, or implements several methods to detect or pre-
vent the transduction vulnerabilities detailed in this chapter. With the Transduction
Attack Model (Chapter IIl), one could see how these methods relate to those pre-

sented in other work (Table 3.3). Further, one could then compare these against other
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Figure 4.12: The block diagram of the servo control system with the disturbance
attenuator composed of a Proportional-Integral (PI) controller and a second order
low-pass lter.

transduction vulnerabilities (Table 3.2) to see how these mitigations could a ect other

attacks.

4.6.1 Augmented Feed-Back Controller

For the read/write head and disk platter vulnerability, manufacturers can use a
software update to augment the rmware of the feedback controller with a disturbance
attenuator to enable the HDD to operate even while under attack (Figure 4.12). This
would be classi ed in the TAM (Section 3.3) as a prevention method using adaptive

Itering in the digital backend.

Position Error Signal:  This mitigation uses the position error signal (PES), the
deviation of the R/W head from the center of the track, to judge attenuation ef-
fectiveness. The HDD actively uses the PES to control the read/write head under
vibration [164]. The PES varies mainly because of repeatable runout and/or non-
repeatable runout. Repeatable runout refers to vibration caused by repetitive oper-
ating factors, typically internal to the HDD, such as the oscillation of an imbalanced
disk rotating. Non-repeatable runout refers to vibration caused by non-repetitive op-
erating factors, typically external to the HDD, such as the acoustic attacks presented

in this paper [78].
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Figure 4.13: Simulated position error variation for a 7.5 kHz attack. Our proposed
attenuator reduces position error to within the read/write fault thresholds (15% and
10% of the track respectively).

Design of an Attenuator Controller: Attenuator controllers typically compensate

for precise, narrow-band peaks in mid-high frequency ranges [69, 139]. However,
acoustic signals that a ect the R/W head cover a wider frequency range than what
is typical for an attenuator controller. Thus, we alter the controller to cover a wider
frequency band than what is typical. This modi cation results in a controller that

attenuates a wider frequency band, but with a lower attenuation strength.

Simulation Model: | design and simulate a feedback controller with an attenuator
for a Seagate 7200.12 HDD that attenuates signals from 6 kHz to 8 kHz, the greatest
range that a ected the drive (Figure 4.6b). The simulation includes a 9th-order Mat-
lab model of the head-disk assembly and a controller designed using Simulink [2]. The
original Matlab model comprises a pre-existing control structure consisting of a rst-
order low-pass lIter in the return path and a Proportional-Integral (PI) controller
(Figure 4.12). PI controllers are a common type of feedback controller used in indus-
trial control systems. The PI controller calculates the error value of the head position
as the di erence between the desired reference setpoint (in this case the center of the
track) and the actual position and adds a correction.

Assuming that the pre-existing control su ciently controls the HDD under normal
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operation, ful lling basic stability and trackseeking requirements, the augmented feed-
back controller defense adds an attenuator (i.e., another PI controller [P= 0.0079,
1=0.1442]) plus a second order low pass lter (transfer function: s[+ 2800Hs? +
128 + 2800]) to mitigate the attack e ect. Its goal is to keep the PES within the
read/write fault margins.

The simulation models the disturbanced induced by the attack as a sine wave
with amplitude sampled from a uniform distribution, based on real PES data from
a Seagate 7200.12 HDD measured during an attack at 7.5 kHz (Figure 4.13). On
the non-attenuated controller, this signal induces a displacement up to 97.26% of a
track width from the center of the track, well outside of the thresholds for reading

and writing to disk (15% and 10% of track width respectively).

Simulation Results:  The attenuator successfully keeps the PES within the read/write
fault threshold within the range of the attenuator. For example, the maximum dis-
placement for a 7.5 kHz disturbance using the non-attenuated controller is 97.26%
of the track width, while the maximum displacement when using the attenuated
controller is only 8.54% of the track width (Figure 4.13). Similarly, the maximum
displacement for a 6.5 kHz disturbance with the non-attenuated controller is 58.36%

of the track width, but only 5.12% of the track width with the attenuated controller.

4.6.2 Detecting Spoo ng Attacks with Filtering or Sensor Fusion

Defenses in the previous sub-section would not prevent spoo ng the vibration
sensor, but HDDs could make use of ltering or redundant sensors to prevent or
detect an ultrasonic attack. If the HDD were to detect such an attack, the drive
could operate normally instead of parking the head as a malicious false positive. The
key insight for the ultrasonic attacks is that they function e ectively because they
make use of certairknown resonant frequencies speci ed by the physical construction

of the component; countering this step can mitigate the attack.
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Notch Filter:  Described in Section 2.2, notch lters can Iter a speci c frequency
while minimally attenuating other frequencies. The purpose of the motion sensors
is to detect if the HDD is falling, which is a motion with a frequency much lower
than the ultrasonic frequencies discussed in this section. Thus a notch Iter that
attenuates the resonant frequencies of the sensor while permitting other frequencies
should mitigate the attack. This method was inspired by the design pattern in the

TAM defense Section 3.3.

Sensor Fusion: Also in the TAM defense Section 3.3, sensor fusion could detect
or prevent this vulnerability. For example, the HDD could have multiple vibration
sensors, each with di erent resonant frequencies. The attacker would have to emit a
tone at all of these resonant frequencies to successfully spoof the system, something

made even more di cult with manufacturing variation for multiple sensors.

4.6.3 Acoustic Signal Reduction

Reducing the amplitude of acoustic signals is another way to defend against in-
tentional acoustic interference (Section 3.3). Signal reduction approaches are either
passive, such as using noise dampening material, or active, such as active noise can-
cellation. This section implements a passive noise dampening solution, nding it to
be e ective against higher frequencies but having the drawback of increasing drive

temperature. We also discuss active noise cancellation, nding it to be infeasible.

Passive Acoustic Attenuation: Many applications use noise dampening materials
to passively reduce incoming acoustic signals. To test the viability of noise damp-
ening materials as a defense, we placed sound dampening foam molded into a 4 cm
thick block on top of the HDD as described in Section 4.2. We developed acoustic
vulnerability pro les with and without the foam block, as shown in Figure 4.14.

Our experiments showed that the foam signi cantly reduced an HDD's suscep-

tibility to write blocking. However, it did not attenuate lower frequency signals to
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Figure 4.14: The e ectiveness of mitigating acoustic interference by simply placing a
4 cm thick piece of foam on top of a HDD.

the same degree as higher frequency signals. This result is likely because of the
physics behind how acoustic waves diract. One could simply encapsulate an HDD
with noise reduction materials, but this has one major drawback. Noise dampening
material typically acts as a thermal insulator, leading to increases in operating tem-
perature (10 C in our tests). Increased temperature has been linked to increases in
drive failure, and thus makes this solution impractical. In addition, this solution can

be costly. Depending on the quality of the sound dampening material, this can cost

between$10 to $100 per drive.

Active Acoustic Attenuation: Noise cancellation may seem like a natural defense
against acoustic attacks. However, several di culties arise when faced with imple-
menting such a defense that would likely make it impractical. It is simple enough to
cancel noise along a single plane of points orthogonal to an oncoming wave. However,
because of the high frequency of our injected waves, it is more di cult to cancel over
an area large enough such that the read/write head is completely enveloped as it
moves across the disk [67]. This is not accounting for canceling over the portions
of the PCB where the sensors are mounted. In addition, without a high-end micro-
phone, the machine under attack cannot easily determine which direction the sound

is coming from without the use of multiple receivers. Lastly, a noise-canceling defense
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requires a sound wave equal in amplitude to the attacking wave to completely cancel
it, which could be di cult to generate without a ecting the hard drive's operation.
In combination, these di culties make us believe that sound cancellation is not a

practical defense for a hard disk drive.

4.6.4 Other Simple Defenses

There are a variety of other simple techniques that manufacturers or users could
apply to defend against acoustic interference on HDDs. The most obvious defense is
to use solid-state drives (SSDs) instead of HDDs. However, SSDs remain signi cantly
more expensive per gigabyte than HDDs. Another defense would be to write data to
multiple disks spatially spread out in a RAID con guration such that if an attacker
simultaneously attacks drives, the system could later reconstruct the lost data from
the other drives. If the drives are spatially distant in separately secure areas, denial of
service would be signi cantly harder. Another defense is to simply disable all nearby

unused emitters, but this may be situationally impossible or impractical.

4.7 Discussion

Feasibility of Acoustic Attacks: There are two hurdles for an adversary to cross:
the acoustic signal must be strong enough to cause errors and the attack must be
di cult to detect or stop. For instance, the attack in Cuba that allegedly used
inaudible ultrasonic waves to damage US diplomats' hearing would be an example
of being di cult to detect. The attack would also be di cult to stop; no one has
claimed to have found any ultrasonic emitters.

Ultrasound may remain unnoticed by those in the vicinity of the attack despite the
strength of the signal, as ultrasonic waves are inaudible to humans. Near ultrasonic

attacks may remain unnoticed because of high-frequency hearing loss occurring in
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human beings, caused by factors including age and poor choice in music.

An adversary may attempt an attack when a victim steps away from a computer.
A malicious program or webpage might only play audio when people are likely to
be present. If the program or webpage is targeting a speci c person or group of
people, it could utilize speci c knowledge of that group to target times they are not
around. Our tests have measured a Dell XPS 15 9550 laptop's output to be as high
as 103 dB SPL from 1 cm away from the laptop. We have observed write blocking
using signals as low as 95.6 dB SPL. This demonstrates the possibility of using the
laptop's own speakers to attack its own hard disk drive.

Beamforming or concealing a speaker can make the speaker harder to locate and
harder to stop. For example, a beamforming Long Range Acoustic Device could
target a device from a distance greater than 1 mile and may cause malicious e ects

before the victim would be able to nd the emitter.

Acoustic Attacks in Data Centers and Medical Devices: In a private data
center, the environment is controlled by a single entity and the systems often have
no co-located speakers to mount a self-stimulation attack. Companies or individuals
can rent a rack, cabinet, cage, or room in a co-located data center. Thus, in a co-
located data center, an adversary could pay to place a speaker next to other targeted
machines. However, the speaker would need to produce inaudible ultrasonic waves
because of constant datacenter monitoring.

Medical devices require high availability. However, in most hospitals and other
medical buildings, there is typically an abundance of people, making it di cult to
attack with audible frequencies. In the chaos of a hospital or other such building, it
may be possible to conceal a device on one's person, but it may also be just as easy to
cause a denial of service in other ways without the need of such equipment, such as by
unplugging cables. However, acoustic attacks could cause a denial of service through

more sophisticated means that leave little traceability back to the adversary.
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4.8 Conclusion

Adversaries without special-purpose equipment can cause errors in the hard disk
drive using either audible or ultrasonic acoustic waves. Audible waves vibrate the
read/write head and platters; ultrasonic waves alter the output of the HDD's shock
sensor, intentionally causing the head to park. These errors can lead to operating
system level or application level consequences including persistent corruption and
reboots. Defenses include mitigating attacks in vulnerable frequency bands with
attenuation controllers, using sensor fusion to detect attacks, and noise dampening

materials to attenuate the signal.
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CHAPTER V

Oversensing Anti-system: a Smartphone

Permission System to Mitigate Oversensing

This chapter, extending ideas in my previous work introduces the Oversensing
Anti-system, OA-Sys, to detail common models of oversensing in smartphones and
provide a smartphone permission system that provides mitigation patterns for these
common models. The fundamental challenge for mitigating oversensing is determin-
ing exactly what information sensor data contains and then separating desired from
unnecessary information within the sensor data.

Sensor data often has subtle traces of sensitive information hidden within benign
information due to the limitations of physical sensor construction. For example, a
voice assistant application with microphone access also gathers the sounds of a user
inserting a physical key into a nearby door. An adversary could use these sounds
to reconstruct the physical key and access the door [108] (Figure 5.1a). While still
sound, there is a clear mismatch between the intention of granted permission (speech)
and given information (physical door access). Even if the hidden information in
sensor data is determined, separating this sensitive information from applications'

desired information can also prove challenging. Furthermore, combining data from

1Connor Bolton, Kevin Fu, Josiah Hester, Jun Han. \How to Curtail Oversensing in the Home,"
In Communications of the ACM, 63(6): 20-24, May 2020.

81






