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•Course overview

•Re-introduction to security

Today’s Learning Goal
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✴ Professor, 
Khoury College of Computer Sciences, 
Electrical and Computer Engineering, 
Bioengineering, Northeastern University

✴ Director, Archimedes Center for Healthcare 
and Medical Device Cybersecurity

✴ Former Acting Director, FDA Medical Device 
Security

✴ PhD in EECS, MIT

✴ Research

✴ Medical device cybersecurity

✴ Analog sensor security

About Kevin Fu
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Fu(n) facts

➡ Teaching security since 2001

➡ Former PC Chair, USENIX Security

➡ Certificate in artisanal bread making

➡ Due to disabilities, rely more on audio

➡ Teach mini courses in craft cocktail making, 
French pastries, Italian wood-fired pizza, 
and French cooking



About Axel Wirth
Passionate about Medical Device Cybersecurity

• BSEE / MSEM

• Author and speaker on the topic

• Adjunct Professor UConn – teaching Medical Device 
Cybersecurity for Clinical Engineers

• Worked in a variety of standards and industry 
organizations 

• Recognized as Fellow by AAMI, HIMSS, and ACCE



• What is your name?

• Why are you interested in medical 
device cybersecurity?

• How do you approach learning 
complicated subject materials?

• How do you like to use ChatGPT?

Introduce Yourselves
(2-minute exercise)
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• Technical Proficiency: Apply security assessment techniques such as threat 
modeling, fuzz testing, software bill of materials (SBOM) generation and ingestion, 
and resilience testing to medical devices.

• Regulatory Knowledge: Understand and navigate regulatory affairs for medical 
device security, including U.S. FDA and international standards.

• Incident Management Skills: Engage in a simulated cybersecurity recall, working 
directly with FDA reviewers and device industry professionals.

• Ethics: Explore the ethical and privacy implications of cybersecurity in healthcare, 
especially concerning patient safety.

• Experiential Learning: Gain firsthand insights through hospital site visits, operating 
room observations, and interviews with medical device manufacturers and FDA 
regulators.

• Term Project Collaboration: Work in interdisciplinary teams to mirror real-world 
scenarios, balancing technical, legal, and regulatory considerations for a term paper 
on medical device cybersecurity.

• Technical Communication: In-class essay writing exercises combined with at-home 
editing will provide opportunities for students to learn how to convey complicated 
cybersecurity arguments with cogent and well organized prose to prepare them for 
skills needed in the workplace when reporting to future supervisors, as well as 
preparing students for future leadership roles in conveying technical subjects to 
hospitals, regulators, laypersons and the public.

Course Topics
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• Be a hacker

• Be a security expert

• Learn about a complex, interdisciplinary field mixing healthcare, 
medical device design, and cybersecurity

• Gain an appreciation for the culture of healthcare delivery

• Learn how to make technical and public policy arguments via essays

• Increase career opportunities in healthcare and medical device cybersecurity

Goals of Course
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Correctness is easy.
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Security is hard.
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Computer Security

• Computer Security (Informal Definition):
Study of how to design systems that behave as intended in the 

presence of determined, malicious third parties

• Security is different from reliability
‣The malicious third party controls the probability distribution of 
malfunctions
‣Security researchers focus on understanding, modeling, anticipating, 
and defending against these malicious third parties

[This description drawn from the work of Prof. Yoshi Kohno with permission]
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Monday Jan 18, 2015 in Australia
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Wednesday Jan 20, 2015 in 
Texas
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Thursday Jan 21, 2015

� Hospira manufactures networkable drug infusion pumps
� Remotely accessible buffer overflow via port 5000/TCP
� Difficulty: Low skill attacker
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Friday Jan 22, 2015 in Michigan



Known Vulnerabilities in Firewalls

15



Principles for Secure 
Computer Systems
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Based on: Fredrick Brooks, Jerome Saltzer, Mike Schroeder, Butler 
Lampson, Frans Kaashoek, and the cumulative wisdom of many 

others
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Open Design Principle
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Credit: softwar.net



End-to-End Argument Saltzer, Reed, Clark 
(1981)
Whenever possible, communications protocol operations should 
be defined at the end-points of a communication system, or as 
close as possible to the resource being controlled.

Secure device to monitor?
Secure device to database?
Secure device to device?
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Find your end points.
Or you might implement an 
expensive approach.

Corollary: if you think firewalls are the design solution 
to a problem, you don’t understand the problem.



Humility
If you think you have a completely
secure system, you are doomed.
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Your application is as strong as...
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Security part of the solution: 
safe and effective medical device software
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Syllabus & Grading

• piazza.com

• spqrlab1.github.io/medcybersecurity/
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http://piazza.com
http://spqrlab1.github.io/medcybersecurity/


• Tuesday: 
Framing Medical Device 
Cybersecurity & Differentiating 
Stakeholders and Context

• Thursday Tour:
Dr. Daniel Kramer’s Cardiac Lab 
@ BIDMC near Longwood
(Details TBA on Piazza)

Next
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