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cyber-physical systems threats

(a building HVAC)

falsify input to actuator
change operating point positive feedback (turn on AC instead of heater)

(85 Clis good...) (increase error) o g 1 falsify input to system
P > il " B (turn on AC instead of heater)

False-data False-data
User

Controller Actuation Actuation

Impersonation Compromise (digital”) (analogue)
Actuators Plant
(AC, Heater, (Building)

wired or [ sensors ]<
. ; : t
wireless falsify sensor readings g, [ (Temperature)

Controller
(HVAC System)

Reference

(desired operating point)

»

il falsify sensor measurement

channel (colder/warmer than actual) (1) (colder/warmer than actual)
(increases False-data False-data
attack points) Injection Injection

(digital®) (analogue)

non-comprehensive: controls centric B
(e.g., system timing) % VII'glnlaTeCh@

College of ENgineering



iIntentional electromagnetic interference

IEMI on Analog Signals

* Light Sensors

* Microphones

» Cardiac Devices (CIED and ECG)
»\/oltage/current Sensors

» Temperature Sensors

*Speed Sensors

- CCD Cameras

IEMI on Actuation Signals
« Servos and DC motors
* Transistors/Current Switches
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Sensors and actuators attacked in thé literature

(related work)

Shoukry et al. report an |IEMI attack that
manipulates the speed data in an anti-lock
braking system (ABS)
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ABS Hacker

Challenges:
The required induced voltage for the digital and
actuation signals is high, e.g., 5 V
The induced voltage for the analog signals is
relatively low, e.g., 100-200 mV
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15:30-16:30

DH Holmes B

Orleans B

Orleans A

DH Holmes C

NIST EO Cyber Security

Framework Initiative
Kevin Stine, NIST (Project Lead)

—

Cyber-Physical Systems (CPS)
Security

Chair:Gabriela Ciocarlie . ______
CPS: An Efficiency-motivated Attack
Against Autonomous Vehicular
Transportation

Ryan M. Gerdes; Chris Winstead; Kevin
Heashp ... @ @ @
CPS:Stateful Policy Enforcement for
Control System Device Usage

Stephen McLaughlin

Passwords and Authentication
Chair:Sarah Diesburg
Pitfalls in the Automated Strengthening
of Passwords

Revisiting Graphical Passwords for
Augmenting, not Replacing, Text
Passwords

Murat Akpulat; Kemal Bicakci; Ugur Cil

Cyber Resiliency
Special Training Session

Instructors: Rich Graubart, Deb Bodeau,
Rosalie McQuaid, MITRE Corporation

Panel Chair: Daniel Faigin, Aerospace Corporation

Panelists:

Daniel Faigin, Aerospace Corporation;
Olin Sibert, Oxford Systems, Inc.;
Rick Smith, Cryposmith, LLC;

17:00-18:30 Classic Book Panel: 30 Years Later: The Legacy of the Trusted Computer Systems Evaluation Criteria (DH Holmes AB)

19:15-22:00 Conference Banquet with New OrLeans Brass Band (Throughout the Conference Center)

Thursday, 12 December 2013

7:30-8:30

Breakfast (Lafitte AB)

8:30-9:00

Welcome (DH Holmes AB)

9:00-10:00

Invited Essayist Keynote (DH Holmes AB)

A Building Code for Building Code: Putting What We Know Works to Work

Carl E. Landwehr

10:00-10:30

Break (Foyer)

10:30-12:00

DH Holmes B

Orleans B

Orleans A

DH Holmes C

Panel: Challenges in Securing
Medical Cyber-Physical Systems
Moderator: Dr. Krishna
Venkatasubramanian, Worcester
Polytechnic Institute

Panelists:

Eugene Vasserman, Kansas State
University;

Denis Foo Kune, University of Michigan;
Pat Baird, Baxter;

Srdjan Capkun, ETH Zurich

Applying/Applied Cryptography
Chair:David Balenson

PRIME: Private RSA Infrastructure for
Memory-less Encryption

Behrad Garmany; Tilo _MAV‘! ler-. -
Do I know You? - Efficient and Privacy-
Preserving Common Friend-Finder
Protocols and Applications

Marcin Nagy; Emiliano De Cristofaro;
Alexandra Dmitrienko; N. Asokan;
Ahmad-Reza Sadeghi

GPU and CPU Parallelization of Honest-

Real World Security -

Deployment and Beyond 2
Chair:Joe Jarzombek
Invited Talks

Design and Configuration of High
Security IPv6 Networks
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Teaching the Art of Red Teaming
Brian Isle

Cyber Resiliency
Special Training Session

(continues from Wednesday afternoon)
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high power (kW): destruction or disruption
low power: influencing a measurement/signal
alter voltages/currents in a sensing circuit that correspond to >
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magnetic field

on being measured

apacitive coupling): E
(inductive coupling): H

electromagnetic field (time varying E/H gives rise t0)
far field, near-field (sinusoidal sources, mainly)

far. E/H coupled, predictable pattern (analytical methods)

shielding via Faraday cage (wavelength/10)
near: E/H decoupled, unpredictable (computational)
electric: shielding effective
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https://www.intechopen.com/chapters/69452
https://nextphasemeasurements.com/knowledge-base/2557-2/

iIntentional electromagnetic interference

(inductive coupling)

* Example system: voltage transducer (sensor)
» Attack model generic (applicable to any system relying on voltage/current measurement)

» Attacker objective: alter voltages/currents in a sensing circuit that correspond to the
phenomenon being measured (Figure, lower left)

* Attack Vector: superimpose a voltage (Vaw) onto the true output of the sensor (Vact)
* Mechanism of attack: magnetic, near-field coupling (Figure, lower right)

» Attacker generates current i(t) proportional to integral of Vaw, creates magnetic field, H,
that induces Vax .

* Near field: difficult and expensive to shield against T H

S
\V/ R -
| |
Amplifier : . b< : 'U(t)
Vm = Vact Embedded . L |
> Sensor Vact Vo System l(t) - — —= ;— — > X
d a

Signal - -
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/ Vatk(t)d;_

IEMI Attack Setup Model of IEMI Attack
L) VirginiaTech.
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iIntentional electromagnetic interference

(anlog sensors)

Voltage Induced in Attack vs. Frequency (0 V IS nominal)
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ADC Voltage (V,,,) [mV]

o L&A

Radiation Absorbing Material

Frequency [MHz]

Q1: frequency dependence
Q2: DC offset

(EMI is zero mean)

Experimental setup for ADC-targeted (voltage output) Attacks

L) VirginiaTech.
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ADC Digital Output(12bit)
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iIntentional electromagnetic interference

TIVA C ADC Conversion Table
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ADC voltage (V) [mV]

1,200

iIntentional electromagnetic interference

(attack theory)

clipping+diode nonlinearity(?)

(increasing/decreasing middle reading)
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(decreasing high reading)

Q: asymmetry in 12h and h2|
A: uC can sink more current than source(?)

clipping

(increasing low reading)
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iIntentional electromagnetic interference

Signal False Data
IDetectlon Processing Transmission

L \/ Electromagnetic
Leakage n 3.3V/5V Interference

Idle \Etar%DOXDIXDZXDBXM XDS XDG*XD?)
Serial . _ . . . . ; Serial
Peripheral Bit Time = 1 / Baud Rate Peripheral
T RXx

Attacks on serial communication (UART)

A typical vehicle will have an admixture of sensors:

(digital sensors/actuators)

Vor 2.4V
Vi 2V
Oto 1 1to(
Bit Flip Bit Flip
Vi 0.8V

Vo 0.5V
oV
GND

conditions for bit flips

1. digital interfaces (e.g., UART, SPI, 12C)
2. others output a voltage proportional to the
phenomenon being measured

voltage increase
0 to 1 misread

voltage decreas

f A »
| T
age decrease %50
| to 0 misread

50% of sine contributes 0 to 1 flip
50% of sine contributes 1 to O flip

whether a bit is flipped depends on bit and when read

& VirginiaTech.
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iIntentional electromagnetic interference

(digital sensors/actuators)

theoretically: 50% of bits flippead
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iIntentional electromagnetic interference

(digital sensors/actuators)

For the attack to be successful, sampling instant should be
N TN e o E dJring one of the ﬂIpS (umlke\y)

- Tnnef oA
Bl AN

sinaa NN NN
i ) TS o

Schmitt trigger is a hysteresis comparator with two
thresholds (Vh and VI)

& VirginiaTech.
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iIntentional electromagnetic interference

(digital sensors/actuators)

theory of attack:

half-period of attack waveform = bit duration

complex attack

o s [ F-

create DC signal

Bandwidth
Attack Frequency
Timing
Attacker knowledge about the

victim

Attack Distance

Simple Waveform

Narrowband
Depends on baud rate (Low)
Fine synchronization with the
start of frame.

Limited

Low

Complex Waveform

Wideband

Doesn't depend on baud rate (High)

Loosely synchronized.

Detailed

High
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iIntentional electromagnetic interference

(digital sensors/actuators)

creating complex waveform:

we know how to transmit sinusoids!

(a)
>
L O p— beoo p— n
S | — Induced |
S —— Inducec _ . ' '
S -10 | +ee+ GPIO read | p A Va(t) = E c; exp(j2mi fot)
0 0.5 i 1.5 2 2.5 3 o0 i=—n
Time (s) 106 %3
10, - - b) ~ - ~ - — AT o Lo
S =0 to T Ci = J— exp(—j2mi—) — 1]
go O ..... sooe | ....‘4 > Tlme 27’(’7} T S to T
S _10l | = Induced /
O R V R ¥ A ETETE GPIO read
> —20 : ‘ | v ' ’t‘
0 0.5 1 1.5 2 2.5 3
Time (s) 10~6
(a) Ideal rectangular waveform, and (b) this seems unpleasant, though
Fourier series approximation with 5
harmonics
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iIntentional electromagnetic interference

et

! | | !

Voltage

—> Time

va(t) = Y ¢ exp(j2mifot)

Time

voltage at pin

(diaital sensors/actuators)
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iIntentional electromagnetic interference

If both switches

closed, short (starts
fire?)

3-Phase Gnid
@ =9 Vp

-@vb 9 Unfolder

FE ORI .

Grid Volta ge[

(actuator attacks)

controls output
current

H.

& Current Sensors 3LAFB Power Switches (Actuators)

Modern power converter deS|gn

Switch Gate Turn on Y
Voltage Vg

Turning on switches using IEMI
Electromagnetic Sensor and Actuator Attacks on Power Converters for Efeetric: WeHicles, Dayanikli et al., SafeThings, 202&e of Engineering
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iIntentional electromagnetic interference

(actuator attacks)

&
Analog or

Actuation Digital

Actuator

—— —

Aileron PWM Cable ’ \ ‘\\', Electromagnetic
Flap PWM Cable - IEGrFerance

our threat model:

|.indirect access to system
ael;vo Servo | | (no direct connection)
e ew N 2. white box knowledge

" Flight Controller (electrical dimensions of victim circuitry)

. 3. RF IEMI

ot Flevator \ 4. manipulate/prevent the control of
- PWM-controlled actuators
, A . & VirginiaTech.

Physical-Layer Attacks Against Pulse Width Modulation-Controlled Actuators, Dayanikli et al., USENIX Security, 2022 College of Engineering




iIntentional electromagnetic interference

attack waveforms

Block
Continuous wave signal at the victim
resonance
The attacker can block the control
of the actuators.
Applies to all tested servo and DC motors.

Va(t) [V] PWM Block
A
/ f,
\MAANOAANANANNNNANNN N/
. / - . "
V, Y
Time [ms]

(actuator attacks)

MR v
<2ms 2 :2.1 ms
b nﬂ/n_ 0| M/ ﬂ M n
Time [ms]

/A A A T A
Full Control

Frequent sinusoidal pulses at the victim
resonance

The attacker can fully control the
Futaba-make servo models.

L) VirginiaTech.
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iIntentional electromagnetic interference

experimental results

40 -
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20 L

40

(actuator attacks)
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iIntentional electromagnetic interference

(vulnerability analysis)
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