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IEMI on Analog Signals

•Light Sensors

•Microphones

•Cardiac Devices (CIED and ECG)

•Voltage/current Sensors 

•Temperature Sensors

•Speed Sensors


•CCD Cameras


IEMI on Actuation Signals

•Servos and DC motors

•Transistors/Current Switches

intentional electromagnetic interference

(related work)

Sensors and actuators attacked in the literature

Challenges:

The required induced voltage for the digital and 

actuation signals is high, e.g., 5 V

The induced voltage for the analog signals is 

relatively low, e.g., 100-200 mV


Shoukry et al. report an IEMI attack that 
manipulates the speed data in an anti-lock 
braking system (ABS)


ABS Hacker

Lab

Non-Invasive Spoofing Physical Attacks

Passive shield:

High permeability ferromagnetic material.
Provides return path for the magnetic flux,
and thus significantly decreases the
magnetic flux reaching the sensor.
However, air gap is very small (2-5 mm).

Active shield:

Generates an opposing and canceling
magnetic field.
Only sensor and actuator need to be
mounted in the air gap.
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• high power (kW): destruction or disruption

• low power: influencing a measurement/signal


• alter voltages/currents in a sensing circuit that correspond to 
the phenomenon being measured


• the voltages that determine the amount and direction of 
actuation


• electric field (capacitive coupling): E

• magnetic field (inductive coupling): H

• electromagnetic field (time varying E/H gives rise to) 


• far field, near-field (sinusoidal sources, mainly)

• far: E/H coupled, predictable pattern (analytical methods)


• shielding via Faraday cage (wavelength/10)

• near: E/H decoupled, unpredictable (computational)


• electric: shielding effective

• magnetic: difficult to shield against (low-frequency)

background
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Figure 4-2 Uniform plane wave fields. (a) Complex. (b) Instantaneous.

For the electric and magnetic field components to be valid solutions of a time-harmonic electro-
magnetic wave, they must satisfy Maxwell’s equations as given in Table 1-4 or the corresponding
wave equations as given, respectively, by (3-18a) and (3-18b). Here the approach will be to initiate
the solution by solving the wave equation for either the electric or magnetic field and then finding
the other field using Maxwell’s equations. An alternate procedure, which has been assigned as an
end-of-chapter problem, would be to follow the entire solution using only Maxwell’s equations.

Since the electric field has only an x component, it must satisfy the scalar wave equation of
(3-20a) or (3-22), whose general solution is given by (3-23). Because the wave is a uniform plane
wave that travels in the z direction, its solution is not a function of x and y . Therefore (3-23)
reduces to

Ex (z ) = h(z ) (4-1)

The solutions of h(z ) are given by (3-30a) or (3-30b). Since the wave in question is a traveling
wave, instead of a standing wave, its most appropriate solution is that given by (3-30a). The first
term in (3-30a) represents a wave that travels in the +z direction and the second term represents

what you imagine E/H look like

:E in the near field (this is an 
antenna, so actually good)

material properties 
dictate which dominates

D aperture size, 
adjustable

https://www.intechopen.com/chapters/69452
https://nextphasemeasurements.com/knowledge-base/2557-2/
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Figure 1: (a) Threat model showing the attacker’s transmitter setup with signal generator, power ampli�er and antenna and
victim circuitry for false-data and false-actuation injection. (b) An EM-based attack model. The attacker causes a current i(t)
to �ow through an antenna, which in turn creates a time-varying magnetic �eld H that induces a voltage �(t) at the receiver.
(c) Circuit model for the EM-based attack.

The goal of the attacker is to either control the sensor output
that the victim perceives (i.e., a false-data injection attack [FDI])
or manipulate the signal used to control an actuator (i.e., a false-
actuation injection attack [FAI]). To do so the attacker is equipped
with a power supply, RF ampli�er, signal generator, etc. In the
case of FDI an analog or digital sensor is assumed to be outputting
a voltage, Vact , that corresponds to the phenomenon of interest,
while for FAI the embedded system is generating a voltage, again
denoted byVact , that controls an actuator. In each case the attacker
uses the aforementioned equipment to generate an attack signal
that couples to the targeted system and induces a voltage,Vatk . The
system/actuator perceives the linear combination of the actual and
attack voltages,Vm = Vact +Vatk . (The signi�cance of the integral
in Fig. 1a will be explained below.) It is important to note that
the attack can be improved by assuming an attacker with a more
powerful transmitter (e.g., higher gain antenna and/or ampli�er).

2.2 Analytical model of attack
To simplify our analysis, we begin by assuming that the time-
varying current generated by the transmitter, i(t), is carried by
an in�nitely long wire situated along the z-axis at a distance d from
the receiver, which is itself oriented along the x and z axises (Figure
1b). Positive current is seen as traveling in the +z direction and
negative current in the �z direction. Assuming magnetoquasistatic
conditions (i.e., the wavelength of the �eld is much greater than
the physical dimensions of the system it is a�ecting), the resulting
magnetic �eld, H, produced by the current is given by

H = �̂
i(t)
2�x

(1)

To examine the spatial and temporal e�ects of H separately, allow
H = �̂ f (t)�(x) where f (t) = i(t) and �(x) = 1/(2�x). Given a
receiver surrounded by the surface S, and in the absence of other
receiving elements1, the voltage induced at the receiver, � , may be

1We note that the model serves as a �rst order approximation to explain the attack
mechanism. The attack e�ect will be dependent upon the environment; e.g., a di�erent
orientation/angle of the attack �eld with respect to the receiver would lessen its e�cacy,
as would the presence of other receiving circuitry as they could absorb power that
would be otherwise collected by the target. These negative e�ects, from the attacker’s
perspective, can be to some extent be minimized through properly directing the attack
�eld [6].

calculated using Faraday’s law of induction
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where, given the above con�guration, the vector element of S is
dS = �̂dxdz. Allowing a and b to represent the length and height,
respectively, of the wires/traces/circuitry used to connect the sensor
and microcontroller, using (1) in (2) we have
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From (3) it is apparent that if the derivative of the attacker’s
current is zero mean then the voltage induced at the victim receiver
will also have zero mean. In the next section we discuss how embed-
ded systems are generally innately designed to produce a non-zero
mean signal, but also note that the proper selection of the attacker’s
current can also result in a non-zero mean voltage. For example, the
induction of DC voltages/currents could be accomplished through
the use of the integral of half or full-wave recti�ed currents, i.e.,
i(t) ⇠

Ø 1/f
0 | sin (2� f t)|dt , where f is the frequency of the desired

attack signal. Additionally, because of the minus sign and derivative
in (3) there are two ways to induce a positive or negative voltage
(i.e., increase or decrease the apparent voltage of the sensor): em-
ploy a negative current with a positive slope, or positive current
with negative slope. Circuit-speci�c mechanisms for inducing a DC
voltage, which take advantage of protection circuitry common to
nearly all embedded systems, are discussed in Section 3.1.

For ease of exposition, the remainder of the paper will refer-
ence a lumped-element attack model. That is, at a circuit level, the
EM-based attack model can be viewed as two inductively coupled
circuits (Fig. 1c). The attacker is seen to be generating an attack
signal that through near-�eld interactions couples with the embed-
ded system (the transmitting circuitry can be wholly characterized
via its impedance, i.e., resistance, Ratk and inductance, Latk ). The
strength of this coupling is denoted by the coupling coe�cient,M .
Since a closed circuit, by de�nition, is a loop, it can act as a loop
antenna receiving an EM signal. Thus, the embedded system acts
as a receiver similarly characterized by an inductance, Lemb , resis-
tance, Remb , and capacitance, Cemb . The values of these elements
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Figure 1: (a) Threat model showing the attacker’s transmitter setup with signal generator, power ampli�er and antenna and
victim circuitry for false-data and false-actuation injection. (b) An EM-based attack model. The attacker causes a current i(t)
to �ow through an antenna, which in turn creates a time-varying magnetic �eld H that induces a voltage �(t) at the receiver.
(c) Circuit model for the EM-based attack.

The goal of the attacker is to either control the sensor output
that the victim perceives (i.e., a false-data injection attack [FDI])
or manipulate the signal used to control an actuator (i.e., a false-
actuation injection attack [FAI]). To do so the attacker is equipped
with a power supply, RF ampli�er, signal generator, etc. In the
case of FDI an analog or digital sensor is assumed to be outputting
a voltage, Vact , that corresponds to the phenomenon of interest,
while for FAI the embedded system is generating a voltage, again
denoted byVact , that controls an actuator. In each case the attacker
uses the aforementioned equipment to generate an attack signal
that couples to the targeted system and induces a voltage,Vatk . The
system/actuator perceives the linear combination of the actual and
attack voltages,Vm = Vact +Vatk . (The signi�cance of the integral
in Fig. 1a will be explained below.) It is important to note that
the attack can be improved by assuming an attacker with a more
powerful transmitter (e.g., higher gain antenna and/or ampli�er).

2.2 Analytical model of attack
To simplify our analysis, we begin by assuming that the time-
varying current generated by the transmitter, i(t), is carried by
an in�nitely long wire situated along the z-axis at a distance d from
the receiver, which is itself oriented along the x and z axises (Figure
1b). Positive current is seen as traveling in the +z direction and
negative current in the �z direction. Assuming magnetoquasistatic
conditions (i.e., the wavelength of the �eld is much greater than
the physical dimensions of the system it is a�ecting), the resulting
magnetic �eld, H, produced by the current is given by

H = �̂
i(t)
2�x

(1)

To examine the spatial and temporal e�ects of H separately, allow
H = �̂ f (t)�(x) where f (t) = i(t) and �(x) = 1/(2�x). Given a
receiver surrounded by the surface S, and in the absence of other
receiving elements1, the voltage induced at the receiver, � , may be

1We note that the model serves as a �rst order approximation to explain the attack
mechanism. The attack e�ect will be dependent upon the environment; e.g., a di�erent
orientation/angle of the attack �eld with respect to the receiver would lessen its e�cacy,
as would the presence of other receiving circuitry as they could absorb power that
would be otherwise collected by the target. These negative e�ects, from the attacker’s
perspective, can be to some extent be minimized through properly directing the attack
�eld [6].
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From (3) it is apparent that if the derivative of the attacker’s
current is zero mean then the voltage induced at the victim receiver
will also have zero mean. In the next section we discuss how embed-
ded systems are generally innately designed to produce a non-zero
mean signal, but also note that the proper selection of the attacker’s
current can also result in a non-zero mean voltage. For example, the
induction of DC voltages/currents could be accomplished through
the use of the integral of half or full-wave recti�ed currents, i.e.,
i(t) ⇠

Ø 1/f
0 | sin (2� f t)|dt , where f is the frequency of the desired

attack signal. Additionally, because of the minus sign and derivative
in (3) there are two ways to induce a positive or negative voltage
(i.e., increase or decrease the apparent voltage of the sensor): em-
ploy a negative current with a positive slope, or positive current
with negative slope. Circuit-speci�c mechanisms for inducing a DC
voltage, which take advantage of protection circuitry common to
nearly all embedded systems, are discussed in Section 3.1.

For ease of exposition, the remainder of the paper will refer-
ence a lumped-element attack model. That is, at a circuit level, the
EM-based attack model can be viewed as two inductively coupled
circuits (Fig. 1c). The attacker is seen to be generating an attack
signal that through near-�eld interactions couples with the embed-
ded system (the transmitting circuitry can be wholly characterized
via its impedance, i.e., resistance, Ratk and inductance, Latk ). The
strength of this coupling is denoted by the coupling coe�cient,M .
Since a closed circuit, by de�nition, is a loop, it can act as a loop
antenna receiving an EM signal. Thus, the embedded system acts
as a receiver similarly characterized by an inductance, Lemb , resis-
tance, Remb , and capacitance, Cemb . The values of these elements
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Figure 1: (a) Threat model showing the attacker’s transmitter setup with signal generator, power ampli�er and antenna and
victim circuitry for false-data and false-actuation injection. (b) An EM-based attack model. The attacker causes a current i(t)
to �ow through an antenna, which in turn creates a time-varying magnetic �eld H that induces a voltage �(t) at the receiver.
(c) Circuit model for the EM-based attack.

The goal of the attacker is to either control the sensor output
that the victim perceives (i.e., a false-data injection attack [FDI])
or manipulate the signal used to control an actuator (i.e., a false-
actuation injection attack [FAI]). To do so the attacker is equipped
with a power supply, RF ampli�er, signal generator, etc. In the
case of FDI an analog or digital sensor is assumed to be outputting
a voltage, Vact , that corresponds to the phenomenon of interest,
while for FAI the embedded system is generating a voltage, again
denoted byVact , that controls an actuator. In each case the attacker
uses the aforementioned equipment to generate an attack signal
that couples to the targeted system and induces a voltage,Vatk . The
system/actuator perceives the linear combination of the actual and
attack voltages,Vm = Vact +Vatk . (The signi�cance of the integral
in Fig. 1a will be explained below.) It is important to note that
the attack can be improved by assuming an attacker with a more
powerful transmitter (e.g., higher gain antenna and/or ampli�er).

2.2 Analytical model of attack
To simplify our analysis, we begin by assuming that the time-
varying current generated by the transmitter, i(t), is carried by
an in�nitely long wire situated along the z-axis at a distance d from
the receiver, which is itself oriented along the x and z axises (Figure
1b). Positive current is seen as traveling in the +z direction and
negative current in the �z direction. Assuming magnetoquasistatic
conditions (i.e., the wavelength of the �eld is much greater than
the physical dimensions of the system it is a�ecting), the resulting
magnetic �eld, H, produced by the current is given by

H = �̂
i(t)
2�x

(1)

To examine the spatial and temporal e�ects of H separately, allow
H = �̂ f (t)�(x) where f (t) = i(t) and �(x) = 1/(2�x). Given a
receiver surrounded by the surface S, and in the absence of other
receiving elements1, the voltage induced at the receiver, � , may be

1We note that the model serves as a �rst order approximation to explain the attack
mechanism. The attack e�ect will be dependent upon the environment; e.g., a di�erent
orientation/angle of the attack �eld with respect to the receiver would lessen its e�cacy,
as would the presence of other receiving circuitry as they could absorb power that
would be otherwise collected by the target. These negative e�ects, from the attacker’s
perspective, can be to some extent be minimized through properly directing the attack
�eld [6].
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From (3) it is apparent that if the derivative of the attacker’s
current is zero mean then the voltage induced at the victim receiver
will also have zero mean. In the next section we discuss how embed-
ded systems are generally innately designed to produce a non-zero
mean signal, but also note that the proper selection of the attacker’s
current can also result in a non-zero mean voltage. For example, the
induction of DC voltages/currents could be accomplished through
the use of the integral of half or full-wave recti�ed currents, i.e.,
i(t) ⇠

Ø 1/f
0 | sin (2� f t)|dt , where f is the frequency of the desired

attack signal. Additionally, because of the minus sign and derivative
in (3) there are two ways to induce a positive or negative voltage
(i.e., increase or decrease the apparent voltage of the sensor): em-
ploy a negative current with a positive slope, or positive current
with negative slope. Circuit-speci�c mechanisms for inducing a DC
voltage, which take advantage of protection circuitry common to
nearly all embedded systems, are discussed in Section 3.1.

For ease of exposition, the remainder of the paper will refer-
ence a lumped-element attack model. That is, at a circuit level, the
EM-based attack model can be viewed as two inductively coupled
circuits (Fig. 1c). The attacker is seen to be generating an attack
signal that through near-�eld interactions couples with the embed-
ded system (the transmitting circuitry can be wholly characterized
via its impedance, i.e., resistance, Ratk and inductance, Latk ). The
strength of this coupling is denoted by the coupling coe�cient,M .
Since a closed circuit, by de�nition, is a loop, it can act as a loop
antenna receiving an EM signal. Thus, the embedded system acts
as a receiver similarly characterized by an inductance, Lemb , resis-
tance, Remb , and capacitance, Cemb . The values of these elements

Model of IEMI Attack

Electromagnetic Induction Attacks Against Embedded Systems, Selvaraj et al., AsiaCCS, 2018

intentional electromagnetic interference

(inductive coupling)

• Example system: voltage transducer (sensor)

• Attack model generic (applicable to any system relying on voltage/current measurement)

• Attacker objective: alter voltages/currents in a sensing circuit that correspond to the 

phenomenon being measured (Figure, lower left)

• Attack Vector: superimpose a voltage (Vatk) onto the true output of the sensor (Vact)

• Mechanism of attack: magnetic, near-field coupling (Figure, lower right)

• Attacker generates current i(t) proportional to integral of Vatk, creates magnetic field, H, 

that induces Vatk

• Near field: difficult and expensive to shield against



Experimental setup for ADC-targeted (voltage output) Attacks

Voltage Induced in Attack vs. Frequency (0 V is nominal)
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Figure 7: ADC output voltage when distance between trans-
mitter and victim circuit was varied in 10 cm step size

traveling towards the victim circuit, from the antenna being
placed at distances greater than 10 cm. Fig. 7 shows that
the resonant frequency of the transmitter and victim circuit
coupling stays same, while the amplitude of the ADC voltage
drops exponentially. Fig. 7 shows that higher frequency signal
tend to influence the AC coupling less as the distance increases,
because the victim circuit begins to move out of the near-field
region of the transmitting antenna. It is important to note here
that the frequency at which maximum DC voltage was being
developed was not equal to the resonant frequency of the victim
circuit. The shift in the frequency may be attributed to the
change in resonant frequency of the victim circuit, under the
proximity of Vivaldi antenna.

3) Power requirement estimation using loop antenna model:
The primary concern for an EM attack is the minimum
power required from the transmitter to achieve a successful
attack. Since an EM attack relies on parasitic inductance
present on the victim’s circuit, it would be complicated to
arrive at an exact closed form solution to estimate transmitted
power requirements. Also, the complexity of a digital circuit
with numerous interconnections exacerbates the problem in
estimating the power requirement in this attack scheme. Hence,
we chose to model the victim circuit as a simple loop antenna
operating under near field conditions, to get an intuitive
understanding of the power requirement as the distance between
transmitting antenna and the victim circuit increases, under
near field conditions.

To reduce the complexity of the derivation the transmitting
antenna and receiving “antenna” (circuitry) were approximated
as loop antennae, with radii r1 and r2, respectively, separated
by the distance b, and with maximum coupling between the
transmitter and receiver occurring at the frequency, !o. Ratk

represents the source resistance along with ohmic losses of the
transmitting circuit, Catk the stray capacitance of the transmitter
(assumed negligible above), and Latk the self-inductance of
the transmitter. Similarly, on the receiver side, Cemb and
Lemb gives the capacitance and self-inductance, while Remb

represents the load resistance and ohmic losses of the receiving
circuit, and M represents the mutual inductance between the
transmitting and receiving antenna circuits.
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Figure 8: Maximum measured output voltage recorded at
varying distances from the transmitter, compared against
theoretically calculated output voltage.

In [24] an analytical solution for the power required when
transmitter and receiver circuits utilize resonant coupling, under
near-field conditions, is given. Although [24] uses coils as
transmitter and receiver, the analysis applies for loop antennas
too. The power at the receiver can be related to transmitted
power by

Pr = Pt

✓
2!oM

(Ratk)(Remb) + (!oM)2

◆2

(Ratk)(Remb) (4)

where Pr and Pt represents the received and transmitted power
and mutual inductance M under the condition r2 < r1 is given
by

M =
µo⇡r21r

2
2

2
⇣p

b2 + r21

⌘3 (5)

where µo is the permeability of air. As expected, Equation 4
has a inverse cube relation to the distance between the receiver
and transmitter, due to the dependence on M .

Fig. 8 illustrates the rate at which the voltage measured
at the ADC decays with an increase in distance between
the transmitter and target circuit. Also, Fig. 8 compares
the theoretically calculated output voltage, computed using
equation 4, with the measured maximum ADC input voltage.
Since the transmitter and receiver circuits are not in fact using
loop antenna we selected loop antenna diameter values which
gave the closest mach with the measurement results. In equation
4, the values of r1 and r2 were chosen as 15 cm and 1.4
cm, while the frequency !o was set to 250MHz, which was
approximately the frequency at which the attacker was able
to maximally affect the target (Fig. 8). The values of source
resistance Ratk was set as 50⌦, since the transmitting antenna
had an input impedance of 50⌦, while the load resistance
Remb was set to 250⌦ [22]. Substituting these values into
Equation 4 results in received power show in Fig. 8. This can
be converted into peak AC voltage at the input of ADC using

Vadc =
p

2 ⇤ Pr ⇤Remb (6)

(a)

0 100 200 300 400 500
0

10

20

30

40

50

Frequency [MHz]

M
is

re
ad

%

Trial 1

Trial 2

Trial 3

Trial 4

(a)

0 100 200 300 400 500
0

10

20

30

40

50

Frequency [MHz]

(b)

0 100 200 300 400 500
0

10

20

30

40

50

Frequency [MHz]

(c)

0 100 200 300 400 500
00

20

30

40

50

Frequency [MHz]

(d)

Figure 10: GPIO misread PB5 measuring (a) PB0 outputting a logical 1: perpendicular alignment; (b) PB1 outputting a logical
0: perpendicular alignment; (c) PB0 outputting a logical 1: horizontal alignment; and (d) PB1 outputting a logical 0: horizontal
alignment

Figure 11: Logic level diagram, shaded region corresponds to
signals which are clipped. Vcc corresponds to logic 1 and GND
corresponds to logic 0. VIL and VIH define the maximum and
minimum voltage level that will be interpreted as 0 and 1 by a
digital input respectively, VOL and VOH define the maximum
and minimum voltage level that will be interpreted as 0 and 1
by a digital output respectively.

Figs. 10c and 10d highlight the experimental measurements
when the attacking antenna was placed horizontally in plane
with the microcontroller circuitry. Here it is observed that
the misread percentages are much higher in contrast to the
perpendicular alignment. At the same time there is a larger
frequency range over which the misreads occur. Our theory of
attack (Section II) shows that the maximum effect of the applied
H field would occur when there is maximum interaction with
the coupled loop. Then, in the horizontal orientation, greater
number of misreads correspond to larger coupling area of the
victim circuit and presence of multiple coupled flux paths.
Consequently, the horizontal alignment is favored for digital
attacks. From our measurements, we realize that the orientation
and placement of the attacker in the victim’s vicinity play an
important role in the success of the attack. Environmental
factors are also an important contributor to successful digital
attacks.

From the measurement results we see that the highest

Direction Orientation Frequency Success

1->0 Horizontal 170 MHz 35%
Perpendicular 170 MHz 18%

Horizontal 210 MHz 31%
Perpendicular 210 MHz 34%

0->1 Horizontal 210 MHz 39%
Perpendicular 210 MHz 38%

Horizontal 320 MHz 48%
Perpendicular 320 MHz 0%

Table I: Summary of the most effective GPIO attacks for
different alignments of attacker. The maximum success for the
same frequency in different alignments is also provided.

percentage of misreads is about 50% of the time. The
misread percentage relates to the waveform transmitted and the
rectification that occurs at the GPIO pin. As seen in Fig. 11,
the logic levels on GPIO pins are limited to 0 V and 3.3 V.
Negative voltages cannot be developed at the GPIO pin and
the lowest voltage obtained on the GPIO pin is 0 V. Similarly,
sinusoidal signals above 3.3 V will be rectified. Therefore,
there is a theoretical limitation of 50% for bit flips i.e., in
some readings the voltage is pulled above the threshold logic
level and in some cases it is pulled low. For similar experiments
attacking the ADC no voltage over 1.5 V was ever observed.
Assuming that a similar amount of voltage was being coupled
to the GPIO circuit a true bit flip could not be accomplished
at larger distances. At the same time this amount of voltage
would likely put the logic level into an undetermined state.
This is also a possible explanation for why no more than 50%
of the bits ever flipped.

Table I is a summary of the digital misread results. Only the
most effective frequency for a set of data and a comparison
between different alignments at that frequency is shown. From
Table I, Figs. 10c,10a and 11, it is important to note that
bit flips from logic low to high are easier than logic high to
low. This is because CMOS devices require an increase of
approximately 2 V to transition from a logic low to logic high
and a voltage drop of 2.5 V to transition from a logic high to
a logic low. Finally, our measurement results align well with
the theoretical expectations.Therefore, electromagnetic signals

(b) (c)
Figure 2: (a) IEMI to have a light sensor indicate light when none is present (induced voltage, proportional
to light, vs. frequency and distance). (b) Flipping a 0 to a 1 in GPIO serial transmission. (c) Oscilloscope
capture of a glitch that reduces effective PWM width, causing a servo to change position.

pulse-width modulation peripherals, and digital I/O (GPIO) interfaces of microcontrollers all form innate
resonant circuits [32,33]. To demonstrate this behavior we carried out a preliminary analysis of three types of
attacks against a popular microcontroller, a Texas Instruments TivaC [34]. In the first attack a simple IR light
sensing circuit was connected to the TivaC’s ADC and the entire setup subjected to an IEMI sinusoidal signal
of varying frequency at multiple distances. As shown in Figure 2a we were able to couple to the ADC pin and
then induce a change of on the order of volts, thereby making the TivaC believe IR light was present when it
was not (due to non-linear circuit elements the attack signal was rectified so a simple sinusoid could be used).
For an attack against GPIO interfaces we connected two TivaC’s together via a short (« 10 cm) cable and
had one TivaC output a digital zero (0 V) on a single ping continuously; we periodically sampled the other’s
corresponding GPIO pin while subjecting the entire setup to the same IEMI signal of varying frequency. As
can be seen from Figure 2b, we were able to flip nearly 40% bits, out of a theoretical 50% (this is due to the
fact that GPIO protection circuitry does not allow the line voltage to fall below 0 V; thus only the top half of
the sinusoid could bring the line voltage up). Finally, in the third attack the TivaC was connected to a servo
used for controlling the wing flap of a fixed-wing UAS. The position of the servo is determined by the width
of a PWM signal outputted by the TivaC. By subjecting the servo to an AM-modulated sinusoid, we were
able to decrease the voltage of the PWM signal sufficiently for the servo to believe that the pulse-width had
changed, thus changing its position (Figure 2c).

Avenues of research for the proposed approach, as part of a inter-disciplinary, multi-year, externally
funded program, include determining how best to couple the defender’s circuitry with the encroaching UAS
and how to quickly and optimally reorient the defender’s field for maximum impact. As mutual inductance
varies by frequency and depends on the circuit geometry, we would investigate frequency-dependent circuits
for the defender that maximize coupling between coupling circuitry and sensor/interface circuits. Other
significant challenges would include remotely: (1) determining the resonant frequency of a sensing/actuator
circuit, (2) the timing/state properties of GPIO signals (i.e., bit duration and bit being transmitted); and (3)
the width and phase of PWM signals. Over the course of the funding period provided by the ICTAS JFA
program (one year), work will focus on increasing the range of the attacks to an intermediate distance (1m)
by developing broadband, near-field antennas (e.g., a Vivaldi antenna filled with high-permittivity dielectric
materials to increase directivity) and experimenting with multiple resonators at defender transmitters to
enable high-Q resonant coupling [35].

3 Interdisciplinary Approach and Potential Benefit to ICTAS Mission
Our overall work, which this program is being asked to seed, will have inter-disciplinary impact in helping to
bridge the gap between behaviorism, security, game theory, control systems, and autonomous systems. This
work specifically involves inter-disciplinary research between Aerospace Engineering (control of UAS) and
Electrical and Computer Engineering (electromagnetics and cybersecurity). The relationship is synergistic
in that Dr. Farhood provides expertise in assessing the efficacy of proposed offensive measures, as well as

3

intentional electromagnetic interference

(anlog sensors)

Electromagnetic Induction Attacks Against Embedded Systems, Selvaraj et al., AsiaCCS, 2018

Q1: frequency dependence
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Figure 1: (a) Threat model showing the attacker’s transmitter setup with signal generator, power ampli�er and antenna and
victim circuitry for false-data and false-actuation injection. (b) An EM-based attack model. The attacker causes a current i(t)
to �ow through an antenna, which in turn creates a time-varying magnetic �eld H that induces a voltage �(t) at the receiver.
(c) Circuit model for the EM-based attack.

The goal of the attacker is to either control the sensor output
that the victim perceives (i.e., a false-data injection attack [FDI])
or manipulate the signal used to control an actuator (i.e., a false-
actuation injection attack [FAI]). To do so the attacker is equipped
with a power supply, RF ampli�er, signal generator, etc. In the
case of FDI an analog or digital sensor is assumed to be outputting
a voltage, Vact , that corresponds to the phenomenon of interest,
while for FAI the embedded system is generating a voltage, again
denoted byVact , that controls an actuator. In each case the attacker
uses the aforementioned equipment to generate an attack signal
that couples to the targeted system and induces a voltage,Vatk . The
system/actuator perceives the linear combination of the actual and
attack voltages,Vm = Vact +Vatk . (The signi�cance of the integral
in Fig. 1a will be explained below.) It is important to note that
the attack can be improved by assuming an attacker with a more
powerful transmitter (e.g., higher gain antenna and/or ampli�er).

2.2 Analytical model of attack
To simplify our analysis, we begin by assuming that the time-
varying current generated by the transmitter, i(t), is carried by
an in�nitely long wire situated along the z-axis at a distance d from
the receiver, which is itself oriented along the x and z axises (Figure
1b). Positive current is seen as traveling in the +z direction and
negative current in the �z direction. Assuming magnetoquasistatic
conditions (i.e., the wavelength of the �eld is much greater than
the physical dimensions of the system it is a�ecting), the resulting
magnetic �eld, H, produced by the current is given by

H = �̂
i(t)
2�x

(1)

To examine the spatial and temporal e�ects of H separately, allow
H = �̂ f (t)�(x) where f (t) = i(t) and �(x) = 1/(2�x). Given a
receiver surrounded by the surface S, and in the absence of other
receiving elements1, the voltage induced at the receiver, � , may be

1We note that the model serves as a �rst order approximation to explain the attack
mechanism. The attack e�ect will be dependent upon the environment; e.g., a di�erent
orientation/angle of the attack �eld with respect to the receiver would lessen its e�cacy,
as would the presence of other receiving circuitry as they could absorb power that
would be otherwise collected by the target. These negative e�ects, from the attacker’s
perspective, can be to some extent be minimized through properly directing the attack
�eld [6].

calculated using Faraday’s law of induction

� =

º
@S

E · d` = � d

dt

∫
S
µH · dS (2)

where, given the above con�guration, the vector element of S is
dS = �̂dxdz. Allowing a and b to represent the length and height,
respectively, of the wires/traces/circuitry used to connect the sensor
and microcontroller, using (1) in (2) we have

� = �µ d f (t)
dt

d+aπ
d

dx

bπ
0

dz�(x)

= �µ d f (t)
dt


b

2�
ln

✓
d + a

d

◆� (3)

From (3) it is apparent that if the derivative of the attacker’s
current is zero mean then the voltage induced at the victim receiver
will also have zero mean. In the next section we discuss how embed-
ded systems are generally innately designed to produce a non-zero
mean signal, but also note that the proper selection of the attacker’s
current can also result in a non-zero mean voltage. For example, the
induction of DC voltages/currents could be accomplished through
the use of the integral of half or full-wave recti�ed currents, i.e.,
i(t) ⇠

Ø 1/f
0 | sin (2� f t)|dt , where f is the frequency of the desired

attack signal. Additionally, because of the minus sign and derivative
in (3) there are two ways to induce a positive or negative voltage
(i.e., increase or decrease the apparent voltage of the sensor): em-
ploy a negative current with a positive slope, or positive current
with negative slope. Circuit-speci�c mechanisms for inducing a DC
voltage, which take advantage of protection circuitry common to
nearly all embedded systems, are discussed in Section 3.1.

For ease of exposition, the remainder of the paper will refer-
ence a lumped-element attack model. That is, at a circuit level, the
EM-based attack model can be viewed as two inductively coupled
circuits (Fig. 1c). The attacker is seen to be generating an attack
signal that through near-�eld interactions couples with the embed-
ded system (the transmitting circuitry can be wholly characterized
via its impedance, i.e., resistance, Ratk and inductance, Latk ). The
strength of this coupling is denoted by the coupling coe�cient,M .
Since a closed circuit, by de�nition, is a loop, it can act as a loop
antenna receiving an EM signal. Thus, the embedded system acts
as a receiver similarly characterized by an inductance, Lemb , resis-
tance, Remb , and capacitance, Cemb . The values of these elements
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A typical vehicle will have an admixture of sensors:

1. digital interfaces (e.g., UART, SPI, I2C) 


2. others output a voltage proportional to the 
phenomenon being measured

Attacks on serial communication (UART)
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              50% of sine contributes 1 to 0 flip


whether a bit is flipped depends on bit and when read
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For the attack to be successful, sampling instant should be 
during one of the flips (unlikely)
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Fig. 1: Functional diagram of the 3-phase AC-DC converter
with 3LAFB topology. The figure highlights attack points in
red, viz. the output and grid voltage and current sensors as
well as the gate signals to the power switches (actuators).

II. SYSTEM MODELS

The targeted/victim system consists of an extreme fast
charger (XFC) and battery management system (BMS). The
XFC is a high-power (350 kW) converter designed to convert
3-phase AC power into DC voltage for EV charging; thus, it
is known as an AC to DC (AC-DC) converter. As the power-
level increases, the battery charging process poses potential
safety risks to EV users in the event that an adversary gains
control of the system, as described later. This section describes
the AC-DC and BMS, their controls, and weak points from a
theoretical perspective.

The specific AC-DC converter analyzed in this paper is
the 3-Level Asymmetric Full Bridge (3LAFB) [6], which is
an isolated converter topology intended for use in Unfolding
based rectifiers. The functional diagram of the Unfolder and
3LAFB topology is shown in Fig. 1. Based upon a safety
analysis, the diagram identifies the most sensitive points of
attack to be the voltage and current sensors used to monitor
the converter inputs and outputs, as well as the power switches.
The control objective of the AC-DC converter is to regulate
the charging of EV batteries. Battery charging is typically
implemented in a constant current constant voltage (CC-CV)
scheme. The EV battery is charged at a constant current until
the max battery voltage is reached. The charger then switches
to constant voltage (CV) control until the battery is fully
charged. It is important to note that EV batteries subjected
to charging currents or voltages greater than allowable values
cause the cells to overheat which creates a fire hazard.

The control of the AC-DC is achieved by switching the
3LAFB to regulate average voltage and current. The feedback
sensors are commonly implemented by low voltage analog
hardware that is digitalized by an ADC. The controller updates
the duty cycle for switches based on the sensed error. (The
duty cycle determines the average amount of time the switches
are turned on in one switching period.) In actuality, individual
power transistors are turned on and off by gate drivers driven
by pulse width modulation (PWM) signals.

The switches and their gate drivers can be thought of as
the system actuators because they actuate the PWM gate
signals from a micro-controller. The gating signals, being
PWM signals, command the transistor to turn on (logic high)
or off (logic low). The 3LAFB has 8 transistors and 8 gating
signals while the unfolder requires 12 of each. Gate drivers
operate similar to transistors in that they require the input

signal to rise above a certain threshold voltage in order to
change the devices switching state.

The system’s weak points, with respect to IEMI, lie within
the feedback sensors and low-voltage gating signals. The
converter can only regulate the output correctly if the feedback
voltage/current sensors are measuring accurately. Furthermore,
the system can only be controlled if the correct gate signal
from the controller is being acted upon by the switches. Thus,
large enough disruptions in the gating signal (3.3V logic) can
cause the gate driver to actuate a false turn-on or turn-off of
a power switch.

The BMS operates on the same principles as the AC-DC
converter. The purpose of the BMS, comprised of multiple
DC-DC converters, is to balance the individual cells that make
up an EV battery-pack. Each DC-DC converter has its own
voltage and current sensors that measure the flow of power
for that cell. The BMS employs a current and/or voltage
feedback loop for each DC-DC by controlling the duty cycle
(or equivalent control signal).

III. ATTACK SIMULATIONS AND OUTCOMES

To explore the effects of IEMI attacks on the battery
charging operation of the AC-DC, the attack scenario is sim-
ulated in Matlab. The system is modeled on a switching level
using PLEC’s Blockset add-on for Simulink. The hardware
parameters from a 2 kW prototype [6] were used for the
simulation. The operating point for the simulation is given in
Table I. The 3LAFB attack is implemented at a DC operating
point where the input voltages of the 3LAFB are held constant
at a particular grid phase angle rather than the time-varying
input that occurs during normal AC operation. The AC input
should be considered when the attackers target the grid voltage
and current sensors which will affect the Unfolder operation
and AC-DC power quality. Due to space constraints, only
the CV regulator will be investigated; however, the presented
analysis can be extended to other parts of the system.

Based on an efficiency and safety analysis of the system, we
consider a scenario wherein an attacker is able to overcharge
the battery by manipulation of the power converter’s feedback
voltage signal. Such over-voltage charging would lead to
increased charging current at the maximum voltage. The extra
power dissipated as heat by the resistive losses of the battery
would cause cell heating. Repeated attacks of this nature
would lead to decreased battery capacity and lifespan. In the
extreme case, where the battery is subjected to sustained over-
current charging, the increase in cell temperatures could lead
to thermal runaway in which the battery pack would ignite and
create a self-sustaining fire. To cause damage to the battery
it is simply necessary to subvert CV control (specifically the

TABLE I: Operating Point for CV IEMI Simulations

Parameter Value Parameter Value
Vbat 500V Rbat 0.5⌦

Vout,ref 502V �grid 45°
Vp 480V Vn 176V

controls output 
current

Fig. 2: Block diagram of the constant voltage controller for
the 3LAFB. The attacker targets the analog circuitry before
the sensing information is digitized by the ADC.

second phase of the CC-CV charging scheme). The CV control
loop demonstrated in Fig. 2 uses feedback from the output
voltage sensor to control the magnitude of applied duty cycles,
dmag . In this scenario, the attacker is targeting the vsense
which is the sensed feedback signal of vout, the output voltage
of the converter.

In the simulation shown in Fig. 3 an IEMI attack is initiated
on the hardware at 10ms. The attack is simulated by altering
the feedback signal, vsense, by subtracting 1V from the actual
output voltage; i.e., the attacker decreases the apparent output
voltage which will cause the control system to compensate by
increasing the output voltage. This alteration represents the
average voltage distortion that is induced on an ADC sensor
used to measure output voltage during an IEMI attack. The
simulated attack is sustained for 30ms.

As can be seen from the figure, the controller regulates the
sensed voltage to the reference voltage of 502V; however, the
actual output voltage is 503V. On the short time scale of the
simulation, the battery voltage is approximately constant and
500V. The extra 1V on the output causes the battery current
to increase from 4 to 6A, a significant increase in current
that would cause heating. The charging current is extremely
sensitive to changes in vout due to the small battery resistance
(<1⌦), which implies that small changes in sensed voltage
result in geometrical increases in current (and thus heat).

IV. THEORY OF ATTACK

Our attacks are based on Faraday’s law of induction, which
states that a time varying magnetic field captured by a conduct-
ing loop results in a voltage on the loop [7]. By such means
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Fig. 3: Simulation of constant voltage controller attack. An
attacker induces a 1V offset into the vsense signal causing
the charging current to increase from 4 to 6A, which indicates
that a small change in sensed voltage can lead to a substantial
increase in current (and thus heating of a battery).

are we able to modify the voltages measured by sensors, and
used to control switches, in power converters. To observe how
a time varying current, ia, supplied by an attacker, induces
a voltage, vi, on a victim loop, an infinitely long, z-axis
directed current is assumed to be positioned at distance da
from the victim circuit having dimensions w and l (Fig. 4a).
By Faraday’s law and Ampere’s law the relationship between
the attacker signal, ia, and the induced voltage, vi, is:

vi(t) = �µ


w

2⇡
ln

✓
da + l

da

◆�
d

dt
ia(t) (1)

where the permeability of the medium is µ.
The amplitude and shape (waveform) of vi are determined

by a geometry coefficient (square brackets) and the time
derivative of ia. In the following attack scenarios, the attacker
uses a continuous sinusoidal ia attack waveform, so the form
of vi is a sinusoidal with a phase shift due to transmitting
hardware. We note that an increased victim loop size results
in an increase induced vi.

A. Threat Model
We assume an attacker aiming to manipulate the operation

of an AC-DC converter and BMS through IEMI. It is assumed
that the attacker can place EM radiators in proximity to the
converters but there is no physical connection between the
attacker hardware and victim circuitry. The attacker has access
to commodity RF component devices and like components,
e.g., waveform generators, RF amplifiers and EM radiators like
toroids and antennas (Figure 4b). We consider an attacker who
targets weak points of the victim system using a toroid with a
focused magnetic field or a ZPSL antenna with a directive
near field radiation pattern. The weak points discussed in
detail in Section II are chosen as attack points (voltage sensor
output,vout, BMS current sensor output,icell, and the low
voltage gate signals that control the AC-DC switches).

1) Attack Point I - Voltage Sensor Output: The attacker uses
IEMI to manipulate the voltage sensor data vout by inducing
voltage vi on the victim cable that connects the analog sensor
output and the ADC input of the CV controller. The attack has
two phases: the first phase is the efficient EM coupling to the
victim cable through the use of cable resonant frequency as an
attack frequency [4]. Before each attack, a frequency sweep is
applied to detect the resonant frequency of the victim cable.
The next phase is the manipulation of non-linearity of ADC.
An ADC samples and digitizes an analog signal in the ADC
input range (vmin to vmax). A very common practice is to
average the digitized data to filter out high frequency noise. It
is discussed in [1] how a generic ADC transfer function and
electrostatic discharge (ESD) diodes result in a phenomenon
called clipping. We assume the input voltage of the ADC is
compromised and a time varying voltage vADC is fed into the
ADC as follows:

vADC(t) = Vs + vi(t) (2)

where Vs is a relatively low frequency sensor output which is
assumed as a DC offset and vi is a purely sinusoidal induced
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Fig. 6: False voltage and current sensor data injection attacks (a) Experimental setup for voltage sensor output manipulation
(b)Voltage sensor output manipulation with regard to attack frequency: measured voltage increased by 21V under IEMI (c)
Experimental setup for current sensor output manipulation (d) Current readings with regard to time, when IEMI is applied
between t = 10 s and t = 20 s, the average of current readings increased from 1.05A to 1.36A

on the lower half of ADC input range. The IEMI on voltage
sensor output is a significant threat for a converter because of
the low power nature of the attack. On the other side, Simulink
analyze shows that even a 1V data manipulation can increase
the output current significantly (Figure 3).

B. Attack II: False Current Sensor Data Injection

The attacker aims to manipulate the current sensor data on
the printed circuit board (PCB) of the BMS. The air gapped
toroid is positioned on the PCB trace as shown in Figure 6c.
The attacker hardware consists of a 20W RF amplifier (Mini-
Circuits ZHL-20W-13X) and the toroid. The amplifier output
power is adjusted to 2.5W to eliminate any mismatch problem
due to dominantly imaginary impedance of the toroid.

Measurement Methodology: The current sensor is supplied
with a 1A test current and the system is tested before IEMI
radiation. It is observed that the system is operating properly
and correct current data is received by the controller. Then, a
sinuosidal EMI with varying frequency between 10MHz and
500MHz with 10MHz increments is applied and it is observed
that in the vicinity of 100MHz, the current data manipulation
is much more pronounced.

Results: In Figure 6d, the current sensor outputs of the
system is provided under a temporary IEMI attack between
t = 10 s and t = 20 s. The attack frequency is 100MHz.
It is observed that when IEMI starts at t = 10 s, the mean
value of current readings increase by % 30 from 1.05A to
1.36A. Note that the test current of 1A is still applied during
the attack. On the other side, it is observed that the attack
results in an increase in the sensor data which is parallel with
the discussion made in Section IV. This attack shows that the
PCB traces can be direct targets for IEMI which means PCB
level countermeasures are necessary for secure systems.

C. Attack III: False Gate Voltage Injection: Turning on
Switches with IEMI

The attacker hardware includes a 20W RF amplifier (Mini-
Circuits ZHL-20W-13X) and a Zero-Phase-Shift Loop (ZPSL)
antenna (Figure 4b). ZPSL antenna is a near field resonant
antenna with a strong magnetic field at 72MHz directed
through z axis. The attacker positions the ZPSL antenna 10 cm

above intertwined and shielded cables that carry VIN and
ground of the gate driver. We will use the terminology where
VIN is the gate driver input or voltage and VG is switch gate
voltage (Figure 5).

Measurement Methodology: Attack frequency is chosen as
72MHz and the attack power is increased by 1 dB increments
from 100mW to 20W, VIN and VG are observed with an
oscilloscope. VIN is set to low throughout the measurements
which results VG is held at �3V to ensure the switch stays
off. If the attack is successful (i.e., switch is turned on by gate
drive), the gate voltage VG is expected to increase to 18V by
the gate driver. To capture the turn on characteristic for VG

and VIN , the oscilloscope is set to single trigger for a low to
high transition at VG.

Results: When the 20W IEMI applied from an attack
distance of 10 cm, it is observed that the IEMI is not sufficent
to turn on the switch. This is an expected result, because
the loop area between cables that carry ground and VIN

connection is small and differential voltage between VIN and
ground is not high enough to satisfy the condition in Equation
4. Although this shows that sending VIN and ground cables
through intertwined cables are relatively secure, in PCB based
systems, the VIN and ground traces/pads is not always close
due to the minimum spacing requirements of manufacturing
process. To observe this phenomenon, the green VIN and the
white ground cables are physically separated and a loop of
4 cm

2 is exposed as demonstrated in Figure 7a. When the
attack power is to 20W, it is observed that the VG increases
and switch turns on as shown in yellow plot of Figure 7b.
First of all, it is observed that the switch turns on and off
until it stabilizes at turn on condition. As we trigger the
oscilloscope for a time window of 100 µs, the power increase
is not observable in the VIN (blue). A possible reason for
this phenomenon is the output power increase is smaller than
1 decibel as the amplifier operates in saturation.

VI. DISCUSSION OF ATTACKS

IEMI attacks on the prototype (Section V) have exposed
potentially catastrophic weaknesses in the AC-DC and BMS
systems. The ability for the attackers to significantly alter the
average ADC values of the power converter’s feedback sensors
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Fig. 6: False voltage and current sensor data injection attacks (a) Experimental setup for voltage sensor output manipulation
(b)Voltage sensor output manipulation with regard to attack frequency: measured voltage increased by 21V under IEMI (c)
Experimental setup for current sensor output manipulation (d) Current readings with regard to time, when IEMI is applied
between t = 10 s and t = 20 s, the average of current readings increased from 1.05A to 1.36A

on the lower half of ADC input range. The IEMI on voltage
sensor output is a significant threat for a converter because of
the low power nature of the attack. On the other side, Simulink
analyze shows that even a 1V data manipulation can increase
the output current significantly (Figure 3).
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It is observed that when IEMI starts at t = 10 s, the mean
value of current readings increase by % 30 from 1.05A to
1.36A. Note that the test current of 1A is still applied during
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ground of the gate driver. We will use the terminology where
VIN is the gate driver input or voltage and VG is switch gate
voltage (Figure 5).

Measurement Methodology: Attack frequency is chosen as
72MHz and the attack power is increased by 1 dB increments
from 100mW to 20W, VIN and VG are observed with an
oscilloscope. VIN is set to low throughout the measurements
which results VG is held at �3V to ensure the switch stays
off. If the attack is successful (i.e., switch is turned on by gate
drive), the gate voltage VG is expected to increase to 18V by
the gate driver. To capture the turn on characteristic for VG

and VIN , the oscilloscope is set to single trigger for a low to
high transition at VG.

Results: When the 20W IEMI applied from an attack
distance of 10 cm, it is observed that the IEMI is not sufficent
to turn on the switch. This is an expected result, because
the loop area between cables that carry ground and VIN

connection is small and differential voltage between VIN and
ground is not high enough to satisfy the condition in Equation
4. Although this shows that sending VIN and ground cables
through intertwined cables are relatively secure, in PCB based
systems, the VIN and ground traces/pads is not always close
due to the minimum spacing requirements of manufacturing
process. To observe this phenomenon, the green VIN and the
white ground cables are physically separated and a loop of
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2 is exposed as demonstrated in Figure 7a. When the
attack power is to 20W, it is observed that the VG increases
and switch turns on as shown in yellow plot of Figure 7b.
First of all, it is observed that the switch turns on and off
until it stabilizes at turn on condition. As we trigger the
oscilloscope for a time window of 100 µs, the power increase
is not observable in the VIN (blue). A possible reason for
this phenomenon is the output power increase is smaller than
1 decibel as the amplifier operates in saturation.

VI. DISCUSSION OF ATTACKS

IEMI attacks on the prototype (Section V) have exposed
potentially catastrophic weaknesses in the AC-DC and BMS
systems. The ability for the attackers to significantly alter the
average ADC values of the power converter’s feedback sensors
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poses a serious threat to the safety of XFC. The vout voltage
sensor with a range of 600V had an induced error equivalent
to 21V of error. As was shown in Section III, an error of
1V in the output voltage sensing was enough to significantly
disrupt the operation of the CV controller.

Every voltage and current sensor used for control in the
converter design is a potential weakness to be mitigated. The
attacker’s ability to control the switches through alteration of
the gate signal is another attack point. The digital gate signals
are not as sensitive to the IEMI as the sensed, analog signals;
however as was shown, if the victim loop of the gate signal
is large enough, the attackers are able to turn on switches
that were intended to be closed. If this event occurs on live
hardware, a short-circuit event is likely to occur. The incredible
currents and heat generated in a short-circuit is highly likely to
cause system wide device failure or at least system shutdown.

Countermeasures

Although RF shielding (e.g., conductive sheet or foam)
is effectively used against relatively high frequency signals,
the low frequency (< 100 MHz) and magnetic nature of
the reported attack signal makes it very difficult to shield
fast chargers [10]. Adding to that, none of the magnetic
field shielding options (e.g., MuMetal and Faraday cage) are
employed in commercial fast chargers. In order to protect
PCB traces transmitting sensitive signals (e.g., analog sensor
outputs and gate/switch control signals), hardware designers
should be aware of IEMI threats from the first moment of
layout generation and eliminate large loops between significant
traces and ground pad/traces. However, due to minimum spac-
ing restrictions of PCB manufacturing process and complex
layout designs with many components, eliminating large loops
may not always possible. In those situations, we suggest
using via-fenced striplines for analog sensor outputs and gate
driver signals. Although via-fenced stripline is for eliminating

(a) Attack Setup (Antenna is not shown.)

(b) Turn on increment of the transistor

Fig. 7: False VIN injection: turning on switches with IEMI

crosstalk between traces, it can also be used to eliminate
high frequency IEMI from outside sources. We are also
investigating alternative approaches that seek to randomize
multiple sections of the pathway signals take from sensor to
ADC, controller or actuator that would make the resonant
frequency of traces unknown to the attacker and thus limit
their ability to couple to circuits and affect signals.

VII. CONCLUSION

The AC-DC and Battery Management System (BMS) of
the power converter is observed to be vulnerable to IEMI
attacks. Both systems rely on feedback of the converter outputs
to properly regulate the flow of power in the circuit. The
system’s low voltage current and voltage sensor outputs and
gate control signals are susceptible to IEMI attacks which
distort the converter’s control by inducing a DC offset to the
sensed value. The attackers can gain control of the system by
manipulation of the feedback signal and can cause damage
to the EV, XFC, and BMS systems with one or combination
of attacks. Furthermore, the control signals from the micro-
controller to the gate drivers can also be vulnerable given
the victim loop and attacker power level is large enough
to induce sufficient voltage. As a future work, we plan to
investigate additional PCB level countermeasures and produce
prototypes to test these ideas. Our end goal is to provide a
design guideline for secure PCB layout design against IEMI.
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Fig. 2. The model proposed, designed, and manufactured in [1].

coupling to an external EMI source, radiation boundaries
are used to identify the physical extents of the modelled
space of which fields will be calculated inside. This allows
approximation of the fields that reach the radiation boundaries
to be transformed to a theoretical infinite sphere surrounding
the model, thus giving the radiation pattern. At least one
signal excitation must be defined in order to create the electric
fields calculated within the model. Then the solution can be
configured, whether it be analysis at a particular frequency or
a sweep across a range of frequencies.

HFSS uses the physical model to generate a mesh of
tetrahedrons based upon the wavelengths and structures in use.
Solving iteratively using the finite element method, the mesh
is improved by sub-dividing tetrahedrons based upon localized
error in the solution. This process continues until either a
target error level is reached or enough iterations have passed.
The final calculated fields are then used in the frequency
analysis such that they can generate meaningful statistics on
the properties observed.

A. Pixel Model

The pixel itself contains three control or input lines that
are laid out horizontally, as every pixel in a row is activated
simultaneously, and one readout or output line that runs
down the imager column. The imager’s metal components
are constructed in discrete layers due to the microlithography
processes used to create them, with interconnect vias that
allow connecting between two separate layers. For example,
the supply voltage (VDD) for the pixel is on the same layer
as the reset voltage (Vreset) line, which is masked below the
RS line, which activates every pixel in the row simultaneously.
Each of these control lines require an interconnect via to reach
the MOSFET structure layer where they represent the source,
drain, or gate of a transistor. While transistor designs and
operations are critical to the operation of the pixel, only linear
time-invariant elements can be modelled in HFSS. Thus the
gate insulator and silicon substrate are present, but not the
doped regions within the silicon.

For this simulation, copper was used for all the metal lines,
interconnect vias, and interfaces as an approximation. While
other metals are also commonly used such as aluminum or

Fig. 3. The HFSS pixel model created to model the susceptibility of the circuit
to EMI. Different colored metal elements indicate different components with
no metal connection.

titanium for interconnects or for improving the ohmic contact
to the silicon, their properties are similar and will primarily
affect a difference in observed gain. Silicon dioxide was used
as the gate insulator for the three modelled transistors. A
ground plane was added on the opposite side of the substrate
to be a perfect E field boundary. As all interactions with the
pixel from the outside are due to the three inputs or one output
line, these lines form the focus of any effects that could be
caused by EMI. The one additional structure that may have
an independent effect is the embedded wire connecting the
photodiode to the source follower gate. Only a DC standing
voltage that could be generated here would be able to cause
an unintended disturbance to the measured value due to the
integration time period. The Vreset and RS lines are inherently
more resilient than the others due to the digital nature of their
operation, which requires a considerable DC voltage to affect.
This leaves the VDD supply line, which depends on the layout
of the voltage supply, and the column readout line, both of
which present vulnerabilities if EMI successfully coupled to
them.

The linear time invariant nature of the model means that
an antenna pattern is reciprocal in that a radiation pattern
would be the same for receiving and transmitting. This means
that the AC coupling to a structure from an external source
can be understood by modelling that structure as the emitting
antenna. Thus the effects of coupling on the VDD, floating
source follower gate, and readout lines can be observed by
creating a terminal at the end of them and measuring their
radiation patterns.

V. RESULTS AND DISCUSSION

HFSS provides a number of options for plotting the results
of simulations whether the results are needed as transfer
characterics, S parameters, and radiation patterns for antenna
designs among others. To accurately characterize the suscep-
tibility of the circuit to EMI, the radiation characteristics are
plotted on rectangular plots to show the development of gain
with respect to frequency. The readout line is used as the

CMOS Pixel in ANSYS

Fig. 4. The radiation gain for the readout line between 1 kHz and 1GHz.

excitation as it is the output of the pixel, and thus the results
will be usable as reciprocal results describing susceptibility of
the pixel circuitry to EMI.

A. RF and Microwave Results

Figures 4 and 5 show the extrapolated radiation patterns
through the radiation boundary aperture as measured from the
crossing readout line. The different lines represent different
angles of ✓ and � that were considered in the aperture with
5 degrees of selectivity. Though the monotonically increas-
ing coupling with frequency observed does not provide any
unexpected results as the expected resonance points should be
when the model dimensions are greater than �

10 , it is important
to note the value in these measurements for confirming the
expected result, and reinforcing the validity of Maxwell’s
equations. While electrically small antennas (L << �) are
typically considered to not be radiative or receptive to cou-
pling, the more accurate statement is that they do couple but
at significant attenuation. These two plots cover from 1 kHz

to 100GHz. Though this is a very high frequency range, it
notable that the frequency corresponding to the length of the
continuous readout line at 3 um if taken as a wavelength is
99.93THz, and thus even 100GHz is electrically small by
a nearly 3 decade margin. A final important detail is the
mismatch between the 1GHz measured in each figure. While
the lower bounds estimate better performance, the higher
bounded solution estimated a worse coupling. This is due
to the manner in which HFSS calculates frequency sweeps.
Within a frequency sweep, the first frequency is used for
defining and refining the mesh of tetrahedrons. While this
normally is fine for sweeps with comparable wavelengths,
the large range used in Fig. 4 makes the mismatch stand out
considerably.

Fig. 5. The radiation gain for the readout line between 1GHz and 100GHz.

B. Beyond Microwave

The next range considered in Fig. 6 covers some of the
far and mid-infrared bands. Of note, emissions in the thermal
bands may have measurable effects when incident upon the
photosensitive region, but HFSS as a passive simulator does
not take these effects into account. Here it is notable that there
are two notable deviations from the monotonically increasing
behaviour observed before at approximately 4.8THz and
8.4THz. The wavelength at these two frequencies correspond
to 62.5 µm and 35.7 µm. It is also worth noting that unlike the
two prior plots, the relative reception for different angles at the
same frequency changes. This is indicative of the structures
in the model approaching the �

10 length of the line. This is
enough length for a phase difference to be present and induce
a larger magnetic response, enabling secondary coupling and
emission from other elements within the pixel. While these
are still low amounts in terms of power, an incident signal
from an EMI source would similarly experience destructive
interference from the secondary elements acting as receivers
and retransmitters. With this observation, it becomes clear
that the 4.8THz is cancellation from coupling to all three
of the surface visible control lines. Though arranged in a
U shape, they represent an almost uninterrupted 15 µm strip
separated by less than 100 nm, and form a type of quarter
wavelength antenna. Just like any other antenna, it does not
function well when the feed is attached improperly, and the
location of the measurement point is what causes the reduced
gain observed due to higher destructive interference across the
center conductors. Similarly, this logic holds true for 8.4THz
as the readout and VDD lines together make for a quarter wave
receiver of approximately 9 µm.

The fourth range in Fig. 7 covers part of the near infrared
band and has significant anomalies that can be attributed to
a variety of causes. Now that structures on the pixel are
comparable in wavelength to the frequencies being used,

Susceptibility of pixel to manipulation (higher better) vs. frequency
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Figure 5: (a) The frequencies of the sinusoidal signals at which the Smart Lock unlocks and locks when probed physically. (b)
The experimental setup for the wireless frequency response measurement. (c) The micro SMD probe connected to the GPIO pin
PA15 of the microcontroller

LOW and, in order to maintain that state, the GPIO pins of the
microcontroller will sink current when an external signal is
applied to it. Therefore, a voltage follower, which is in parallel
to the GPIO pin, is employed to source current more than the
latter can sink, so that the voltage from the AFG is observed on
the GPIO pins. The frequencies at which the motor rotates in
the direction of the lock are are noted. Similarly, by attaching
the voltage follower’s output to pins PA14 and PA15 and
performing a frequency sweep, the frequencies at which the
motor moves in the direction of unlock are noted.

Discussion: To design an attack signal the adversary should
select a frequency for which both locking/unlocking occur so
that they can use the same attack setup to launch a bidirectional
attack. Therefore, the desired range of frequencies for wireless
spiking the GPIO pins are from 100Hz to 1000Hz and 100 kHz

to 1MHz (Figure 5a).

2) IEMI Compatible Frequencies: Because of the geometry
of the PCB traces connecting the microcontroller and motor
driver, an attacker will more efficiently induce a waveform on a
lock’s circuitry at some frequencies rather than others [23]. For
Smart Lock X the frequency range of 100Hz to 1000Hz can be
eliminated because the ratio between transmitted versus induced
signal is so low due to: 1) the wavelength of these signals is
considerably larger than the dimensions of the PCB traces, and
2) as discussed in [6], Faraday’s law of induction states that
induced voltages are directly proportional to frequency, thus
higher frequencies induce greater voltages. We thus performed
experiments to determine at which frequencies the lock’s
circuitry best responded to IEMI.

Measurement Method: In the experimental setup a toroid
with an air gap was used as the radiator, with an AFG connected
to a voltage follower circuit acting as a source (Figure 5b).
Due to the frequency-dependent impedance of the toroid, a
voltage follower was used in an attempt to provide a uniform
current, or at least one strong enough, to create a magnetic
field that would reliably induce voltages on the lock’s circuitry.
The toroid was placed around the PCB near the GPIO pins
and the voltage induced on the pin PA14 measured using an
SMD microprobe and oscilloscope (Figure 5c).

Additionally, as the toroid produced stray magnetic fields
(i.e., fields not confined to the air gap) that could couple to the
probe and corrupt the measurements, we introduced a control
in the form of an unconnected probe at the same location.

An increase in the voltage measured by the connected probe,
without a commensurate increase in the disconnected probe,
would thus indicate an increased coupling between the wireless
signal and the board, as opposed to merely an increase in the
coupling of the stray magnetic field to the probes themselves.

A frequency sweep from 100 kHz to 1MHz was performed
and the coupling ratio recorded to evaluate the efficacy of attack
signals of varying frequency. For our purposes, the coupling
ratio is the ratio between the voltage induced on the GPIO pin
PA14 and the voltage across a sense resistor placed in series
with the radiator; the latter of which is proportional to input
power. This ratio indicates, assuming equal input power, the
frequency that will have the greatest affect on the lock’s control
circuitry (i.e., induce the greatest voltage. Measurements were
taken versus frequency when the lock was powered ON and
OFF to understand whether the lock was more susceptible to
attack when in a (probable) sleep or active mode.

Discussion: As expected the disconnected probe shows that
induced voltage increases linearly with increase in frequency
(it is proportional to the derivative of the current through the
radiator due to Faraday’s law [6]) (Figure 6, red). The coupling
ratio of the GPIO pin is, however, non-linear which indicates
that some frequencies are more advantageous to an attacker than
others (Figure 6, blue). It was also observed that when the smart
lock is powered ON the frequency response for � 100 kHz
is flatter than when it is OFF. The source of this discrepancy
requires further investigation. An attacker should select the
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