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Review:
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Last Time: Transduction attacks

• Side channels 
• “Read” side channels violate confidentiality  
• “Write” side channels violate integrity 
• Can use for good to detect malware with power 

• Transduction attacks exploit the physics of 
sensors to fool sensors into seeing a false, 
coherent reality 

• Signal conditioning path: Transducer, Amplifier, 
Filter, ADC, microprocessor 

• Examples: EMI for thermocouples, microphones, 
pacemakers
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Review: Baseband Injection
Baseband: frequency range of desired signals. 
Interference outside the baseband is easy to filter. 
Interference in the baseband is hard to remove.
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Review: Self Demodulation
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Pop Quiz #3

•Write your name on paper

7



Today’s Learning Goal
• How to use intentional acoustic interference to 

control MEMS accelerometers


• Gain understanding of the underlying physics 
necessary for testing attacks for real in lab

8
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Resonant vibrations 
can damage bridges
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Resonant vibrations  
can damage bridges  

MEMS semiconductors

11
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Z-axis of MEMS gyroscopes

12

 [Son et al., USENIX Security’ 15]

 8 kHz acoustic tone hits resonant  
frequency of MEMS gyroscope 

 Disturbs PID feedback control 
 Drone falls from sky
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Sound and MEMS Sensor Security

[“WALNUT” by Trippel et al., IEEE Euro S&P 2017]

15
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Unintentional Demodulation

17

Intentional  
signal demodulation

vs.
Both: Intentional signal 

modulation

Unintentional 
signal demodulation
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MEMS Sensors
Micro-Electro-Mechanical Systems 

 Accelerometers 

 Gyroscopes 

 Clocks 

Advantages 
 Low cost 
 Low power 

some < 1 mA 

 Small integrated circuit

18

*Photos courtesy of “Everything about STMicroelectronics’ 3-axis digital MEMS gyroscopes – Technical Report”, by STMicroelectronics.
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Standard Deviation Mean Shift

1. 
Fluctuating

2. 
Constant 
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Signal Distortion
Two types of spoofed acceleration 

 Fluctuating accelerometer output 
 Constant accelerometer output

20

asymmetric clipping
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Output Control Modulation

Desired Accelerometer  
Output Signal

MEMS Resonant Frequency  
(Carrier Signal)

Modulated Acoustic  
Attack Signal

=
+

21
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W A L N U T

W A L N U T
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Output Biasing via Aliasing

24

ADC

Analog Accel. 
Signal

Digital Accel. 
SignalNyquist
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Altering System 
Behavior through its 

Accelerometer

25
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Samsung Galaxy S5
• Smartphone is ideal target  both speaker and 

accelerometer COLOCATED! 

• Phone runs application that uses accelerometer to 
maneuver an RC car 
‣ Application: iSpy Toys 
‣ Accelerometer: MPU6500 

• Phone simultaneously plays malicious audio file

1g = Backward 0.3g = Stop 0g = Forward

Orientation of Phone X-axis vs. Car Actions

X-
ax

is

X-axis
X-axis

RC Car

Car Commands
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Samsung Galaxy S5

RC Car

Samsung Galaxy S5

Car Commands

Accelerometer Readings

27
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Samsung Galaxy S5

28
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Potential Delivery Mechanisms

29
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Randomized Sampling
Destroy predictability of sampling regime 
Randomize delay at each sampling interval

33
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180° Out-of-Phase Sampling

Un-aliased acoustic acceleration is sinusoidal 
‣ Symmetrically distributed around zero 

‣ Averaging attenuates acoustic acceleration

34
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180° Out-of-Phase Sampling
• Un-aliased acoustic acceleration is sinusoidal 

‣ Symmetrically distributed around zero 

‣ Averaging two consecutive acceleration samples attenuates acoustic 
acceleration 

• Example: 
‣ Fs = 2550 Hz  ~ 0.4ms 

‣ Fres = 5100 Hz  ~ 0.2ms

35
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Consequences of Intentional 
EMI on Sensors 

Internet of Everything
What could possibly go wrong?

36



“Runs on a Chip”

http://www.phoenixazgaragedoorrepair.com/garage-door-repair/1786/how-led-lights-can-cause-problems-with-your-garage-door-
opener/garage-door-blog/



“Runs on a Chip”

http://www.phoenixazgaragedoorrepair.com/garage-door-repair/1786/how-led-lights-can-cause-problems-with-your-garage-door-
opener/garage-door-blog/



MIT Humor Magazine  
Predicts IoT Light Bulbs 
Fall 1995

http://web.mit.edu/voodoo/www/archive/pdfs/1995-Fall.pdf

!.
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Protecting Auto Sensor Security 
" Vehicles need trustworthy sensors  

# Level 0: airbags, traction control 
# Levels 1-3: inertial measurement, prox sensors 
# Levels 4-5: closed-loop feedback control 

" Meaningful threat models 
# Should be based on science, not hope 
# Cannot be valid unless refutable 
# Requires identification of non-trivial limits & failure 

" Red herrings 
# Key size, software only, signals only, HW only

41
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Sensors: Water Treatment Plant

42
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Sensors: Dams

43

http://www.mpe.ca/project_experience/projects.php?view=28

http://www.mpe.ca/project_experience/projects.php?view=28
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Sensors: Oil Pipelines

44

http://www.modcon-systems.com/applications/pipelines/pipeline-scada-security/

http://www.modcon-systems.com/applications/pipelines/pipeline-scada-security/
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Sensors: Hydraulic Fracturing

45

http://blog.comtrol.com/2013/04/03/hydraulic-fracturing-process-monitoring/

http://blog.comtrol.com/2013/04/03/hydraulic-fracturing-process-monitoring/
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Sensors: BSL-4 Negative Pressure 
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IAEA sensors for treaty 

47

“Nuclear inspectors must 
learn to trust their 

colleagues, but during 
their training they must 

learn not to trust 
others…you never know 
who might be siphoning 
off nuclear material to 

build a bomb or sell on 
the black market….” 

Bohannon, J. (2006). Staying one step ahead: An IAEA 
inspector fits the picture. IAEA Bulletin, 48(1), 31-32.

•
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Baconian Corollary: 
  oT Makes Everything Better?
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http://uncyclopedia.wikia.com/wiki/Bacon
http://bacondujour.blogspot.com
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No Worries As Long As No Antenna…

49
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GSMem: Data Exfiltration from Air-Gapped Computers over GSM 
Frequencies 

Mordechai Guri, Assaf Kachlon, Ofer Hasson, Gabi Kedma, Yisroel Mirsky1, Yuval Elovici1 

{gurim, assafka, hassonof, gabik, yisroel, elovici}@post.bgu.ac.il  
Ben-Gurion University of the Negev, Beer-Sheva, Israel 

1 Telekom Innovation Laboratories at Ben-Gurion University, Beer-Sheva, Israel 
 
 

Abstract 
Air-gapped networks are isolated, separated both 
logically and physically from public networks. 
Although the feasibility of invading such systems has 
been demonstrated in recent years, exfiltration of data 
from air-gapped networks is still a challenging task. In 
this paper we present GSMem, a malware that can 
exfiltrate data through an air-gap over cellular 
frequencies. Rogue software on an infected target 
computer modulates and transmits electromagnetic 
signals at cellular frequencies by invoking specific 
memory-related instructions and utilizing the multi-
channel memory architecture to amplify the 
transmission. Furthermore, we show that the 
transmitted signals can be received and demodulated by 
a rootkit placed in the baseband firmware of a nearby 
cellular phone. We present crucial design issues such as 
signal generation and reception, data modulation, and 
transmission detection. We implement a prototype of 
GSMem consisting of a transmitter and a receiver and 
evaluate its performance and limitations. Our current 
results demonstrate its efficacy and feasibility, 
achieving an effective transmission distance of 1 - 5.5 
meters with a standard mobile phone. When using a 
dedicated, yet affordable hardware receiver, the 
effective distance reached over 30 meters. 

1. Introduction 
Security-aware organizations take various steps to 
prevent possible theft or leakage of sensitive 
information. The computers responsible for storing and 
processing sensitive information often operate on air-
gapped networks. These networks are physically 
disconnected from non-essential networks, primarily 
those in the public domain. With the growing 
awareness of negligent or malicious insiders 
compromising air-gapped networks, as evidenced in 
several incidents [1] [2], some organizations have 
begun to restrict USB access, to prevent malware 
infection or data leakage via USB thumb-drives [3]. 

Acknowledging the security risks of mobile phones 
equipped with cameras, Wi-Fi, or Bluetooth, some 
organizations has restricted their use, forbidding them 

in classified areas. For instance, an Intel Corporation 
best-practices document [4] asserts: "Currently, 
manufacturing employees can use only basic corporate-
owned cell phones with voice and text messaging 
features. These phones have no camera, video, or Wi-
Fi." In another case, visitors at one of Lockheed-
Martin’s facilities [5] are instructed as follows: 
"Because ATL is a secure facility, the following items 
are not allowed to our floor of the building: cameras 
(film, video, digital), imaging equipment, tape 
recorders, sound recording devices. Cell phones are 
allowed, but camera/recording features may not be 
used." Similar regulations are likely to be found in 
many other security-aware organizations. Clearly, the 
issue of information leakage associated with basic 
cellular phones or a phone without a camera, Wi-Fi and 
the like, has been overlooked in cases in which such 
phones are allowed in the vicinity of air-gapped 
computers.  However, modern computers are electronic 
devices and are bound to emit some electromagnetic 
radiation (EMR) at various wavelengths and strengths. 
Furthermore, cellular phones are agile receivers of 
EMR signals. Combined, these two factors create an 
invitation for attackers seeking to exfiltrate data over a 
covert channel. 

In this paper, we present an adversarial attack model in 
which any basic desktop computer can covertly 
transmit data to a nearby mobile phone. Transmission is 
accomplished by invoking specific memory-related 
CPU instructions that produce baseband compliant 
EMR at GSM, UMTS, and LTE frequencies. By using 
the functionality of multi-channel memory architecture, 
the signals are amplified and transmitted with increased 
power. These signals are received and decoded by a 
rootkit installed at the baseband of a standard mobile 
phone. To demonstrate the feasibility of the attack 
model, we developed GSMem, a bifurcated malware 
that consists of a transmitter that operates on a desktop 
computer and a receiver that runs on a GSM mobile 
phone. We implemented communication protocols for 
data modulation and channel reliability and provide 
extensive experimental results.  
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received (baseband processor to application processor). 
Communication between the processors is commonly 
handled through a shared-memory segment or a 
dedicated serial interface [9] [41]. Unlike modern 
smartphones, low-end mobile phones, also referred to 
as feature-phones, employ a single processor to man-
age both user-interface and cellular communication. On 
feature-phones, this single processor is also referred to 
as a baseband processor. 

4.2.1. Baseband Chip Architecture 
The baseband processor is an integral part of the 
baseband chip. The chip consists of: (1) the RF 
frontend, (2) the analog baseband, (3) the digital 
baseband, and (4) the baseband processor [6] [41]. 

 
Figure 2: The baseband components and application processor 
in modern mobile phones. In low-end phones, an application 
processor doesn’t exist. 

The RF frontend handles received and transmitted 
signals on the physical level. This component consists 
of items such as: an antenna, a low-noise amplifier 
(LNA), and a mixer. The analog baseband contains, 
among other components, an analog to digital converter 
(ADC) and a digital to analog converter (DAC) to 
mediate between the digital baseband and the RF 
frontend. The digital baseband includes the digital 
signal processor (DSP) which is responsible for the 
lowest parts of the protocol stack (i.e., 
modulation/demodulation and error-correction). The 
baseband processor is responsible for handling the 
higher and more complex layers of the protocol stack.  
Communication between the DSP and the baseband 
processors takes place through a shared-memory 
interface (Figure 2). 

5. The Transmitter 
The physical effect underlying our transmission method 
is electromagnetic radiation (EMR), a form of energy 
emitted by certain electromagnetic processes. The 
emitted waves propagate through space in a radiant 
manner. Electromagnetic waves have two defining 
properties: the frequency 𝑓 measured in Hertz (Hz) and 
the amplitude (i.e., strength) measured in decibel-
milliwatts (dBm). In many cases, electronics (such as 
wiring, computer monitors, video cards, and 
communication cables) emit EMR in the radio 
frequency spectrum. Their frequencies and amplitudes 
depend on their internal currents and voltage. An 
exploitation of intentional and unintentional emissions 

from computer components has been addressed in 
previous research [14] [23] [13] [42]. 

We propose that a computer’s memory bus can be 
exploited to act as an antenna capable of transmitting 
information wirelessly to a remote location. When data 
is exchanged between the CPU and the RAM, radio 
waves are emitted from the bus’s long parallel circuits. 
The emission frequency is loosely wraps around the 
frequency of the RAM’s I/O bus clock with a marginal 
span of +/-200MHz.  The casual use of a computer does 
not generate these radio waves at significant amplitude, 
since it requires a major buildup of voltage in the 
circuitry. Therefore, we have found that by generating a 
continuous stream of data over the multi-channel 
memory buses, it is possible to raise the amplitude of 
the emitted radio waves. Using this observation, we are 
able to modulate binary data over these carrier waves 
by deterministically starting and stopping multi-channel 
transfers using special CPU instructions. 

In the remainder of this section, we describe the design 
and implementation of the transmitter from the bottom 
up. First, we discuss the carrier wave (channel 
frequency) of the emitted radio waves. Next, we discuss 
a method for modulating binary data over a bus. Last, 
we propose a simple bit framing protocol to help the 
receiver demodulate the received signal. It is important 
to note that since the focus of this paper is the 
feasibility of the proposed covert channel, we do not 
exhaustively explore all possible signal modulations or 
bit framing protocols. Improvements to the 
communication protocol are a subject of future 
research. 

5.1. EMR Emissions 
Multi-channel memory architecture is a technology that 
increases the data transfer rate between the memory 
modules and the memory controller by adding 
additional buses in between them. The address space in 
multi-channel memory is spread across the physical 
memory banks, consequentially enabling data to be 
simultaneously transferred via multiple (two, three, or 
four) data buses. In this way, more data can be 
transferred in each read/write operation. For example, 
motherboards with dual-channel support have 2x64 bit 
data channels. Some computers support triple-channel 
memory and modern systems even have quadruple-
channel support. Multi-channel architecture is 
implemented in all modern Intel and AMD 
motherboards. 

In Figure 3, the radio emissions from an ordinary 
desktop workstation with dual channel memory are 
plotted on the frequency plane, comparing emissions 
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from casual activity to those associated with intentional 
actions. When all channels are used, the radio emissions 
from the buses increase (red) in comparison to the 
emissions from casual activity (blue). We observed an 
increase of at least 0.1 - 0.15 dB across the frequency 
band 750-1000MHz, where some specific sub-bands 
showed an increase of about 1 - 2.1dB. A full summary 
of the radio emissions of different motherboards and 
memory technologies can be found in Table 3. 

 
Figure 3: A plot of the amplitude of the radio waves emitted 
from a motherboard with an 800MHz I/O bus using DDR3-
1600 RAM. Blue: casual use of the computer. Red: our 
transmission algorithm while using the dual channel data 
paths. 

Based on our experiments, we have found that the use 
of three or four channels increases amplitude emissions 
across nearly the entire band depicted in Figure 3. This 
means that as the memory architectures mature, the 
quality of the proposed covert channel will increase. 
Note that these radio emissions fall within the 
frequency bands of GSM, UMTS and LTE, making 
them detectable by all modern basebands. 

Standard Name I/O bus clock (ࢉࢌ) EMR Range 

DDR3-1600 800MHz 600MHz-1100MHz 

DDR3-1866 933MHz 750MHz-1150MHz 

DDR4-2133 1066MHz 750MHz-943MHz 
(fragmented) 

1.04GHz-1.066GHz 

Table 3: Summary of radio emissions from different memory 
buses.  

5.2. Signal Modulation 
In communications, modulation is the process where 
analog waveforms are varied to carry information over 
some medium. Typically, a carrier wave (for wireless a 
radio wave at the frequency 𝑓௖) is selected as the 

channel frequency, where most of the energy from the 
modulation can be found in the band around 𝑓௖. 

There are many techniques for modulating a carrier 
wave to carry binary data. For simplicity and as a show 
of feasibility, we use a variant of the two level 
amplitude shift keying (B-ASK) modulation; to send a 
‘1’ or ‘0’ the transmitter raises or lowers the amplitude 
of 𝑓௖ accordingly over set time intervals ܶ (in seconds) 
[43]. In other words, the time domain is partitioned into 
intervals of length ܶ, and the symbol (i.e., signal 
amplitude) that corresponds to the current bit is 
transmitted over that entire interval. Our variation of B-
ASK is that ‘0’ is not represented by a near zero 
amplitude, but rather by the average level of the casual 
emissions. It is assumed that the receiver can 
differentiate between average and high emission levels 
(described in detail later in Section 6). The motherboard 
bus’s radio emissions can be modulated to carry a B-
ASK signal in the following way: to transmit a ‘1’ all 
memory channels are utilized for ܶ seconds, and to 
transmit a ‘0’ nothing special is done (casual emissions 
are emitted). In this case, 𝑓௖ is the motherboard’s 
memory clock. 

5.3. Modulation Algorithm 
In order to transmit a ‘1’, it is necessary to consistently 
utilize multiple memory channels for ܶ seconds. To do 
this we generate a long random data transfer from the 
CPU to the main memory using the single instruction 
multiple data (SIMD) instruction set. SIMD utilizes 
special CPU registers of 64-bits and 128-bits in order to 
process wider chunks of data in a single instruction. 
SIMD instructions are usually used for vectorized 
calculations such as 2D/3D graphics processing, and 
includes instructions to load/store data between the 
main memory and special registers. 

 
 
We implemented the B-ASK modulation algorithm 
using the Streaming SIMD Extension (SSE) instruction 
set found in Intel and AMD CPUs. The SSE specifies a 
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Analog Cybersecurity: Row 
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So, you depend 
on sensors?
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Creating Trustworthy Sensors
$ Demystify analog sensor attack surface 
# Test to security FAILURE, not test to ¯\_(ツ)_/¯ 
# Unwrap abstractions of electrical engineering,  

mechanical engineering, materials science

$ Ad-hoc security ⇨ measurable science 
# Physically de-risk intentional interference with more 

deliberate HW specs & design (e.g., resonance) 

$ Rethink ICs and hardware-software APIs 
# Convey to SW stack WHY trust sensor output 
# HW should expose HINTS of trustworthiness

52
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Analog Cybersecurity Risks
Computers have always been vulnerable to analog 
cybersecurity threats 

What’s changing? 
 Degree of connectedness and dependence 
 From human-in-the-loop to automated consequences  
 Increased risks to availability and integrity 

Maybe it’s a not a good idea to put  
a computer in everything unless  
there’s a good reason
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Homework and Next
• Homework


✓ Lab #1: Due Mon, Sep 22


➡ Prelab #2: Due Thu, Sep 25


➡ Essay #1: Due Mon, Sep 29


• Next


‣ Thursday: Lab #2 time in class
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