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Last Time: Signals and Systems Refresher

• Frequency domain: Fourier transform, frequency 
response, spectrogram/waterfall plot 

• Filters: low-pass, high-pass, band-pass, and band-
stop/notch filters shape signals for desired 
applications such as hearing, radios, and speakers. 

• Resonance: systems amplify at natural frequencies, 
for example train wheel squeal. 

• Sampling (Shannon–Nyquist): must sample at least 
twice the signal frequency to avoid aliasing. 

• Signal-to-noise ratio: determines survival of 
meaningful signals in noise, with real-world path 
loss limiting attacks. 2



Today’s Learning Goals

• Gain experience with transduction attacks  
and the underlying physics of modulation.

3



Pop Quiz #2

•Write your name on paper

4
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Analog Side Channels
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“Read” 
Property: Confidentiality 
Example: Power Analysis

“Write” 
Property: Integrity 
Example: Sensors

“Read” 
Property: Confidentiality 

Spectre, Meltdown, …

Analog

Microphone

Amplifier Analog to Digital
Converter Microprocessor

Audio signal

Audio signal

V

Time

V

Time

V

Time

V

TimeTime

V

Time

V

V

TimeTime

V

Microphone

Amplifier ADC Microprocessor
Audio signal

Digital



Type to enter text

Embedded Security

Sensor Signal Conditioning Path
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[“Protecting the Security of Sensor Systems” by Connor Bolton, Ph.D. Thesis, University of Michigan, 2022]
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Review: Power Spectrum

9
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(a) Time-domain plots (b) Spectrogram plots

Fig. 1: Time- and frequency-domain plots of several power traces as a MacBook loads
two different pages. In the frequency domain, brighter colors represent more energy at
a given frequency. Despite the lack of obviously characteristic information in the time
domain, the classifier correctly identifies all of the above traces.

2.2 Tracking Hardware Components’ Power Consumption

To develop intuition about what kinds of tasks are likely to induce identifiable activity
patterns on the power line, we measured the power consumption of a laptop (MacBook-
1, Appendix A) under a variety of workloads designed to stress individual subsystems.
We used a P3 Kill A Watt power monitor [25] to measure power consumption. Table 1
summarizes the results, which suggest that the MacBook’s CPU and GPU dominate
power consumption under load. The network interfaces and solid-state storage draw
comparatively little power.

Prior side-channel work has leveraged network characteristics such as packet tim-
ings [28] or lengths [33, 34] to classify webpages according to their network traffic.
A reasonable question to ask is whether network classifiers are likely to apply to the
problem of webpage identification. We tapped the activity LED of a network switch
port to capture a representation of a computer’s network traffic while also tracing the

Condition Power (W) vs. Baseline

Baseline (idle, screen off) 8

One core at 100% +7

Two cores at 100% +11

GPU at 100% +11

Wired network saturated +2

Wireless network saturated +3

File copy, SSD to SSD +6

Screen at maximum brightness +6

Table 1: MacBook power consumption under various types of load. Numbers beginning
with + are relative to the baseline of 8 W.

“Current Events: Identifying Webpages by Tapping the Electrical Outlet” 
by Clark et al, ESORICS 2013
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“Potentias est Scientias” by Clark et al, USENIX HotSec 2012
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(a) The network activity is correlated with

high current consumption, but is not the only

cause. Spikes before and after network activ-

ity show that local computation dominates the

consumption.

(b) The system call activity (as measured by

DTrace) is also correlated with high current

consumption, and our results suggest that sys-

tems exercised by system calls are a major

cause of consumption.

Fig. 2: Time-domain plots as a MacBook loads webpages. Both network activity and
system calls appear to correlate with energy consumption.

computer’s AC power line. Figure 2a shows an example from our tests. The computer
consumes power performing other tasks before the network interface actually begins to
send and receive packets. Furthermore, the AC power provides insight into client scripts
and rendering loads unavailable in a network trace.

Power consumption appears to be more strongly correlated with system calls than
with network activity as shown by Figure 2b. Tracking the number of system calls
initiated by the browser process with DTrace captures memory allocation and disk I/O
in addition to network activity, enabling monitoring of all of the components we have
identified as major power consumers.

3 Approach: Supervised Learning Classifier

To distinguish among webpages, we adopt a supervised learning approach, in which we
train a classifier on labeled AC power traces and then attempt to match unlabeled traces.
An AC power trace contains artifacts of every powered computer component, each of
which may have its own clock rate or power signature, and each of which processes
information differently. We assume that disentangling these signals (multicore CPU,
multicore video card, multiple drives, etc.) from a single AC power trace is intractable
with current techniques, and instead focus on coarser-grained, system-level questions,
such as which popular webpage the user is loading. Because it is prohibitively difficult
to build a generative model of how computing tasks will map to power consumption—
a discriminative modeling approach is more appropriate. Our supervised-learning ap-
proach fits this requirement; it requires only a labeled training set and learns its own
model of how feature values map to class labels. Specifically, we train support vector

machines (SVMs) using the open-source library libsvm [5].



Embedded Security

Analog Cybersecurity:
Using Read Side Channels 

for Defense
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Detecting Malware at Power Outlets

13

(a) An Apple advertisement from

2009 [6] touts energy-e�ciency gains

that also happen to reveal keystrokes

in power traces.
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(b) An illustration of increasing energy proportionality

for 3 computers. The oldest computer’s power consump-

tion changes very little with resource consumption, but

the newest computer’s power consumption more than

doubles in response to workload changes.

Figure 1.1

of increasing both energy e�ciency and performance for di↵erent workloads. Modern

CPUs and GPUs supporting both clock gating and turbo modes, for example, can

power down one or more processor cores and increase the clock speed on others to

maximize single-threaded performance without violating thermal design power (TDP)

limits.

Both Intel and AMD have also begun to integrate CPUs and GPUs on the same

physical chip in the interest of energy savings. Tighter physical coupling allows de-

signers to use fewer transistors by eliminating redundancies and simplifying data

sharing. AMD even markets their tightly integrated architectures as Application

Processing Units (APUs) [79] rather than CPUs, touting their promise as platforms

for heterogeneous computing frameworks such as OpenCL [41].

While techniques such as DVFS and clock gating are relatively new, the trend

toward greater energy e�ciency extends far into the past. Koomey et al. point

2

 “Potentia est Scientia: Energy Proportionality 
Enables Whole-System Power Analysis” by 
Clark et al.  In USENIX HotSec, 2012.
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WattsUpDoc
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 “WattsUpDoc: Power Side Channels to Nonintrusively Discover Untargeted Malware 
on Embedded Medical Devices” by Clark et al.  In USENIX HealthTech, 2013. 
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Pharmaceutical Compounder
 Mixes solutions, verifies output 
 Flushes inputs 
 Idles

15



Power Analysis of Medical Devices
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The Problem…
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“Recently, the compounder was infected with a 
virus. It is unknown what effect this virus should 

have on the operating of the software.”
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The Problem
 Malware infects medical devices 
 Solutions in the consumer space do not readily apply 

 
“Less than 1% of our devices are network-connected.” 

-Lynette Sherrill, this morning

18
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Properties

19

No software 
changes No updates No manual 

configuration
No network 
connection

Antivirus x x ✓ ✓

Firewall ✓ ✓ x x
NIDS ✓ x x x

WattsUpDoc ✓ ? ✓ ✓
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Power Analysis

20

[Barisani CanSecWest09, Enev CCS11, Gandolfi CHES01, Hart IEEE89, 
Kocher CRYPTO99, Patel Ubicomp07]
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Intuition

21

Embedded General-purpose
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Devices Tested
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Figure 1: Running on Windows XP Embedded SP2, our
Baxa ExactaMix 2400 pharmaceutical compounder is an
automated embedded system that mixes liquids to indi-
vidual specifications for intravenous parenteral nutrition.

Device Configuration

Baxa ExactaMix
2400 compounder

WinXP Embedded, Via
664 MHz , 512 MB RAM

Schweitzer SEL3354
substation computer

WinXP Embedded, Athlon
2600+, 2 GB RAM

Table 1: Devices against which we tested WattsUpDoc.

SCADA systems. In addition to a medical device, we
evaluated WattsUpDoc on a Supervisory Control and
Data Acquisition (SCADA) device designed for indus-
trial applications; the similar use cases result in similar
hardware and software configurations.

SCADA systems comprise hardware and software that
monitors and controls industrial processes. This work
considers a substation computer, which is a “ruggedi-
zed” commodity PC that controls programmable logic
controllers (PLCs) and other automation hardware via an
array of communication ports. It may also communicate
with a larger network via Ethernet or similar. Substation
computers typically run “embedded” versions of main-
stream operating systems. We tested a substation com-
puter running Windows XP Embedded.

2.1 Threat Model
Because they incorporate both embedded and general-
purpose computing devices, medical and SCADA sys-
tems are vulnerable to malware targeting generic off-the-
shelf systems and to more-specific targeted malware akin
to Stuxnet [4, 9].

WattsUpDoc does not address targeted threats by de-
termined, well-funded adversaries. Such an adversary
with detailed knowledge of the defense mechanisms can

design an attack specifically to thwart or evade them.
Fortunately, these adversaries appear to be rare; we know
of no targeted attacks against medical devices in the wild,
and only a few examples of targeted SCADA malware
have been publicly acknowledged.

Garden-variety malware, on the other hand, is a clear
and present danger to both medical and SCADA sys-
tems [19, 25]. We contacted two security professionals
at academic medical centers to solicit first-hand perspec-
tives on the types of threats they encounter. Both sources
agreed that they have not seen any evidence of targeted
attacks against medical devices. One of the two enumer-
ated the top threats in his recent experience, listing three
widespread pieces of malware from the past year and
the Conficker worm, first identified in 2008. Based on
the available evidence, this paper focuses exclusively on
flagging, rather than directly stopping, untargeted mal-
ware threats—those that are not designed specifically to
evade power analysis.

We assume an attacker may use software exploits to
gain administrator-level access. For devices that are not
network-connected, it is important to note that they are
potentially exposed to malware if any node they interact
with can accept outside inputs from, e.g., the Internet or
a USB memory stick. We also assume that devices are
initially shipped without malware, providing a window
in which to train WattsUpDoc.

3 Validating Device Behavior with Power
Analysis

Many embedded medical devices share two key proper-
ties that make them amenable to nonintrusive monitor-
ing: (1) they perform well-defined, repetitive tasks that
should exhibit little variation from run to run; and (2)
they draw power from a power outlet. The power outlet
can serve as a monitoring point for unmodified hardware.

Many embedded devices perform a small number of
repetitive functions, such as actuating an electrical re-
lay, controlling a pump, or collecting sensor readings.
Devices based on off-the-shelf OSes (such as our com-
pounder) commonly run a single application that at least
conceptually constrains the computer’s operation; it is
not uncommon for such an application to hide as much of
the OS as it can, to give the illusion of a single-purpose
computer. As a consequence, the externally visible state
space is small.

Components’ power consumption as an undesirable
side channel is well established [18, 8, 6]. How-
ever, side channels can also leak constructive informa-
tion. Many computing devices exhibit systemwide power
consumption that scales closely with their workloads.
WattsUpDoc uses systemwide power consumption, mea-

3
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Trace Collection
 Gather traces in “normal” and “abnormal” conditions 

 Normal included idle, mixing chemicals, etc 
 Abnormal included emulated and real malware 
 ~2500 traces for each device 

 Look at frequency domain, not time domain

23
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Compounder Traces
 AC traces are sinusoidal. 
 Changes in power consumption create changes in 

amplitude.

24

Idle

Infected
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Building a Classifier
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Clean

Infected

Watts
UpDoc

Trace Feature
extraction Label TrainingState

FlushingFlushingFlushingFlushing

0 120 240 360 480

2

4

6

Frequency (Hz)

Po
we

rx,y,z,...

0 120 240 360 480

2

4

6

Frequency (Hz)

Po
we

rx,y,z,...FlushingFlushingFlushingMalware

Watts
UpDoc

0 120 240 360 480

2

4

6

Frequency (Hz)

Po
we

rx,y,z,...FlushingFlushingFlushingMalware Clean
Infected



Type to enter text

Embedded Security

Related Work
 NILM [Hart IEEE89] 
 Differential power analysis [Kocher CRYPTO99] 
 Identifying videos, webpages [Enev CCS11, Clark ESORICS13] 
 Power-based malware detection on smart phones [Kim Mobisys08, 

Liu RAID09] 
 Sensor node failure detection [Khan IPSN10]

26
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Now a Product
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“Read” 
Property: Confidentiality 
Example: Power Analysis

“Write” 
Property: Integrity 
Example: Sensors
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https://www.nytimes.com/video/multimedia/1247464146747/mobile-phone-turns-on-oven.html

https://www.nytimes.com/video/multimedia/1247464146747/mobile-phone-turns-on-oven.html


Review: Fault Injection
• Given a smart card that uses CRT to compute 

m = D(c) = cd mod n

• Inject a fault in the CRT portion of the 
algorithm with a chosen ciphertext c such that 
the output is m’

• Compute a regular decryption without a fault 
with output m

• WLOG, p = GCD (m - m’, n)

Handout 6: "On the Importance of Checking Cryptographic Protocols for Faults"  
by Boneh et al., EuroCrypt 1997.
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Transduction Attacks [CACM ’18]
  Sensors are transducers 

 Translate the physical into the electrical 
 Computer software interprets and operates on binary 

representations rather than direct physical or electrical quantities 

  Transduction attack 
 Exploits a vulnerability in the physics of a sensor to manipulate its 

output or induce intentional errors 
 Think of it as violating the “requires” clause of mechanical or 

electrical engineering, and no exception is thrown at the software

31
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Digital Abstraction != Force Field

Vibration 
Acoustics 
RF 
Light 
Heat

32
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Do Not Blindly Trust Sensors

Sensors are a proxy for 
reality 

Thermocouple 
interpolates from a 
voltage potential 
Not necessarily 
temperature

33



Type to enter text

Embedded Security

Absolute Zero Day Attack

34

Dr. Sara Rampazzi  
joins UFL faculty 

Tu et al., “Trick or Heat? Attack 
on Amplification Circuits to Abuse 

Critical Temperature Control 
Systems” in ACM CCS 2019
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Where Do Thermocouples Matter?

35

Photos: NYTimes, NBC Today, ABC News5 Cleveland

At Risk: Closed-Loop  
Feedback Systems
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Problem:  
How to protect medical devices  
and cyberphysical systems from 

emerging threats to  
analog 
sensor  

integrity?

comparator controller system
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Outline: Protecting Sensor Integrity
Today: taste of sensor security research across three modalities: 

Defending against radio-based attacks on sensors 

Coming weeks: 

Defending against sound-based attacks on sensors 

Defending against light-based attacks on sensors

37



Intentional Electromagnetic Interference 
(Or Don’t Trust Your Sensors)

“Ghost Talk: Mitigating EMI Signal Injection Attacks against Analog Sensors” by Foo Kune et al.  
In Proc. IEEE Symposium on Security and Privacy, 2013.

 
Joint work with Denis Foo Kune (U. Michigan),  
John Backes (U. Minnesota), Shane Clark (U. Mass Amherst),  
Dr. Dan Kramer (Beth Israel Deaconess Medical Center),  
Dr. Matthew Reynolds (Harvard Clinical Research Institute),  
Yongdae Kim (KAIST), Wenyuan Xu (U. South Carolina)

Supported in part by NSF CNS- 1035715, CNS-0845671, CNS-0923313, GEO-1124657, S121000000211, HHS 90TR0003/01, the Sloan Research Fellowship, the University of Minnesota 
Doctoral Dissertation fellowship, the Korean MEST NRF 2012-0000979, the Harvard Catalyst/Harvard Clinical and Translational Science Center MeRIT career development.  Any opinions, findings, 

and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the HHS or NSF.
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Many reports of accidental 

Cellphone 
+ 

Oven

New York Times 
Aug 21 2009

Armstrong, Hutley  
2007

Ambulance comm 
+ 

Life support system

EMI 
+ 

Anti-lock brakes

NASA pub 1374 
1995
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Which one is the real cardiac signal?
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X
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Inputs may not be trustworthy

Device

Network Traffic

Software Updates

Sensor Readings

41
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Ghost Talk: Intentional interference

• Conducting traces can couple to EMI (back-door).

• Sensitive analog sensors can be affected.

42

IntentionalMicrophone

Amplifier Analog to Digital
Converter Microprocessor

Audio signal

Audio signal

V

Time

V

Time

V

Time

V

TimeTime

V

Time

V

V

TimeTime

V

Microphone

Amplifier ADC Microprocessor
Audio signal

Microphone

Amplifier Analog to Digital
Converter Microprocessor

Audio signal

Audio signal

V

Time

V

Time

V

Time

V

TimeTime

V

Time

V

V

TimeTime

V

Microphone

Amplifier ADC Microprocessor
Audio signal

[“G
ho

st
 T

al
k”

 b
y 

Fo
o 

Ku
ne

 e
t a

l.,
 IE

EE
 S

&P
 2

01
3]



Kevin Fu, Intentional Electromagnetic Interference

The Max Headroom incident

• Max Headroom

• Front-door coupling 

• Overwhelm legitimate radio signal with another radio signal


• Ghost Talk

• Back-door coupling

• Overwhelm legitimate acoustic signal with radio signal

43
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Fundamental Problem: Baseband
Baseband: frequency range of desired signals. 
Interference outside the baseband is easy to filter. 
Interference in the baseband is hard to remove.

Frequency (Hz)
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P is equal to NP

Example: Adding audio waveform

P is not equal to NPNot

45
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Mic and dipole antenna

46

[“G
ho

st
 T

al
k”

 b
y 

Fo
o 

Ku
ne

 e
t a

l.,
 IE

EE
 S

&P
 2

01
3]



Type to enter text

Embedded Security

Microphone Interference with RF

47

Microphone

USRP1 with 
RFX900 board
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Kevin Fu, Intentional Electromagnetic Interference

DTMF tones can be transmitted over EMI

• Setup: Phone with bluetooth device dialed a bank

• Transmitted: credit card number over EMI

• Consequence: remote bank logged us into the system

48



Kevin Fu, Intentional Electromagnetic Interference

• Transform emitted interference to match circuit. 

• Reduce transmission power with high frequency carrier
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Operational challenges for intentional EMI
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Kevin Fu, Intentional Electromagnetic Interference
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Sampler can demodulate signal
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Non-Linearity: Self Demodulation
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Kevin Fu, Intentional Electromagnetic Interference
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The Cardiac Cycle

American Heart Association, August 2012

53
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Intentional EMI on cardiac devices
Pacemakers, defibrillators 
Electrocardiogram machines

54

10 Cardiac Pacing, Defi brillation and Resynchronization: A Clinical Approach

often preferable in patients with distorted anatomy, 
such as those with congenital cardiac defects or those 
with surgically amputated atrial appendages. Active 
fi xation leads are also preferable in patients with high 
right-sided pressures. As alternative site pacing has 
evolved, i.e. the placements of leads outside the right 
atrial appendage and right ventricular apex, screw-in 
leads have become more popular and necessary for 
long-term stability.  

There are various types of mechanism used to keep 
the screw unexposed until it is placed in an optimal site 
for fi xation. One example is a system in which the screw 
is extendable and retractable from the pacemaker lead 
tip. This allows the operator to designate the precise lo-
cation and timing to extend the screw from the tip. An-
other example involves covering a fi xed helix screw in 
a material that dissolves in the blood stream in a time 
period that is advantageous for lead positioning. For 
example, screws can be covered by a mannitol com-
pound that dissolves over time in the blood stream. 
Since the mannitol covers the screw, it prevents it from 
catching on tissue, allowing easier lead placement. 

New technologies have emerged to assist in the 
placement of leads to targeted anatomical sites. Cath-
eter-delivered systems use a defl ectable catheter that 
is braided to allow the simultaneous ability to torque 
the catheter. A second technology developed to reach 
diffi cult anatomical targets is to use an over-the-wire 
lead delivery system, mainly used with placement of 
coronary venous leads for left ventricular stimulation. 
With this system the lead can be advanced to a stable 
position, a guidewire then being advanced to navigate 
tortuous regions similar to techniques used extensively 
for coronary angiography, followed by advancement 
of the lead over the wire. This approach not only im-
proves access to target sites, but decreases injury to 
coronary venous structures. By combining these tech-
nologies, access to target sites has improved greatly, in 
particular, coronary vein subselection for left ventricu-
lar lead placement. 

Conductors are commonly of a multifi lament de-
sign to facilitate tensile strength and reduce resistance 
to metal fatigue (Fig. 1.14). Alloys such as MP35N 
(cobalt, nickel, chromium and molybdenum) and 
nickel-silver are typically used in modern pacing leads. 
Bipolar leads may be of coaxial design, with an inner 
coil extending to the distal electrode and an outer coil 
terminating at the proximal electrode (Fig. 1.15) This 
design requires that the conductor coils be separated 

by a layer of inner insulation. Coaxial designs remain 
commonly used in the treatment of bradyarrhythmias. 
Some bipolar leads are coradial, or “parallel-wound”; 
that is, two insulated coils are wound next to each other. 
Leads may also be constructed with the conductor coils 
parallel to each other (multiluminal), again separated 
by insulating material (Fig. 1.16). This type of design is 
typically used for tachyarrhythmia leads. Additionally, 
leads may use a combination of coils and cables. The 
coil facilitates the passage of a stylet for lead implanta-
tion, and the cable allows a smaller lead body.

Two materials have predominated in lead insulation: 
silicone and polyurethane. Each has its respective ad-
vantages and disadvantages, but the overall perform-
ance of both materials has been excellent.38 Table 4.2 in 

Fig. 1.14 Conductor coils may be of unifi lar, multifi lar, 
or cable design. The multifi lar and cable designs allow 
the conductor to be more fl exible and more resistant to 
fracture.

Fig. 1.15 Varieties of conductor construction. Top, bipolar 
coaxial design with an inner multifi lar coil surrounded 
by insulation (inner), an outer multifi lar coil, and outer 
insulation. Bottom, individually coated wires wound 
together in a single multifi lar coil for bipolar pacing.
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Cardiac devices vulnerable to baseband EMI

• Filter high frequency

• 800MHz and GHz range: attenuation of up to 40dB


• Can’t filter baseband
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Kevin Fu, Intentional Electromagnetic Interference

Experimental setup: Simulators
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Embedded Security

Experiment: Implants & Emitters
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Results: Waveforms & Responses
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Good News: Distance
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Device Open air 
pacing

Open air 
Defib

Saline 
tips only SynDaver

Medtronic 
Adapta 1.40m NA 3cm Untested

Medtronic 
InSync Sentry 1.57m 1.67m 5cm 8cm

Boston Scientific 
Cognis 1.34m No defib Untested Untested

St. Jude 
Promote 0.68m No defib Untested Untested [“G
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Pacemaker defense: application-level filter
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Homework and Next
• Homework


➡ Lab #1: Due Mon, Sep 22


➡ Prelab #2: Due Thu, Sep 25


➡ Essay #1: Due Mon, Sep 29


➡ In-class midterm:  
               Monday October 27 

• Next


‣ Monday: Sound and Sensors


‣ Read for Monday: Trippel et al. “WALNUT: Waging Doubt on the Integrity of MEMS 
Accelerometers with Acoustic Injection Attacks,” in IEEE European Symposium on Security & 
Privacy, April 2017.


‣ Thursday: Lab #2 time in class

61


